3GPP TSG SA WG3 Meeting #100e                            
    S3-201737
e-meeting, 17 – 28 August 2020
                                    revision S3-20abcd
Source:
Huawei, Hisilicon

Title:
Discussion on Enhancement of Authorization of API Invocation
Document for:
Discussion
Agenda Item:
5.16
1
Decision/action requested

This is a discussion paper for a new SID.
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Rationale
3.1
Introduction

3GPP has defined many features relevant to API invocation. 

Services in SBA are defined in clause 7 in 3GPP TS 23.501 [1], NF service consumer may invoke an API exposed by NF service provider to initiate specific communication procedure, e.g. AMF may invoke Nausf_UEAuthentication service provided by AUSF to authenticate the UE and retrieve related keying material. 
SA3 has defined security aspects of SBI in clause 13 in 3GPP TS 33.501 [2], the authorization framework uses OAuth 2.0 to allow NF service producer to authorize the request from NF service consumer.

Network exposure function such as NEF service, or CAPIF architecture is defined in clause 5.20 in 3GPP TS 23.501 [1], API invoker may invoke an API exposed by API provider to enable 3GPP service to external application function, e.g. 3rd party AF may request CAPIF to discover specific API, and to request API provider to invoke the API.
SA3 has defined security aspects of network exposure function in clause 12 in 3GPP TS 33.501 [2], for NEF, it uses OAuth mechanism to authorize the request from AF. For CAPIF, it uses TLS-PSK, PKI, or OAuth to authorize the request from AF.
Observation 1: API invocation method is widely used in existing 3GPP features, the authorization aspects on API invocation is only between NF service consumer/API invoker and API provider defined in clause 13 and clause 12 in 3GPP TS 33.501 [2], the authorization granularity is per-NF, but does not consider finer granularity.
3.2
Problems

Since existing authorization granularity is per-NF, the following scenarios are overlooked:

· An API invoker/consumer (e.g. 3rd party server, 3GPP NF) invokes a 3GPP API exposed by NFs to process data relating to an identified or identifiable natural person without user consent.

· An unauthorized 3rd party API invoker/consumer (e.g. the unauthorized 3rd party server acts as an AS, and is behind AF) which is invisible for API provider invokes a 3GPP API exposed by the API provider.

3.2.1
API invocation without user consent
As new features are studied, more and more APIs are defined, e.g. a group EventExposure APIs for data collection are defined in clause 6.2 in TS 23.288 [3] for eNA feature; Nnef_Location for UE location retrieve is already defined in clause 5.2.6.21 in 3GPP TS 23.501 [1] for LCS feature; Nnef_UE_Identifier for UE ID retrieve may be defined according to S6-200947 [4] for MEC feature.
Those APIs are provided for data processing essentially by 3GPP network. However, the data may include both network data and user data. If the data belongs to the user, the existing authorization mechanism may be not enough for the cases:
CASE 1: A server (either 3rd party or 3GPP) invokes an API published by NFs to process data relating to an identified or identifiable natural person. However, if the processing does not have user consent for the service from the natural person, it may cause regulation issue.
CASE 2: A 3rd party server invokes an API published by NEF to retrieve a UE’s sensitive information using the UE’s GPSI, NEF has authorized the server’s request. However, the NEF cannot identify whether the server could request the UE’s information using existing authorization mechanism. The server could request any UE’s information no matter if the requested UE is the user of the server or not, which may cause privacy issue.
Furthermore, other groups have noticed the issues and sent the LS to SA3:
As stated in LS S6-200947 [4], “Since the GPSI may be used by EASs to obtain sensitive information about a UE, such as its location, SA6 kindly asks SA3 to ensure that user consent is secured before providing the GPSI or any other sensitive information about the UE to an EAS.”
Also as stated in LS S2-2004560 [5], “In relation to analytics, SA2 would like to ask SA3 to clarify user consent requirements beyond existing requirements for MDT:

•
When Network operator owned NWDAF collects input data from the UE; 

•
When Network operator owned NWDAF collects UE related data from network functions in the same network; 

•
When Network operator owned NWDAF derives UE related analytics out of UE input data or out of network functions input data; 

•
When these UE related analytics are used by network functions in the same network; or

•
When these analytics are intended to be shared with an external AF, i.e. outside the operator domain.”

Also as stated in LS R3-204378 [6], “According to current stage 3 agreements in the work on introduction of MDT in NG-RAN, the NG-RAN node receives user consent information per PLMN for management-based MDT from the CN in the NGAP Management Based MDT PLMN List IE only in the initial UE context setup. In case of Xn handover, in line with principle used for E-UTRAN MDT, this IE is propagated to the target NG-RAN node except for the case of inter-PLMN handover if the source NG-RAN node selects a serving PLMN in the target NG-RAN node which is not included in the Management Based MDT PLMN List.  The user consent information will be lost if the source NG-RAN selects a serving PLMN which is an equivalent PLMN but is not included in the Management Based MDT PLMN List.”

Thus, authorization architecture for API invocation may be extended to support thinner authorization of the user. Some issues may be studied:
· Analyze and identify general security oriented principle for user consent.

· When and how to obtain, modify or revoke user consent result for specific service.

Observation 2: The existing authorization architecture for API invocation overlooked the scenario: an API invoker/consumer (e.g. 3rd party server, 3GPP NF) invokes a 3GPP API exposed by NFs to process data relating to an identified or identifiable natural person without user consent for specific service. The issues are already raised by SA2 and SA6. Method to support thinner authorization of user is to be studied.
3.2.2
Invisible API invocation

Indirect model or hybrid model to facilitate communications with packet data networks and applications are defined in clause 4.1 in 3GPP TS 23.628 [7]. As new features are studied, application layer architecture for edge computing is defined in clause 6.2 in 3GPP TS 23.558 [8].
Those API invocation architectures consider the real subscriber who originally initiates API invocation is invisible for API provider, e.g. AS is behind SCS, and the SCS performs role as API invoker to invoke specific API; EAS is behind EES, and the EES performs role as API invoker. Those architectures involve invisible role for API provider, thus, the existing authorization mechanism may be not enough for the case:
CASE 3: A 3rd party server invokes an API published by NEF via 3rd party AF. Since the NEF can only identify whether the AF is authorized using existing authorization mechanism, the 3rd party server may invoke APIs which are authorized for the AF, but are unauthorized for the AS.
Thus, authorization architecture for API invocation may be extended to support thinner authorization for the servers. Some issues may be studied:

· Define multi-level authorization architecture.

Observation 3: The existing authorization architecture for API invocation overlooked the scenario: An unauthorized 3rd party API invoker/consumer (e.g. the unauthorized 3rd party server acts as an AS, and is behind AF) which is invisible for API provider invokes a 3GPP API exposed by the API provider. Method to support thinner authorization for the servers is to be studied.
4
Detailed Proposal
It is proposed to start a new study item for enhancement of authorization of API invocation.
