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1
Decision/action requested

This contribution proposes a new KI for UAS TR.
2
References

[1]
3GPP TR 23.754: " Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking".
3
Rationale

In SA2, there is an ongoing study on UAS in TR 23.754 [1]. UAV remote identification is one of important issues. 3GPP reference architecture and related procedures are proposed and approved.
This contribution proposes a new Key Issue for UAS to identify specific privacy issues.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in UAS TR.
***
BEGIN OF 1st CHANGE
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]
3GPP TR 23.754: " Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking".
***
END OF 1st CHANGE
***
***
BEGIN OF 2nd CHANGE
***

5.X
Key Issue #X: Security protection of flight information in remote identification
5.X.1
Key issue details 

In TR 23.754 [xx], UAV remote identification procedure is discussed. In this procedure, the UAVs send the messages with flight information (e.g. height, direction, speed, time of flight, etc.) to the received party (e.g. a TPAE or another UAV). The information may be sent in broadcast or unicast. Upon receiving the UAV flight information, a receiving party verifies the validity of the Flight Information, and may use such information for e.g. collision avoidance. 
5.X.2
Security threats

If the messages with flight information is modified or replayed by attacker, the received party (e.g. a TPAE or another UAV) may be spoofed to believe the UAV appear to perform other than what they actually did. In worst case, collision may happen between different UAVs.
5.X.3
Potential security requirements

The flight information in remote identification shall be intergrity and anti-replay protected.
***
END OF 2nd CHANGE***



