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1
Decision/action requested

For approval: pCR to add key issue for security of UAVs. 
2
References

[1]
TR 23.754
[2]
TS 22.125

[3]
TR 33.854 

3
Rationale

It is critical to authenticate and authorize UAVs to access USS/UTM and protect the communication links for the secure operation of the UAS.
4
Detailed proposal

It is proposed to add the key issue and security requirements to the TR 33.854[3].

**** START OF CHANGES ****
X.X

Key Issue #X Security of UAVs
X.X.1
Key issue detail

UAVs are one of the most critical assets of UAS. Though USS/UTM is outside the domain of 3GPP system, but it is still very much an integral part of the entire UAS in the realm of 3GPP.  This key issue studies the security aspect of UAVs access and communicating with USS/UTM.

X.X.2
Security threats

Given UAVs as UE are registered and authenticated by the 3GPP operator by way of primary authentication using the credentials already preprovisioned by the operator, if UAVs are not authenticated and auhorized to access the USS/UTM (analogous to a secondary authentication or a slice-specific authentication), the UAVs cannot be allowed to access USS/UTM and cannot be controlled by the USS/UTM and would not follow the command and instructions provided by USS/UTM, leading to erratic operation, erratic movement and possibly interfere other UAVs. Even if the UAVs are authenticated, if the communication between UAVs and USS/UTMs are not protected, it can be subject to numerous well documented attacks related to man-in-the-middle, DoS, etc.

X.X.3
Potential security requirements

UAV and USS/UTM shall be mutually authenticated. 

UAV access to USS/UTM shall be authorized.

Control signaling between UAV and USS/UTM shall be confidentiality-, integrity-, and replay-protected. The protection may be hop-by-hop, e.g. UAV-3GPP system, 3GPP system-USS/UTM.

Existing security mechanisms shall be re-used as much as possible.
**** END OF CHANGES ****
