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1
Decision/action requested

This pCR proposes to add key issue for edge user ID and credential protection. 
2
References

[1]
TR 23.758
[2]
TR 33.839
3
Rationale

UE identifier and credentials for accessing edge data network need to be protected.
4
Detailed proposal

It is proposed to add the key issue and security requirements to the TR 33.839[2].

**** START OF CHANGES ****
X.X

Key Issue #X Edge Data Network User Identifier and Credential Protection
X.X.1
Key issue detail

For each UE, there may be multiple sets of user identifiers and credentials that are used between UE and different edge data networks that are different from the longterm identifiers and credentials (i.e. 5G AKA credentials) used for primary authentication.  These user identifiers and credentials used in edge data network authentication are stored in the UE and in the edge data networks. The identifiers and credentials need to be identified and protected in the UE, in the network, and in transition, even in case where the edge data network is operated by a third party.
X.X.2
Security threats

If user identifiers and credentials are not protected, a number of well documented attacks can result in the loss of privacy, user data, and other sensitive information for the users. 
X.X.3
Potential security requirements

Edge data network application user identifiers and credentials shall be protected in storage and in transit. 
NOTE: How edge data network application user identifiers and credentials are provisioned in the UE is out of the scope of the current study.

**** END OF CHANGES ****
