3GPP TSG-SA3 Meeting #100 
S3-201668
e-meeting, August 17 - 28 2020


















Source:
Futurewei Technologies
Title:
Key Issue on Edge Data Network authentication and authorization
Document for:
Approval

Agenda Item:
5.9
1
Decision/action requested

For approval: pCR to add key issue for edge authentication and authorization. 
2
References

[1]
TR 23.758
[2]
TR 33.839 

3
Rationale

UEs need to be authenticated and authorized to access edge data network.
4
Detailed proposal

It is proposed to add the key issue and security requirements to the TR 33.839[2].

**** START OF CHANGES ****
X.X

Key Issue #X Edge Data Network Authentication and Authorization
X.X.1
Key issue detail

The concept of edge computing is analogous to that of (external) data network in the sense in that the UE’s edge client and the edge application server needs to be authenticated and authorized before UE can access the edge data network. In the case of edge data network, the data network itself is much closer to the UE than a traditional data network. UE authentication and authorization are normal part of UE network access. For UEs accessing edge data network, the authentication to the edge data network is in addition to the primary authentication for 3GPP network access. However, depending on the relationship between the edge data network operator and the 3GPP PLMN, the authentication to the edge data network may be implicit. 
X.X.2
Security threats

Authentication and authorization are fundamental necessity in establishing security and providing access to the UEs by the network. Without it, there is no security and unauthenticated and unautorized UEs may be able to enjoy the services provided by an edge data network that the UEs have not subscribed to.
X.X.3
Potential security requirements

UEs and Edge Data Network shall be mutually authenticated. When the Edge Data Network is outside of the 3GPP domain, non-3GPP credentials may be used. 
UE’s access to Edge Data Network shall be authorized.

Existing security mechanisms shall be re-used as much as possible (e.g. secondary authentication or slice-specific authentication).
**** END OF CHANGES ****
