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Decision/action requested

It is proposed to endorse the proposals
2
References

[1]
S3-201381, Study on security aspects of the Disaggregated gNB Architecture, China Telecom, China Unicom, CATT, Xiaomi, vivo
[2]
3GPP TR 38.823: "Study of Further Enhancement for Disaggregated gNB".
3
Rationale

As specified in TS 38.401, the NG-RAN Architecture supports separation of gNB-CU-CP and gNB-CU-UP. In order to support the deployment requirement from vertical industry in 5G era, a RAN3 SI on further enhancement for disaggregated gNB was completed in Rel-15. The scenario and requirement on the UE connection to several gNB-CU-UPs had been confirmed in RAN3. However, due to lack of SA3’s feedback and guidline, the security relevant conclusion and working assumption proposed by RAN3 are conflict with what is defined in TS33.501, which may have impact on current 5G AS security architecture and procedures. Therefore, from the perspective of SA3, it might be useful to study and evaluate whether there is a need to enhance the security mechanism when UE is connecting to multiple UPs in Rel-17. Based on the needs, the new study item on security aspects of the disaggregated gNB architecture was proposed and approved in SA3#99e meeting [1]. The objective of this study item is to identify the scenarios and use cases for the security aspect of multiple gNB-CU-UPs and study the potential security threats and security requirements. However, during the email discussion in SA3#99e, some companies have concerns on the scope and scenario on this SID. The intention of this contribution is to clarify the scope and scenario for this SID.
3.1
Scenario
In order to support vertical industry in 5G network, the operators and their customers/partners may adopt different security policies or configurations for traffic requirements for CU-UPs. From the perspective of UE, the coexistence of the eMBB and URLLC has been supported in Rel-16. Therefore, it is need to support a case that the UE is connected to more than one CU-UPs providing different services simultaneously, e.g., as illustrated in Figure1, PDU session corresponding to URLLC services is established on CU-UP#1, and PDU session corresponding to URLLC services is established on CU-UP#2, where CU-UP#1 and CU-UP#2 have different security configuration (e.g., different security algorithm).
In order to support multiple traffic with different security rquirements, given that one cell only supports one AS key in TS33.501, the current mechanism supports to configure two cells with different keys to one UE via NR-NR DC.
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Figure 1 different security policies or configurations for traffic requirements for CU-UPs
3.2
Security Requirements
Based on the above scenario, this SID should study key issues, threats and potential requirements for the case when a UE connects to multiple gNB-CU-UPs with different security configurations or policies. And the security solutions shall be proposed to mitigate the security threats identified, if any. 

In order to eliminate the impact to UE, the potential solutions shall not compromise the requirement that the 5G RAN internal architecture (i.e., CP/UP separation and DU/CU split) is invisible to the UE. In addition, this SID should also assume that deviation from existing security mechanism shall be avoided as much as possible.
4
Detailed proposal

Proposal 1: In order to support vertical industry in 5G network, it is need to support a case that the UE is connected to more than one CU-UPs with different security configuations or policies. 
Proposal 2: In order to eliminate the impact to UE, the potential solutions shall not compromise the requirement that the 5G RAN internal architecture (i.e., CP/UP separation and DU/CU split) is invisible to the UE. In addition, this SID should also assume that deviation from existing security mechanism shall be avoided as much as possible.
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