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1
Decision/action requested

It is proposed to add a key issue on the 5G Edge Computing study
2
References
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[2]
3GPP TR 33.839: " Study on security aspects of enhancement of support for edge computing in 5G Core (5GC)".

3
Rationale

Local Area Data Network(LAND) is one of the key enablers for the 5G Edge Computing(EC) architecture. LADN is provided to UE(s), only when it is in the LADN service area. However there is a possibility that the UE location can be fooled with a trick. This contribution aims to capture this issue as a new key issue for EC.
4
Detailed proposal





It is proposed to agree on the new key issue below and include it in the new 5G EC TR [2].
*************************************** Start of Changes *******************************************
5
Key issues
5.X
Key Issue #X: UE location spoofing attack in 5G Edge Computing environment
5.X.1
Key Issue details

One of the enablers for Edge Computing in 5GC is to support Local Area Data Network as stated in TS 23.501 [1]. LADN is used to allow UE to access a data network only if it is in a specific service area. Some usage examples of LADN are following:

· A private service of a company is provided to its employees only when they are in the office. 
· Internet access service is provided in free of charge when user is in an airport or a campus. 
UE location information obtained by the network during the registration procedure is a key component to support LADN service. However there is a risk that this important information can be deceived. Figure 5.X.1-1 shows how this can happen. 
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Figure 5.X.1-1. UE location spoofing scenario in 5G Edge Computing environment
It is possible that a malicious application running the original UE, which is not in the LADN service area, registers to the network as if it is in the LADN service area by using a fake UE, which is linked to the original UE through a private channel. The fake UE is used to relay the registration messages between the original UE and the base station in the LADN service area. Then the network will regard the legitimate UE is in the LADN service area, which is not true, and grant an access to the LADN. Consequently the UE location based restriction for LADN service can be incapacitated.
5.X.2
Security threats
In LADN environment, a malicious application running on a UE that is not in the LADN service area can cheat its location by sending the registration request via a fake UE that is in the allowed area with or without a fake RAN. Therefore it is risky that the LADN service is provided to a UE that is not supposed to have an access on its current location. 
5.X.3
Potential security requirements
The 5G System should provide means to prevent a UE on the outside of the LADN service area from registering for LADN service 
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