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1
Decision/action requested

It is proposed to add a key issue on the 5G ProSe study
2
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Rationale

One of important key issue for R17 ProSe architecture in TR 23.752 [1] is to study how to support the ProSe direct discovery. Some of the proposed solutions for the issue are developed based on the R15 ProSe direct discovery architecture. So it would be worth reviewing the existing procedure again if it is strong enough in terms of security. While reviewing, one security concern was raised that a discoveree UE can be discovered by unintended UE(s) when using the restricted direct discovery. This contribution proposes to add a new key issue to study this concern. 
4
Detailed proposal





It is proposed to agree on the new key issue below and include it in the new 5G ProSe TR [2].
*************************************** Start of Changes *******************************************
5
Key issues
5.X
Key Issue #X: Security protection between discoveree UEs on restricted direct discovery
5.X.1
Key Issue details

In TR 23.752 [1], KI#1 is looking at the support of the 5G ProSe direct discovery that is for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. There are several solutions proposed and captured in [1] for the key issue, and some of them are designed based on the R15 ProSe direct discovery architecture defined in TS 33.303 [3]. By looking back at the existing mechanism for the direct discovery, more specifically at the model B for the restricted discovery, it was found that further study in security aspect is needed for the case where a discoverer UE discovers multiple discoveree UEs at the same time for the following reason. 
The purpose of the restricted discovery defined in [3] is allowing only authorised UEs to discover or be discovered by other UE(s). This goal is basically achieved by UEs receiving the Code-Send-SecParams and the Code-Rcv-SecParams from their own ProSe Functions and using them during the direct discovery. These security parameters contain the security keys (e.g. DUIK, DUCK and DUSK), and only UEs that have the same keys can protect and understand the discovery message. 

There could be a case where a discoverer UE wants to discover two different discoveree UEs (called discoveree UE A and discoveree UE B) at a time. With the existing ProSe architecture, the three UEs have to have the same security keys to support the case. 

The risk happens here with the model B architecture. Despite discoveree UE A allowing to be discovered by only the discoverer UE, discoveree UE B is also capable of detecting and decoding the discovery response message from discoveree UE A because it has the same keys, and thus discoverying discoveree UE A. 

Hence it needs to be studied how to protect the discovery response message of a UE in restricted direct discovery model B architecture from being discovered by other discoveree UE(s). 
5.X.2
Security threats
A malicious application running on a discoveree UE can detect the response message from other discoveree UE(s) that uses the same security keys in restricted direct discovery model B architecture, so it can discover other discoveree UE(s), which is not supposed to be discoverable to it. This puts the privacy of other discoveree UE(s) at risk.  

5.X.3
Potential security requirements
The 5G System shall provide means to protect the discovery response message of a discoveree UE in the restricted direct discovery model B architecture from other discoveree UE(s).

