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1
Decision/action requested

The contribution proposes to include a key issue on eNPN.
2
References

[1]
3GPP TR 23.700-07: “Study on enhanced support of non-public networks”
[2]

3GPP TS 33.501: “Security architecture and procedures for 5G system”

[3]
3GPP TR 33.857:” Study on enhanced security support for Non-Public Networks”
3
Rationale

As part of Key Issue #1 in the SA2 study [1] investigates enhancements to support SNPN along with credentials owned by a third party.
In one of the studied scenarios the third party might be an enterprise, which wants to use existing AAA server. Therefore, solutions have been made (e.g. Solution #8 in [1]), in which the third party is running a AAA server, whereas the AUSF is part of the SNPN.
SA2 has asked SA3 to investigate the implications of such an architecture and to provide feedback to SA2.

This key issue proposes to study the implications.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [3].
**** START OF CHANGES ****
2
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3GPP TR 23.700-07: “Study on enhanced support of non-public networks”.

**** NEXT CHANGES ****
5.X
Key issue #X: AUSF with AAA integration
5.X.1
Key issue details 

In SA2 different deployment scenarios of the DCS have been studied. Among those, Solution #8 in [A] proposes to reuse a AAA server as a third-party authentication option. This deployment scenario splits the security domain between the SNPN operating the AUSF and the third-party operating the AAA. The intension of this key issue is to study the security implications related to the spilt, where e.g. the derivation of the KAUSF by the AAA could be one implication.    

5.X.2
Security threats

Splitting the authentication functionality (e.g. AUSF and AAA) over organizational boundaries changes the 5G security architecture and model. This could imply that the SNPN might allow a rogue device to the network authorised by a comprised AAA’s. 
Another threat is the share of KAUSF between the AUSF and AAA due to the key establishment procedure where authentication and key agreement is the same procedure. This implies that the “root” key of the 5G key hierarchy will be known by a third-party and hereby also derived key protecting confidentiality between SNPN and the UE.
5.X.3
Potential security requirements 

The spilt of authentication and key derivation capabilities shall not compromise the security level of the SNPN.

****** END OF CHANGES ****
