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1
Decision/action requested

This contribution proposes a new KI for TR 33.847.
2
References

[1]
3GPP TR 23.752 V0.4.0 (2020-06) Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) (Release 17)
3
Rationale

TR 23.752 [1] in Clause 5.4, Key Issue #4: Support of UE-to-UE Relay has the following key issues:

-    Authorize the UE-to-UE Relay, e.g. authorize a UE as UE-to-UE Relay?

-
Authorize the Remote UE to access a UE-to-UE Relay?
3GPP system has to be able to autorise a UE to perform as UE-to-UE Relay and a UE to comunicate with another UE via a UE-to-UE Relay. 
Without a proper authorisation, unauthorised entities will be able to act as UE-to-UE Relays leading to a potential loss of integrity and confidentiality of communications via the UE-to-UE Relay and access to communications via UE-to-UE Relays creating a vulnerability and causing possible (D)DOS attacks or unauthorized usage of service over UE-to-UE Relays.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in 5G ProSe Sec TR 33.847. Note that all text is new







***
BEGIN OF CHANGES
***

X
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
X.a
Key Issue #a: Authorisation of UE to UE Relay
X.a.1
Key issue details 

TR 23.752 [1] in Clause 5.4, Key Issue #4: Support of UE-to-UE Relay has the following key issues:

-    Authorize the UE-to-UE Relay, e.g. authorize a UE as UE-to-UE Relay?

-
Authorize the Remote UE to access a UE-to-UE Relay?
3GPP system has to be able to autorise a UE to perform as UE-to-UE Relay and a UE to communicate with another UE via a UE-to-UE Relay. 

X.a.2
Security threats

Without a proper authorisation, unauthorised entities will be able to act as UE-to-UE Relays leading to a potential loss of integrity and confidentiality of communications via the UE-to-UE Relay and access to communications via UE-to-UE Relays as well as creating a vulnerability and causing possible (D)DOS attacks or unauthorized usage of service over UE-to-UE Relays.
X.a.3
Potential security requirements

3GPP system shall provide means to authorise a UE to perform as a UE-to-UE Relay. 

3GPP system shall provide means to authorise a UE to communicate with another UE via a UE-to-UE Relay. 

.
***
END OF CHANGES
***



