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1
Decision/action requested

This contribution proposes a new KI for TR 33.854.
2
References

[1]
3GPP TS 22.125: " Unmanned Aerial System (UAS) support in 3GPP; Stage 1".
[2]
3GPP TR 23.754: " Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking".
[3]
3GPP TS 23.755: " Study on application layer support for Unmanned Aerial Systems (UAS)".
[4]
SP-200352: Study on security aspects of Unmanned Aerial Systems (UAS) FS_UAS_SEC
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Rationale

TS 22.125 [1] in Clause 5.4,
 Security, has the following requirement:

[R-5.4-001] The 3GPP system shall protect the transport of data between the UAS and UTM.
TR 23.754 [2] in Clause 4.2, Architectural Requirements, has the following requirement:

-
The 3GPP network shall enable the serving PLMN of the UAV(s) and the serving PLMN of the corresponding UAV controller to be different.
TR 23.754 [2] in Clause 4.3, Reference Architecture, specifies the following interfaces:

-
UAV3: 3GPP user plane connectivity for transporting C2. UAV3 can be intra-PLMN or inter-PLMN.

UAV9: UAV9 supports connectivity between the UAV or a networked UAV Controller and the USS/UTM for UAS management, such as authentication and authorization, transporting C2, remote identification (RID) and tracking of the UAV, etc.
C2 connection between UAV and UAV-C (over UAV3) or UAV and UTM/USS (over UAV9) is a fundamental building block of UAS operations as it provides the means to a UAV-C or UTM/USS to control (e.g., fly) a UAV remotely. C2 communication security is critical to ensure the safety of UAV flight operations and the privacy of the operator pilot. The protection of C2 traffic over the UAV radio link alone may be insufficient since the peer UAV-C may be connected via a different PLMN or a different access technology, using a different security policy for User Plane traffic (e.g., with no integrity and/or no confidentiality protection). 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in UAS SEC TR 33.854. Note that all text is new







***
BEGIN OF CHANGES
***

X
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
X.q
Key Issue #q: C2 communications security
X.q.1
Key issue details 

TS 22.125 [1] in Clause 5.4, Security, has the following requirement:

[R-5.4-001] The 3GPP system shall protect the transport of data between the UAS and UTM.  
TR 23.754 [2] in Clause 4.2, Architectural Requirements, has the following requirement:

-
The 3GPP network shall enable the serving PLMN of the UAV(s) and the serving PLMN of the corresponding UAV controller to be different.
TR 23.754 [2] in Clause 4.3, Reference Architecture, specifies the following interfaces:

-
UAV3: 3GPP user plane connectivity for transporting C2. UAV3 can be intra-PLMN or inter-PLMN.

UAV9: UAV9 supports connectivity between the UAV or a networked UAV Controller and the USS/UTM for UAS management, such as authentication and authorization, transporting C2, remote identification (RID) and tracking of the UAV, etc.
C2 connection between UAV and UAV-C (over UAV3)  or UAV and UTM/USS (over UAV9) is a fundamental building block of UAS operations as it provides the means to a UAV-C or UTM/USS to control (e.g., fly) a UAV remotely. C2 communication security is critical to ensure the safety of UAV flight operations and the privacy of the operator pilot. The protection of C2 traffic over the UAV radio link alone may be insufficient since the peer UAV-C may be connected via a different PLMN or a different access technology, using a different security policy for User Plane traffic (e.g., with no integrity and/or no confidentiality protection). In general, the security of the UAV-C connection may be outside the control of the MNO who provides the service to the UAV. 
X.q.2
Security threats

UAV-C may use a connection via a different PLMN or different access technology using a different security policy (e.g., with no integrity and/or no confidentiality protection, or without end-to-end protection). An adversary may read or modify the C2 traffic over such connection to access sensitive information (e.g., competitor UAV routes), compromise the UAS operations or even take over the control of the UAV. 
X.q.3
Potential security requirements

3GPP system shall provide means to establish end to end security between UAV and UAV-C or UAV and UTM/USS.
3GPP system shall provide means to enable integrity protection of C2 communications between UAV and UAV-C or UAV and UTM/USS.

3GPP system shall provide means to enable confidentiality protection of C2 communications between UAV and UAV-C or UAV and UTM/USS.

3GPP system shall provide means to enable replay protection of C2 communications between UAV and UAV-C or UAV and UTM/USS.

***
END OF CHANGES
***



