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Decision/action requested

This pCR proposes a Solution on ‘UAS Authentication, Authorization and Security Aspects’ to address KI#1 in TR 33.854
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Rationale

In the last SA3#100e meeting, the Key issues #1 has been approved for TR 33.854 and this pCR proposes a solution to address Key issues #1 considering the following related principles stated in SA2 TR 23.754 clause 8 Conclusions for Key issue 2 (UAV authorization by UTM) and other aspects.
Key issue 2 (UAV authorization by UTM): ‘UAV authentication and authorization by USS/UTM is conditional on the UE having performed successfully a primary 3GPP authentication and with Aerial UE function as part of the subscription.

An UAV is authenticated and authorized by USS/UTM using a CAA-level UAV ID. The credentials and related authentication method used by the UAV and UTM/USS are outside of the 3GPP scope.

The 3GPP network shall be informed of the UAV authentication and authorization result and enforce the result accordingly. Upon successful UAV authentication and authorization by USS/UTM, UAV is authorized to establish limited connectivity to communicate with USS/UTM.

A UAV request for user plane connectivity to the 3GPP system for UAV operations (i.e. C2 between a UAV and a networked UAV controller and/or flight authorization request) may also require additional authorization by the UTM/USS.’
Other aspects: Single PDU session/PDN connection for USS and C2 connectivity, and separate PDU sessions/PDN connections for USS and C2 connectivity are supported. The mechanism that may be used is up to deployment.

The USS/UTM is not assumed to have knowledge of PDU sessions or PDN connections: the USS/UTM authorizes connectivity requests sent from the 3GPP system for a UAV or UAV controller, can revoke such authorization, and can provide information to control such connectivity (e.g. ACL, QoS information, etc.).’
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.854.
*****Start of Change*****
6.X
Solution #X: UAS Authentication, Authorization and Security Aspects

6.X.1
Solution overview
This solution address key issues #1.

This solution assumes the following based on TR 23.754 Clause 4.2 Architecture assumptions.

· A UAV is assigned, a CAA-level UAV Identity by functions in the aviation domain (e.g. USS) or by functions in the USS/UTM.
· The 3GPP CN is aware of the CAA-level UAV Identity. A mapping shall be possible in the mobile operator network and in the UAS application layer outside of 3GPP between the 3GPP UAV ID and the CAA-level UAV ID.
The solution also further assumes that, the long-term security credentials for UAV were also assigned and provided along with the CAA-level UAV ID by the USS/UTM which is out of 3GPP scope.

This solution is applicable to EPC and 5GS.

The solution addresses the following:

- Enables USS/UTM to authenticate and authorize the UAV(s) to access and use the USS/UTM services securely.

NOTE 1:
The same mechanism can be applied to a networked UAV Controller when required.
6.X.2
Solution details
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Figure 6.X.2-1: UAS Authentication and Authorization procedure

Step 1. As a precondition the UAV is registered with the USS/UTM by the UAS operator using any method outside the 3GPP scope. During this registration, the UAV is configured with the CAA-level UAV ID, the USS routing information (which may also be part of CAA-level UAV ID), and the required long trem credentials to enable UAS security. These are the credentials that are provisioned into the UAV to form the root of the UAS security. The credentials may include symmetric key(s) or public/private key pair (example. with certificates) depending on the implementation which is out of 3GPP scope.
Step 2a-b. The UAV sends registration request to AMF and a primary authentication is performed as specified in TS 33.501. 
Step 2c. After a successful primary authentication, the AMF based on the UE (UAV) subscription information fetched from the UDM/UDR determines to trigger UAS authentication and authorization (UAA).

Step 2d. AMF sends to UE (UAV) an UAS authentication Required Indicator or a pending UAA indication in the Registration Accept message.
NOTE: If the USS/UTM supports Diameter, then UAS authentication can be based on any EAP-based authentication mechanism.

Step 3a. AMF may optionally send an UAS ID request to the UAV over the NAS transport.

Step 3b. The UAV responds to AMF with a UAS ID response containing CAA-level UAV ID and optionally USS routing information (if routing information is not part of CAA-level UAV ID). 

Step 3c. Based on the USS routing Information, the AMF sends a UAS Authentication request message (i.e., over a service-based interface) to the UFES. The GPSI can be used for external identification of UAV. The routing to a UFES and USS/UTM and external ID usage need to be aligned with SA2 agreements.

Step 3d. The UFES forwards the received UAS authentication request message to the appropriate USS/UTM. 

Step 3e. The USS/UTM performs authentication method specific message exchange with the UAV to enable mutual authentication.

Step 3f. The USS/UTM on performing a successful UAS authentication, verifies the preconfigured CAA Level UAV ID based on the stored UAV subscription, if required assign a new CAA Level UAV ID to the UAV. Further the USS/UTM assigns a UAS ID to uniquely identify the UAS formed by the UAV and associated UAV-C information based on UAS subscription. The method of UAS-ID assignment is out of 3GPP scope. To enable authorization of UAV for various UAS service following a UAS registration (example., flight authorization request, PDU session establishment for C2 and Pairing of UAV with UAV-C etc.,), the USS/UTM shall generate an Authorization Token (Auth Token) which is bound to the UAS ID, UAV-CAA-Level ID, UAV-C ID, Timestamp and a Nonce generated by the USS/UTM. The USS/UTM also assigns a lifetime (a validity period or time duration) for the authorization token for it to be used by the 3GPP network to authorize the UAV for various subsequent UAS services. Further the USS/UTM shall generate a UAS root key (KUAS) (e.g. 256-bit) from the long-term credential available as part of UAS subscription information in the USS/UTM to enable UAS security and a KUAS ID shall be generated to uniquely identify a UAS root key in the USS/UTM. The derivation of UAS root Key can be based on the UAS authentication method used and it is out of 3GPP scope. The KUAS ID can be derived by the USS/UTM by generating the hash of the UAS root key and concatenated with the UAS ID. The USS/UTM after successful UAS authentication, locally stores the External ID of UAV (i.e., GPSI), CAA-level UAV ID, authentication status information, UAS ID, Auth Token, lifetime and UAS Security Context (KUAS and KUAS ID). 

Step 3g. In response to the successful UAS authentication, the USS/UTM sends the UAS authentication response message to the UFES. The UAS authentication response message includes an authentication result with Success Indication, CAA Level UAV ID, UAS ID, KUAS ID, Auth Token and lifetime.

Step 3h. The UFES receives the UAS authentication response message and locally stores the received CAA Level UAV ID, UAS ID, Auth Token and lifetime as part of the UAS information for the UAV to enable UAS service authorization at the 3GPP network.

Editor’s Note: It is FFS if the UFES need to store the UAS security information such as security identification information, Auth Token and lifetime.

3i. The UFES forwards the received UAS authentication request message to the AMF.

3j. The AMF receives the UAS authentication response message and locally stores the received CAA Level UAV ID, UAS ID, Auth Token and lifetime as part of the UAS information for the UAV.

3k. The AMF forwards the received UAS authentication request message to the UAV.

3l. The UAV receives the UAV authentication response message and on receiving a ‘Success Indication’, the UAV generates the UAS Security context (KUAS ID, KUAS) similar to the USS/UTM from the long-term credential preconfigured in the UAV. If the locally generated KUAS ID and received KUAS ID matches, then the UAV considers the UAS authentication as successful and locally stores the received CAA Level UAV ID, UAS ID, Auth Token, lifetime,  and KUAS ID along with the most recently derived KUAS as part of UAS Security Context. The UAV uses the KUAS ID to uniquely identify the KUAS. 
4. The AMF may trigger UE parameter update procedure as specified in TR 23.754.

Editor’s Note: It is FFS, how the 3GPP system shall enable revocation of UAV or networked UAVC authorisation by the UTM/USS.
Editor’s Note: The need for deriving the key is FFS. 
Applicability to EPS:
The UAS Authentication and Authorization procedure shown in Figure 6.X.2-1 and described in this section can be applicable to EPS, with the adaptation of MME instead of AMF, with the HSS/AuC instead of UDM. Further, an EPS authentication is run using EPS AKA as primary condition (instead of primary authentication) before trigerring a UAS authentication and authorization. UFES can act as a UAS control function in the 3GPP network.
6.X.3
Solution evaluation 

TBD
*****End of Change*****
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