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1
Decision/action requested

SA3 is kindly requested to approve the proposed new solution to 33.864.
2
References

[1]


3GPP TS 23.502 
3
Rationale

This contribution proposes a new solution to solve the registration failure with AMF re-allocation. 
4
Detailed proposal

The proposed texts below assumes the key issue on the regsitratin failure with RAN rerouting in S3-202496 is approved.
****START OF CHANGES (All texts blow are new)***

6.Y
Solution #Y: Solving registration failure with AMF re-allocation via RAN
6.Y.1
Solution Overview

The cause of registration failure issue lies in the fact that after NAS reroute via RAN to the target AMF, the UE and the target AMF may have inconsistent security contexts:

· If the UE sends to the initial AMF a registration request unprotected as no security context is available, then the UE and the initial AMF will establish new security context before the initial AMF forwards the registration request to the target AMF via RAN. The target AMF cannot obtain the new security context. In this case, the UE has the new security context, but the target AMF has no security context. 

· If the UE sends to the initial AMF a registration request protected using the old security context from last registration, the UE and the initial AMF may also establish new security context before the initial AMF forwards the registration request to the target AMF via RAN. The target AMF may obtain the old security context. In this case, the UE and the target AMF have different security context.
To solve registration failure caused by inconsistent security contexts between the UE and the target AMF, the solution proposes the following security handling to allow UE and the target AMF to “synchronize”.
6.Y.2
Solution Details
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Figure 6.Y.2-1: Security handling in registration procedure with AMF re-allocation via RAN
1. The UE sends a registration request message which gets forwarded by the RAN to the initial AMF. A SUCI or a 5G-GUTI is included in the registration request message.
2. If a GUTI is included in the registration request message and if the initial and old AMF can communicate, the initial AMF obtains the security context from the old AMF to which the GUTI points. The old AMF may perform horizontal key derivation and send the initial AMF with the derived security context. If the initial and old cannot communicate, this step is skpped.
If a SUCI is included in the registration request message, the initial AMF will perform a round of authentication in step 3. 
3. The initial AMF may perform a round of primary authentication with the UE to establish new security context. The primay authentication is peform in the following cases:  (1) if the initial AMF cannot communicate with the old AMF; or (2) even though the context retrieval from the old AMF is successful, the local policy directs the initial AMF to perform authentication; (3) if SUCI is received in the registration request message.
4. The initial AMF may send a security mode command message to take into use the new security context resulted from step 3 or the derived security context from step 2.

5. When the UE receives the security mode command message, the UE saves the current security context (if any) before processing the security mode command message. 
6. After processing the security mode command message, the UE returns a security mode complete message.
7. The initial AMF decides to reroute the registration message to the target AMF through the RAN.
8. If step 2 occurs, the initial AMF notifies the old AMF that the registration at the initial AMF is not successful and the old AMF acts as step 2 did not occur. 
9. The initial AMF shall sends a NAS message to the UE with an indication on the AMF re-allocation.
10. The initial AMF reroutes the registration request message to the target AMF through RAN.

11. If a GUTI is included in the registration request message and if the target and the old AMF can communicate, the target AMF obtains the NAS security context from the old AMF. If the target and old AMF cannot communicate, the target AMF skip this step.
If a SUCI is included in the registration request message, this step is also skipped. The target AMF initiates primary authentication, and sends unprotected auhtenticaion request to the UE (see step 12)
12. The target AMF sends a NAS message to the UE. The NAS message can be one of 
a) Authenticateion message; The target AMF will send an authentication message unprotected in the following cases: (1) if the target AMF cannot communicate with the old AMF; or (2) even though the context retrieval from the old AMF is successful, the local policy directs the target AMF to perform authentication; (3) if SUCI is received in the registration request message.
b) NAS SMC message;  NAS SMC message is sent if the following conditions are all met:
i. the target AMF has successfully received UE context from the old AMF, and
ii. the target AMF decides to take into use the received security context, and 
iii. the target AMF receieves from the old AMF an indicator of horizontal Kamf derivation, and/or the target AMF decides to change the algorithms received from the old AMF, then the target AMF sends a NAS SMC message.
c) Other NAS message. If the target AMF has successfully retrieved the security context from the old AMF and an indicator of horizontal Kamf derivation is not in the received security context, and the target AMF decides to use the received context, the target AMF will continue with registration procedure and send protected NAS message to the UE. 
13. If the UE receives a NAS message that is protected, then the UE, based on the indication, uses saved security context to process the received NAS message. If the UE receives an unprotected authentication request message, then the UE, based on the indication, processes it. 
In step 12, the target AMF may decide to use the security context obtained from the old AMF and send a protected NAS message to the UE, the UE using the saved security context, is able to process it. The target AMF may also decide to send an unprotected authentication request message, due to e.g. that the retrieval of the security context from the old AMF is unsuccessful or that a SUCI is included in the registration request message. The UE also processes the unprotected authentication request message. In this way, registration failure is avoided. 
6.Y.3
Security Evaluation
TBC. 
****END OF CHANGES ***
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