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Decision/action requested

Introduction of a new key issue on user consent and authorization for Inter-NWDAF data transfer
2
References
 [1] 
3GPP 23.700-91
3
Rationale

Multiple NWDAF instances can exist and can transfer the collected data to each other. Multiple solutions for the same have been proposed in the ongoing SA2 study [1] which includes for instance analytics handover, central/aggregator NWDAF, etc. Therefore, we should study which data, subject to user consent, can be transferred, if appropriate consent and authorization is available to transfer the data collected over a period of time.
This key issue studies which data can be transferred as well as the required consent and authorization mechanisms needed to protect this data.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866.

********** START OF CHANGES

A.X
Key Issue #X: User Consent verification while transfering data in the Inter-NWDAF Communication

A.X.1
Key issue details 
Multiple NWDAF instances can exist and can transfer the collected data to each other. Multiple solutions for the same have been proposed in the ongoing SA2 study [1] which includes for instance analytics handover, central/aggregator NWDAF, etc. This key issue studies how a user consent received by an NWDAF instance is verified while transferring the UE data, for which consent was given (or not given), to another NWDAF instance.

NOTE: The user consent part is studied in FS_UC3S study. This KI is on the related attacks on the potential transfer of user consent between NWDAF instances.

A.X.2
Security threats
UEs may not allow the data transfer to another NWDAF, but a malicious NF may still transfer the data without informing the UEs or taking in consideration UE approval. This leads to information leakage to an entity, which may not be authorised or has not got the relevant UE consent to receive this data.
A malicious NWDAF can alter the UE user consent data received and behave abnormal. 

A.X.3
Potential security requirements
TBD
********** END OF CHANGES

