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1
Decision/action requested

Introduction a new key issue protection of data in transit between multiple NWDAF instances
2
References

 [1]
3GPP TR 23.700-91
3
Rationale

According to TS 23.288 [y] the NWDAF collects data from various data sources and provides Analytics Output to different NWDAF data consumers. In addition, according to the solutions for KI#2 "Multiple NWDAF Instances" proposed in TR 23.700-91 [1] the analytics data or the analytics output can be transferred from one NWDAF instance to another NWDAF instance. 
Data in transit between multiple NWDAFs need to be protected when transferred between different analytics functions or analytics function instances, e.g. NF to NWDAFs or NWDAF to another entity like DCCF. It is further important to ensure that data comes from a genuine source as well as that the target NF is genuine and authorized to receive the data.

This key issue addresses protection of data in transit involving different analytics functions or analytic function instances.

4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866.

********** START OF CHANGES

A.X
Key Issue #X: Protection of data in transit between multiple NWDAF instances

A.X.1
Key issue details 

According to TS 23.288 [y] the NWDAF collects data from various data sources and provides Analytics Output to different NWDAF data consumers. In addition, according to the solutions for KI#2 "Multiple NWDAF Instances" proposed in TR 23.700-91 [1] the analytics data or the analytics output can be transferred from one NWDAF instance to another NWDAF instance. 
Data in transit between multiple NWDAFs need to be protected when transferred between different analytics functions or analytics function instances, e.g. NF to NWDAFs or NWDAF to another entity like DCCF. It is further important to ensure that data comes from a genuine source as well as that the target NF is genuine and authorized to receive the data.

This key issue addresses protection of data in transit involving different analytics functions or analytic function instances.
This key issue assumes that components of the network may be malicious or poorly implemented. It determines the requirements for protection of data in transit between multiple NWDAF instances.
NOTE: This key issue is not targeting the authentication and authorization of the NF sending the data sending the data to the analytics function. The existing SBA security mechanisms can be used for this.

A.X.2
Security threats

An attacker may masquerade as a target NWDAF and receive data, it is not authorized to receive. An attacker may also observe data during transition between two NWDAF instances and gain knowledge and may also relay this information to a different target. This leads to information leakage to an entity, which may be neither authenticated nor authorized to receive this data.

A rogue NWDAF Instance may sent wrong or modified data to another NWDAF instance. This may hamper accurate analytics at the target analytics function.

A NWDAF Instance may intentionally or by some error sent data to another entity without checking that the receiver is genuine and authorized to receive the data. This leads to information leakage to an entity, which may not be authorized to receive this data.

A.X.3
Potential security requirements

Editor’s note: If SBA security mechanisms can be applied, related security requirements can be assumed and do not need to be stated here again. No new solutions are required for SBA related aspects.

TBD
********** END OF CHANGES

