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1 Decision/action requested 
This contribution proposes a new key issue for TR 33.866
2 References
[1]

3GPP TR 23.700-91: "Study on enablers for network automation for the 5G System (5GS); Phase 2 (Release 17)"
3 Rational
It is stated in key issue #8 in 23.700-91 [1] is about “How to ensure the integrity and Operator-level accessibility of UE-provided information in order to avoid using misleading or untrusted information in the network”. This contribution proposes a new key issue for avoiding using misleading or untrusted information for data analysis.
4 Detailed proposal
*************** Start of 1st Change ****************
5.X
Key Issue #X Avoiding using Misleading or Untrusted Information for Data Analysis
5.X.1
Key issue details

NWDAF may collect data from UE, OAM, Core Network, and 3rd party in order to generate analytics information (to be consumed by other NFs).

However, UE and 3rd party are supposed to be different trust zones with NWDAF which is in core network. Thus, the collected data may be untrusted which may “poison” the analysis output and result in wrong analysis result. The Core Network may take wrong action based on the wrong analysis.
5.X.2
Security threats

The analysis output may be “poisoned” by untrusted collected data, which may cause wrong network behavior, e.g. unexpected policy justification.
5.X.3
Potential security requirements
The 5GS shall be able to mitigate misleading or untrusted information impact on data analysis.
*************** End of 1st Change ****************
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