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1. Introduction

Methods for zero-knowledge proofs of identity were first published in the mid-80s, and were straightaway seen to fill a perceived need for efficient real-time identification. However, their use for authentication purposes has been limited by their complexity compared with symmetric-based mechanisms, and the ability of digital signature schemes to provide non-repudiation. Many of the best-known mechanisms are subject to patent protection. 

Useful applications of zero-knowledge identification tend to be found in scenarios where an entity needs to be securely identified to a second entity with whom no previous contact has been made, but where no exchange of key material, or subsequent non-repudiation of the identification is required. The classic example is military aircraft IFF (identification friend-or-foe) where an aircraft can identify itself to an interrogator without giving anything away that an eavesdropper could use. One could say that a terminal (that may be stolen, defective, or otherwise ‘hostile’) moving between networks is in an analogous situation, and may need to be ‘shot down’.

2. Identification 

Typically, a zero-knowledge identification consists of three passes, with an initial ‘commitment’ by the party identifying itself, followed by a challenge and response.  The challenger can then verify the relation between commitment and response, which gives a high probability that the identifier knows a secret value associated with the identifier’s published identity. There is a trade-off between the lengths of the messages exchanged and the confidence of the identification.

The exchange is more efficient in general than a public-key signature-based scheme, although its security is based on similar computationally intractable problems. Precise figures obviously depend on the scheme chosen and the security parameters selected.

3. System requirements for application in terminal identification

The basic requirements would be (to implement a typical ZK scheme, such as Feige-Fiat-Shamir).

1. A common RSA-like modulus, known to all entities in the system.

2. Each terminal generates (or has generated) a private and public key. The private key is stored securely on the terminal.

3. A secure pseudorandom number generator is required on the terminal.

If required to identify itself the terminal issues its (certified) public key, together with a commitment. The challenging entity issues a challenge, which is a simple vector, and then the terminal replies by with its response, generated from the random number used to generate the commitment and its secret key.

4. Security features that could be provided

ZK identification could be used to identify terminals to any suitably equipped entity in the network. This could include the USIM, the serving and home networks, or 3rd party providers.

If a suitable identity-based scheme were chosen or the public-key certificate included the data, then the terminal identity/certificate could meet the usual requirements of identifying manufacturer, model and software version. 

5. Security of the terminal identification scheme

For an attack, cloning the public identity would not suffice. A successful attack would require reading and copying the secret key of the terminal. A more likely point of attack on the network as a whole would be the public-key modulus on which the whole system depends. If this could be factored into the two original primes, then the modulus on all terminals would need to be changed. The same holds true of public-key based systems in general – the response is to generate the modulus securely and ensure that it is of sufficient length to deter attack within the system’s anticipated lifespan.

6. Recommendations

Zero knowledge techniques should be considered as a promising way of providing terminals with an efficient and flexible identification procedure that could be used to meet existing and future terminal security requirements. Of course, a pre-requisite is that the terminal’s secret key can be stored in as secure a way as the USIM’s secret identity.

Further study is required to identify:

· the most promising candidate mechanisms

· the storage, communication and processing requirements, 

· the cost of initial setup, and the need for off-line certification authorities

· the degree to which support can be provided by an existing PKI;

· and to confirm that the requirements for terminal security are met.

