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 5.2.5
Implementation and operational considerations

The algorithm should be designed to accommodate a range of implementation options including hardware and software implementations. For hardware implementations, it should be possible to implement one instance of the algorithm using less than 10,000 gates (working assumption).

A wide range of UE with different bearer capabilities is expected, so the encryption throughput requirements on the algorithm will vary depending on the implementation. However, based on the likely maximum user traffic data rates, it must be possible to implement the algorithm to achieve an encryption speed in the order of 2Mbit/s on the downlink and on the uplink.


For each mode of encryption the following parameters are given:
1. RLC-transparent mode:
· New keystream block required every physical layer frame (10ms)

· Maximum number of bits per physical layer frame of 5114 bits
· Minimum number of bits per physical layer frame of 1 bit.
· Granularity of 1 bit on all possible intermediate values

2. For UM RLC mode:

· New keystream block required every RLC frame (minimum 156s)

· Maximum number of bits per UM RLC frame of 1016 bits (ongoing specification work in TSG-R2 could extend this to 5000 bits)

· Minimum number of bits per UM RLC frame of 16 bit.

· Granularity of 8 bit on all possible intermediate values

3. For AM RLC mode:

· New keystream block required every RLC frame (minimum 156s)

· Maximum number of bits per AM RLC frame of 1024 bits (ongoing specification work in TSG-R2 could extend this to 5000 bits)

· Minimum number of bits per AM RLC frame of 24 bit.

· Granularity of 8 bit on all possible intermediate values
The encryption throughput requirements should be met based on clock speeds upwards of 20MHz (typical clock speeds are expected to be much greater than this).

5.2.7.5
LENGTH

LENGTH: the required length of keystream.

LENGTH[0], LENGTH[1], …, LENGTH[X18-1]

The length of LENGTH is X18 bits. For a given bearer and transmission direction the length of the plaintext block that is transmitted during a single physical layer frame may vary. The algorithm shall generate a keystream block of variable length based on the value of the length parameter. 
The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.

.


LENGTH shall be able to specify the required number of bits in each keystream block according to the parameters defined in section 5.2.5. Where the required granularity cannot be achieved with the specified LENGTH parameter size, a larger keystream block may be generated and unused bits discarded.
