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1 SCOPE

This contribution proposes a change to the document on the algorithm requirements concerning the data integrity requirement.

2 Cryptographic separation

The current specification of the integrity mechanism works with the use of the same algorithm for both directions (user to network and network to user). It is considered as a classical flaw to use the same algorithm in both directions, even if it applies less to the UMTS system since it is very asymmetric (in particular, user to network messages differ from network to user messages). Still not having one algorithm per direction would be pointed out as a weakness of the system. This problem has been raised within SAGE and we suggest we take the step to make the change of the requirements at the September meeting to avoid delays (SAGE is meeting Sept 29 and 30).

Since deriving a second integrity algorithm from the first one should pose no big problems, we propose that we change the algorithm requirements specification to integrate different algorithms for user to network and network to user signalling messages.

We believe that this should not delay noticeably the design of the algorithms since it mainly consists in adding a mode to the use of the base block cipher chosen by SAGE.
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