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1 Background

Chapter 7 of 3GPP 33.102 specifies a mechanism for providing core network functionalities. So far, only security experts have been concerned with this mechanism in detail. On 21st of september, a meeting was held with signaling and MAP experts of Deutsche Telekom and T-Mobil, in order to discuss the feasibility of the mechanism, identify possible problems and necessary modifications and to agree on a stragegy on how to promote the mechanism further inside 3GPP, especially the CN2 (CAMEL/MAP) group. 

This document shall report on the main results of the meeting.

2 Main Results of the Meeting

· The MAP experts did not see any substantial problems that could hinder the implementation of the mechanism in the core network. They did, however, identify one issue that makes a modification of the current document 33.102 necessary: Most MAP commands are bidirectional, e.g. they can take the form of a request and a response containing sensitive data. Since it is not a-priori clear which of the two directions has to be protected, both should be protected using the key intended for communication in the respective direction. Therefore, it is necessary that session keys for both directions are transported between the involved networks, using the mechanism of layer I as specified in chapter 7.2 of 33.102.

· It was not clear even to the MAP experts whether there are data fields in MAP that have to be readable by TCAP and should therefore not be encrypted. They recommended to consult MAP experts of switch manufacturers in this issue.

· A possible implementation strategy for the mechanism was discussed: The idea is to create a MAP security sublayer between MAP and TCAP, that contains the protected MAP message body and that is automatically derived from the original MAP message by some piece of software in the sending network element:
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The appropriate Mode of Protection can be automatically chosen by noticing the type of MAP command given in the MAP header and using a table mapping the MAP commands to the Modes of Protection. This table may be operator-specific and will reflect the security policy of the operator in this issue.

3 Future Activities

In order to make further progress and to make a well-based assessment of the implementation costs, it is necessary to contact MAP experts of switch manufacturers. This will be done by T-Mobil in the near future. Further, in order to promote the mechanism inside 3GPP and to get comments from the MAP experts in the CN2 group, Roland Schmitz will attend the next meeting of the signaling Ad-hoc group of CN2 in Eaton (England) and give a presentation on the mechanism. 

