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Abstract

This contribution provides arguments why the window mechanism should be retained. It argues that the window mechanism increases efficiency in certain situations and that the additional complexity is quite moderate. In particular, it is not only useful in the context of the super-charger. In addition, it is pointed out that the perceived  slight security problem with the enhanced window mechanism does not exist (the protection mechanisms described in S3-99234 seems to have been overlooked), but that a solution presented in S3-99308 has a slight security  problem.

1 What is the (enhanced) window mechanism? 

This section is only meant to remind readers of the concepts under discussion:

Annex C.3 of 33.102 states:

“ In this mechanism the sequence numbers are generated as in the mechanism described in C.1. However, the USIM verifies the freshness differently. In addition to the highest sequence number SQNMS it has accepted, it keeps track of which values in a window (SQNMS, SQNMS – w] it has already seen, and this for each mode. If a sequence number is received that is lower than SQNMS but has not been seen before, it is nevertheless accepted. 

Using this mechanism, it is not required that a previously visited SN/VLR deletes the unused authentication vectors when a user de-registers from the network and may be more efficient as regards long distance signalling when a user abroad switches a lot between two serving networks.

Note:
When a VLR uses fresh authentication vectors obtained during a previous visit of the user, the USIM can reject them although they have not been use before (because w is finite). Rejection of a sequence number can therefore occur in normal operation, i.e., it is not necessarily caused by (malicious) replay or a database failure.”

Contribution S3-99234 which was approved at the last meeting suggested an enhancement to this window mechanism. The basic idea of this enhancement was that the MS informs the VLR about the current window parameters so that the VLR can decide whether the authentication vectors (AVs) it has in storage can be used or not so as to avoid rejection of an AV as described in the Note above. 

2 Why can the window mechanism be useful?

The use of the window mechanism does not preclude the forwarding of AVs between VLRs. This may still be done wherever possible. 

However, the window mechanism will prove useful in all situations where a user switches between VLRs which do not exchange authentication vectors, e.g.
 – VLRs in different networks;

 - VLRs in different domains to which the user is connected simultaneously (e.g. CS and PS);

  - when the old VLR is not reachable;

 Furthermore, the window mechanism may be useful whenever the user identifies himself with his IMSI in the clear.

In these situations, the window mechanism will indeed guarantee that 

 - fewer AVs  are wasted;
 - consequently fewer AVs have to be sent by the HE;
 - there are fewer synch failures. 

We still hold that – without the window mechanism -  the MODE parameter is needed, and therefore AVs have to be computed and stored for each mode separately (see section 3 below). Consequently, the use of the window mechanism indeed saves storage in the AuC.

The super-charger concept is not the main reason for introducing the window mechanism (recall the problems pointed out in doc S3-99234). But  it does not seem compatible with the forwarding of AVs between VLRs.  

It is correctly pointed out in S3-99308 that the cancel location message need not be sent to remove AVs. Rather, old AVs could be removed at the latest when the user comes back to the VLR, making a location update.

3 Security issues

1) S3-99308 mentions a perceived a security problem with the enhanced window mechanism, stating at the end of section 5 that the counter value SNQMS could be overhead when sent from the MS to the VLR. But this threat has already been addressed in S3-99234 where the MASK parameter was introduced to conceal SNQMS while sent on the radio path.

2) There is a security problem with the proposal in S3-99308 to avoid the use of MODE even when no window mechanism is in place. It is suggested that the USIM maintain separate counters SNQCS SNQPS for each mode distinguishing the two modes based on the knowledge of the MS in which mode (CS or PS) it is operating. But this argument does not take into account that the two counters may drift quite far apart, e.g. because a user is requesting many more authentications in the CS than in the PS domain. If this was the case then old AVs produced for the CS domain would still be accepted in the PS domain because the counter SNQPS was  much lower and, for the lack of a MODE parameter in the AV, the AVs produced for different domains could not be distinguished. This would prevent the control of the freshness of the AVs.

4 Additional complexity

It is true that the window mechanism introduces additional complexity. However, this additional complexity seems to be quite moderate.

The USIM has to maintain a window. The logic of this seems to be quite simple, the additional storage should not be a problem with the smart cards available at the time of introduction of UMTS (>=32 Kbyte EEPROM).

The HE is not affected at all by the window mechanism described in 33.102.

The VLR has to store information about the window per user. The added storage requirements seem to be small compared to the overall information stored on the user.

On the MS-VLR interface, an additional parameter is included in the identification procedure, on the VLR-VLR interface an additional parameter is included in the procedure by which TMSIs are translated into IMSIs by the old VLR and then sent to the new VLR. So in neither case, new messages are needed.

This last issue should be discussed in the context of doc S3-99304 (generalised sequence numbers): Part of the additional information carried on the MS-VLR interface and all the additional information carried on the VLR-VLR interface is due to the fact that the information has to be concealed. Doc S3-99304 describes a use of sequence numbers which need no longer be concealed. Consequently most of the additional complexity on the interfaces would disappear. Only information about the window (list respectively) would have to be sent over the MS-VLR interface in the clear as part of the identification procedure at location update. The VLR-VLR interface would not be affected at all.

Especially when this latter solution is employed the additional standardisation effort is quite small, otherwise it is considered moderate.

It is true that the window size has to be chosen and managed quite carefully. However, it should be pointed out that freshness in the sense of replay protection is always provided no matter what the window size is. If one wants to prevent the use of AVs which were generated days or months ago then the window size can be chosen accordingly without destroying its usefulness e.g. in the case of a user attached to different domains.

5 Conclusion

The window mechanism (and similarly the list mechanism) should be retained. 
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