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As pointed out in the last TSG S3 meetings the IMSI-paging message may be problem if enhanced user identity confidentiality should be provided at the same time. In the follow there are two solution proposed to resolve the conflict.

1.
Problem

Usually the SN should page the user using the TMSI. If the user does not answer, the SN pages the user using the IMSI (to cover the case that the SN and the user are out of TMSI-sync). This mechanism makes possible that an attacker can trace an user using this IMSI-paging message (providing that the attacker knows the IMSI). Also the identity of an user is revealed since in some cases its identity is used in plain and an attacker can enforce that by disturbing the radio interface.

2.
Solutions

1) The network authorizes itself as entitled to send an IMSI-paging message by combing it with the normal authentication procedure (which maybe would take place anyway). The user answers the IMSI-paging message after verifying the MAC successfully. Otherwise the users ignores the message. 

The IMSI-paging-message looks like


ME




SN




IMSI, RAND, AUTN

             (----------------------------------------------

The disadvantage of the scheme is the IMSI is transmitted in clear. But no active attack should be possible (e.g. active IMSI-catching).

2) In general the HE provides a identifier which is used for paging. This identifier can be sent with each service request to the SN (which caused some signalling overhead). If the HE do not use enhanced user identity confidentiality then the IMSI is the paging-id.

In the case of group keys (described in the annex of security architecture) the HE computes an encrypted IMSI for paging using a function f6*. The USIM decryptes the message using f7*. 


paging-id = f6*GK(TVP||IMUI)


TVP||IMUI = f7*GK(paging-id)

To gurantee freshness of the paging-id, the same principle as for the authentication is used. The TVP is a sequence number and the SIM rejects all old paging-id. The HE uses the last used TVP (sent by the USIM) increased by one. The sending of the TVP by the USIM in the case of an IMSI-request synchronizes the TVPs of the USIM and the HE.

Both solutions do not have a synchronisation procedure. If the USIM receives an invalid paging-message the USIM drops the message without any reaction since otherwise an attacker could use any reaction to identify and trace an user. A synchronisation is done with the next location update procedure which is initiated by the USIM.

3.
Conclusion

The key problem is the freshness of the paging-id. Solution 1) uses the mechanism of the authentication protocol to guarantee freshness. For solution 2) it is up to the HE to develop its own mechanism (e.g. the one described above).

From the signalling point of view solution 2) causes more load, since each service request contains the paging-id. From the security-point of view solution 1) has the weakness that the IMSI is paged unencrypted.

