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1 Background

3GPP is defining a mechanism for supporting interoperability between UMTS and GSM. The proposed mechanism shall facilitate the secure interoperation for all envisaged GSM/UMTS roaming and handover scenarios.

Principles for secure interoperation are stated in Tdoc. TSGS-WG3#5(99)266 and the conversion functions for generating the needed security parameters for allowing intersystem roaming and handover are defined in Tdoc. S3-99xxx. Document N2-99C03 defines the authentication operations in the TS 29.002 for distributing authentication vectors from the HE to the SN and between VLRs.

This document analyses the proposed mechanisms to verify that authentication vectors can be transferred from the HE/AuC to the SN/VLR and between VLR's with the aim to provide a secure inter-operability between UMTS and GSM networks. 

2 Analysis

2.1 Distribution of Authentication Vectors from HE to SN

The purpose of this procedure is to provide the SN/VLR with an array of fresh authentication vectors from the user's HE to perform a number of user authentications.

The SN/VLR invokes the procedures by requesting authentication vectors to the HE/AuC. 
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Upon receipt of a request form the SN/VLR using SendParameters/v1 or SendAuthenticationInfo/v2 , the HE/AuC shall send an ordered array of n GSM authentication vectors. The HE/AuC would generate the triplets by using GSM algorithms for GSM users, and for UMTS users the HE/AuC would generate the quintuplets and derive the triplet by means of the standardised conversion functions defined in S3-99XXX.

Upon receipt of a request from the SN/VLR using SendAuthenticationInfo/v3, the HE/AuC shall send an ordered array of n UMTS authentication vectors for user defined with UMTS algorithms, or an ordered array of n GSM authentication vectors for users defined with GSM algorithms. The SN/VLR should use the standardised conversion functions defined in S3-99XXX for generating the triplet from the quintuplet, or vice versa, if needed.

If the HE does not support the operation SendAuthenticationInfor/v3, the HE/AuC shall use the fallback procedure providing GSM authentication parameters to the SN/VLR. If needed, the SN/VLR will use the standardised conversion functions for generating UMTS security parameters to be used in UMTS radio access network.

2.2 Distribution of Authentication Vectors between VLRs

The purpose of this procedure is to provide a new visited VLR with unused authentication vectors from a previously visited VLR.

The procedure is initiated by the visited VLR and illustrated in the following figure. 
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Upon receipt of a request from the VLRn using SendParameters/v1 or SendIdentification/v2, the VLRo verifies whether it has any unused authentication vectors and sends the unused vectors to VLRn. If the unused vectors in the VLRo are UMTS authentication vectors, the VLRo shall generate the corresponding GSM authentication vectors using the standardised conversion functions prior to response back to VLRn.

Upon receipt of a request from the VLRn using SendIdentification/v3, the VLRo verifies whether it has any unused authentication vectors and whether they are UMTS or GSM vectors. The VLRo responses back to VLRn with the unused vectors (triplets or quintuplets). The VLRn should use the standardised conversion functions to provide the authentication parameters to the radio access network, if needed.

If the VLRo does not support the operation SendAuthenticationInfo/v3, the VLRn should request new authentication vectors from the user's HE using the procedure described in 2.1. Otherwise, the VLRn would receive GSM authentication parameters, with the risk that they may be generated using conversion functions in the HE and it would not be possible to obtain the UMTS parameters for offering UMTS security.

2.3 Distribution of Authentication Vectors between SGSNs

For the distribution between HLR and SGSN it is the same case as between HLR and VLR. For the distribution SGSN - SGSN it is another interface (i.e. Gn) that has other rules than the MAP but the problem to solve is the same. The corresponding functionality for the PS domain is also required.

The proposed MAP operations described in Tdoc N2-99C03 and conversion functions described in S3-99XXX provide a simple and efficient mechanism to facilitate secure interoperation for all envisaged GSM/UMTS roaming and handover scenarios.

If the contribution is approved, SA3 should send an liaison statement to CN2 for information in order to speed up the standardisation process with the aim to include appropriate CRs to the impacted specifications, and by this way ensuring that secure interoperability is provided from R99.
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