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The security of the IMEI is not sufficiently given by the present GSM core specifications. The proposed changes to GSM 02.09, section 3.5.3 (and out of this resulting CRs to GSM 02.16, section 2, GSM 03.03, section 6.2 and GSM 11.10, section 11.7) shall ensure IMEI security.
IMEI Security

1.
Why is IMEI security necessary?

The main purpose of the IMEI is to be able to take measures against the use of stolen equipment, or against equipment of which the use in networks can not be accepted for technical and/or safety reasons. Secondary purposes include special network handling of specific mobile equipment types (e.g. for compensation of Mobile <–> Network interworking issues), the tracing and prevention of malicious call use, assistance in fraud investigation and configuration management of the customer equipment base. Consequently IMEI security is just as important for mobile manufacturers and network operators.

The management of mobile equipment identities is achieved via the use of black, white and grey lists on the Equipment identity register (EIR) and the Central Equipment Identity Register CEIR. The trust on the original Data of the IMEI is the critical factor in the viability of CEIR and EIR equipment and associated processes.

There are a number of guidelines (see below) that need to be adhered to if the IMEI is to be successfully implemented allowing the use of EIR and CEIR equipment. Failure to do so will in fact make it impossible to implement EIR and CEIR equipment effectively and remove the ability to identify equipment types and to take any appropriate action if required. It is in the interests of the whole GSM industry that the security of the IMEI is given.

2.
The actual situation of IMEI security

At present it is common knowledge that the IMEI is not secure in the MS of a significant number of manufacturers. Re-programming tools for changing the IMEI of mobile equipment are easily available for everybody all over the world. This is also due to the case that GSM 02.09, section 3.5.3 does not explicitly exclude re-programming of the IMEI by authorised individuals:

“The IMEI requires physical protection against being removed, replaced or its contents being changed by unauthorized individuals.”

3.
SMG7’s point of view to IMEI security

Also ETSI SMG7 is concerned about the actual IMEI security and requests solutions and guidance for this matter in a liaison statement to SMG1, SMG10 and the TWG. This Liaison Statement is available in ANNEX A of this document.

4.
The proposal to ensure IMEI security

The practice has shown, that it seems to be nearly impossible to make the IMEI absolutely unchangeable for “unauthorized individuals”. Therefore this “gap” shall be closed by the modification of GSM 02.09, section 3.5.3 to 

“It shall not be possible to change the IMEI after the ME’s final production process. It shall resist tampering by any means (e.g. physical, electrical or software).”

In practice this modified sentence should be interpreted as follows:

· The IMEI shall uniquely identify each individual unit of mobile equipment.

· The IMEI shall not be capable of being changed outside the place of manufacture. There should not be any method of changing the IMEI after the ME’s final production process.

· The ME correctly returns its initially programmed identity and the software version on request.

· Where repairs necessitate the need to replace the components that contain the IMEI a new IMEI shall be used. No means should be provided to replicate the IMEI in new hardware or components. Therefore spare parts with IMEI hardware should be allocated unique IMEI. When IMEI have been replaced in this manner recycling of the now disused IMEI is not permitted.

· Where a ME has variants that operate in other bands/modes then the ME should be constructed in such a way so that it is not possible to interchange components to permit the IMEI being swapped between the variants.

The proposed Change Request to GSM 02.09 is available in ANNEX B of this document.

In order to avoid misinterpretations of the GSM core specifications, corresponding CRs are also made to GSM 02.16 (ANNEX C) and GSM 03.03 (ANNEX D).

5. Future Outlook

This document including its CRs has been approved by ETSI SMG10, the GSMA Security Group and the GSMA Terminal Working Group. It is a common document of all three groups.

Since these proposed Change Requests are accepted by SMG10, the relevant CR to GSM 11.10 will be proposed to SMG7 in October 1999 to align the test specification with the new core requirements. The proposed CR to GSM 11.10 is available in ANNEX E of this document.

Finally all CRs will be presented to the SMG plenary #30 for approval in November 1999.

When these CRs are approved by SMG the matter of the correct transmission of the IMEI when requested should be discussed in the relevant working groups.

ANNEX A: LS from SMG7 re. IMEI security

ETSI STC SMG7 #20
TDoc. SMG7 509/98

Vienna, Austria

14-17 December 1998

Subject:  
Liaison Statement on electronic equipment identity in relation to the RTTE Directive

From:

SMG7

To:

SMG1, SMG10, MoU TWG

Copy:

SMG

Introduction
At SMG#27 initial discussions on the new (draft) EC RTTE directive took place, and SMG produced an output document (TDoc. SMG 789/98 is attached) asking for inclusion of an electronic equipment identity as an essential requirement under the new RTTE Directive. This was agreed to be the SMG position if SMG7 and the MoU-EIG endorsed the document.

SMG7 agrees that an electronic equipment identity including a software version indicator should be included in regulatory approval under the RTTE Directive, as it is the only means available for operators to identify equipment.
Considering the known problems with IMEI security in ME of several manufacturers, SMG7 is seeking guidance from SMG1, SMG10 and the MoU-TWG, on whether the present requirements in the GSM specification can be considered sufficient.
The present GSM 11.10 and TBR requirements on IMEI Security:

Programming security

The manufacturer declares that concerning the programming security he has taken necessary and sufficient steps to ensure that either, the IMEI cannot be electrically changed once initially programmed, or, secure password techniques have been adopted to prevent unauthorised re-programming of the IMEI.

GSM 02.09, GSM 03.20.

Mechanical security
The manufacturer declares that he has taken necessary and sufficient steps to ensure that unauthorised individuals or organisations cannot economically replace the component in which the IMEI is stored and thereby provide the MS with a different IMEI.

GSM 02.09, GSM 03.20

Technical knowledge and availability of programme
The manufacturer declares that he takes the necessary measurers to ensure that the technical knowledge for changing the IMEI (where applicable) will remain securely under his control and that the knowledge of the programme content will be restricted to his authorised representative(s) on a need to know basis.

GSM 02.09, GSM 03.20.

Present situation on IMEI security

At present it is common knowledge that the IMEI is not secure in the MS of a significant number of manufacturers.

Requirement on electronic equipment identity for regulatory purposes.

SMG1 and SMG10 are requested to ensure that the requirements on the electronic equipment identity ensure that an ME can be uniquely identified, i.e.:

· each electronic equipment identity is only used once, and is known;

· this identity cannot be changed;

· this identity shall also include a software version indicator, which is changed if the software version of the ME changes;

· the ME correctly signals the identity and the software version to the network on request.

Please note that this list may not be complete.

In addition it should not be possible for parties other than the manufacturer being allocated the electronic equipment identity to (illegally) use it in other ME; based on the concern of manufacturers that if equipment of other manufacturers illegally using their IMEIs cause severe problems in networks, correctly implemented ME (from supplier xx) could be refused from (some) services. This however is not possible as the operator will have to convince a regulator first that the xx ME which is correctly implemented causes the problem. In this case the regulator will not allow this action.
SMG7 intends to then include the relevant requirements, with test methods where possible, in the documentation covering the regulatory testing under the new Directive.
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3.4
Connectionless user data confidentiality

3.4.1
Definition

The connectionless user data confidentiality feature is the property that the user information which is transferred in a connectionless packet mode over a signalling channel is not made available or disclosed to unauthorised individuals, entities or processes.

3.4.2
Purpose

The purpose of this feature is to ensure the privacy of the user information on signalling channels (e.g. short messages).

3.4.3
Functional requirements

NOTE:
Protection of connectionless user data is not applicable to SMS Cell Broadcast.

3.5
Signalling information element confidentiality

3.5.1
Definition

The signalling information element confidentiality feature is the property that a given piece of signalling information which is exchanged between MSs and base stations is not made available or disclosed to unauthorised individuals, entities or processes.

3.5.2
Purpose

The purpose of this feature is to ensure the privacy of users related signalling elements.

3.5.3
Functional requirements

When used, this feature applies on selected fields of signalling messages which are exchanged between MSs and base stations.

The signalling information elements included in the message used to establish the connection (protocol discriminator, connection reference, message type and MS identity (IMSI, TMSI or IMEI according to the circumstance)) are not protected.

The following signalling information elements related to the user are protected whenever used after connection establishment:

‑
International Mobile Equipment Identity (IMEI);

‑
International Mobile Subscriber Identity (IMSI);

‑
Calling subscriber directory number (mobile terminating calls);

‑
Called subscriber directory number (mobile originated calls).

The IMSI is stored securely within the SIM.

It shall not be possible to change the IMEI after the ME’s final production process. It shall resist tampering by any means (e.g. physical, electrical or software).
The security policy for the Software Version Number (SVN) is such that it cannot be readily changed by the user, but can be updated with changes to the software. The security of the SVN shall be separate from that of the IMEI.
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0
Introduction

0.1
Scope

The purpose of this specification is to define the principal purpose and use of International Mobile station Equipment Identities (IMEI).

The specification GSM 03.03 describes the technical manner of numbering, addressing and identification.

0.2
Normative references

This ETS incorporates by dated and undated reference, provisions from other publications. These normative references are cited at the appropriate places in the text and the publications are listed hereafter. For dated references, subsequent amendments to or revisions of any of these publications apply to this ETS only when incorporated in it by amendment or revision. For undated references, the latest edition of the publication referred to applies.

[1]
GSM 01.04 (ETR 100): "European digital cellular telecommunication system (Phase 2); Definitions, abbreviations and acronyms".

[2]
GSM 02.17 (ETS 300 509): "European digital cellular telecommunication system (Phase 2); Subscriber identity modules Functional characteristics".

[3]
GSM 03.03 (ETS 300 523): "European digital cellular telecommunication system (Phase 2); Numbering, addressing and identification".

[4]
ISO/IEC 7812 (1989): "Identification cards - Numbering system and registration procedure for issuer identifiers".

0.3
Definitions and abbreviations

In addition to the following, abbreviations used in this specification are listed in GSM 01.04.

International Mobile Station Equipment Identity (IMEI)


An "International Mobile Station Equipment Identity" is a unique number which shall be allocated to each individual mobile station equipment in the GSM system and shall be unconditionally implemented by the MS manufacturer.

1
Not used

2
General

As described in specification GSM 02.17, an MS can only be operated if a valid "International Mobile Subscriber Identity" (IMSI) is present. An IMSI is primarily intended for obtaining information on the use of the GSM network by subscribers for individual charging purposes.

Besides the IMSI, the implementation of IMEI is found necessary in order to obtain knowledge about the presence of specific mobile station equipment in the network, disregarding whatever subscribers are making use of these equipments.

The main objective is to be able to take measures against the use of stolen equipment or against equipment of which the use in the GSM system can not or no longer be tolerated for technical reasons.

The IMEI is incorporated in an MS module which is contained within the MS equipment. It shall not be possible to change the IMEI after the ME’s final production process. It shall resist tampering by any means (e.g. physical, electrical or software).
This implementation of each individual module should be carried out by the manufacturer who is also responsible for ascertaining that each IMEI is unique and keeping detailed records of produced and delivered MS.
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4.4
Location Number

A location number is a number which defines a specific location within a GSM PLMN. The Location number is formatted according to CCITT Recommendation E.164, as shown in figure 7. The country code (CC) and national destination code (NDC) fields of the location number are those which define the GSM PLMN of which the location is part.


┌─────────┐  ┌─────────┐  ┌────────┐
│    CC   │  │   NDC   │  │   LSP  │
└─────────┘  └─────────┘  └────────┘


Figure 7: Location Number Structure

The structure of the locally significant part (LSP) of the location number is a matter for agreement between the PLMN operator and the national numbering authority in the PLMN's country. It is desirable that the location number can be interpreted without the need for detailed knowledge of the internal structure of the PLMN; the LSP should therefore include the national destination code in the national numbering plan for the fixed network which defines the geographic area in which the location lies.

The set of location numbers for a GSM PLMN must be chosen so that a location number can be distinguished from the MSISDN of a subscriber of the PLMN. This will allow the PLMN to trap attempts by users to dial a location number.

5
Identification of MSCs and location registers

5.1
Identification for routing purpose

MSCs and location registers are identified by international PSTN/ISDN numbers and/or Signalling Point Codes ("entity number", ie. "HLR number", "VLR number", "MSC number") in each GSM PLMN.

5.2
Identification of HLR for HLR restoration application

HLR may also be identified by one or several "HLR id(s)", consisting of the leading digits of the IMSI (MCC + MNC + leading digits of MSIN).

6
International mobile station equipment identity and software version number

6.1
General

Below the structure and allocation principles of the International Mobile station Equipment Identity and Software Version Number (IMEISV) and the International Mobile Station Equipment Identity (IMEI) are defined.

The Mobile Station Equipment is uniquely defined by the IMEI or the IMEISV.

6.2
Composition of IMEI and IMEISV

6.2.1
Composition of IMEI

The International Mobile station Equipment Identity (IMEI) is composed as shown in figure 8.



 
6 digits     2 digits     6 digits      1 digit
<────────>   <────────>   <────────>   <────────>

┌────────┐   ┌────────┐   ┌────────┐   ┌────────┐
│  TAC   │   │  FAC   │   │  SNR   │   │  spare │
└────────┘   └────────┘   └────────┘   └────────┘

                  IMEI 15 digits
│<─────────────────────────────────────────────>│


Figure 8: Structure of IMEI

The IMEI is composed of the following elements (each element shall consist of decimal digits only):
-
Type Approval Code (TAC). Its length is 6 digits;

-
Final Assembly Code (FAC) identifies the place of manufacture/final assembly. Its length is 2 digits;

-
Serial Number (SNR) is an individual serial number uniquely identifying each equipment within each TAC and FAC. Its length is 6 digits.

-
Spare digit: this digit shall be zero, when transmitted by the Mobile Station.

It shall not be possible to change the TAC, FAC and SNR after the ME’s final production process. These shall resist tampering by any means (e.g. physical, electrical or software) (see TS GSM 02.09).

6.2.2
Composition of IMEISV

The International Mobile station Equipment Identity and Software Version Number (IMEISV) is composed as shown in figure 9.



 
6 digits     2 digits     6 digits      2 digits
<────────>   <────────>   <────────>   <────────>

┌────────┐   ┌────────┐   ┌────────┐   ┌────────┐
│  TAC   │   │  FAC   │   │  SNR   │   │  SVN   │
└────────┘   └────────┘   └────────┘   └────────┘

                  IMEISV 16 digits
│<─────────────────────────────────────────────>│


Figure 9: Structure of IMEISV

The IMEISV is composed of the following elements (each element shall consist of decimal digits only):
-
Type Approval Code (TAC). Its length is 6 digits;

-
Final Assembly Code (FAC) identifies the place of manufacture/final assembly. Its length is 2 digits;

-
Serial Number (SNR) is an individual serial number uniquely identifying each equipment within each TAC and FAC. Its length is 6 digits.

-
Software Version Number (SVN) identifies the software version number of the mobile equipment. Its length is 2 digits.

Regarding updates of the IMEISV: It shall not be possible to change the TAC, FAC and SNR after the ME’s final production process. These shall resist tampering by any means (e.g. physical, electrical or software) (see TS GSM 02.09); i.e. only the SVN part of the IMEISV can be modified.

6.3
Allocation principles

The Type Approval Code (TAC) is issued by a central body.

The place of final assembly (FAC) is encoded by the manufacturer.

Manufacturers shall allocate individual serial numbers (SNR) in a sequential order.

For a given ME, the combination of TAC, FAC and SNR used in the IMEI shall duplicate the combination of TAC, FAC and SNR used in the IMEISV.

The Software Version Number is allocated by the manufacturer after authorisation by the type approval authority. SVN value 99 is reserved for future use.
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11.7 IMEI Security

11.7.1
Conformance requirements

11.7.1.1
Electrical/programming security

The manufacturer declares that he has taken necessary and sufficient steps to ensure that the IMEI cannot be electrically changed or modified by any software after the ME’s final production process.

GSM 02.09, GSM 03.20.

11.7.1.2
Mechanical security

The manufacturer declares that he has taken necessary and sufficient steps to ensure thatany individuals or organisations cannot economically replace the component in which the IMEI is stored and thereby provide the MS with a different IMEI after the ME’s final production process.

GSM 02.09, GSM 03.20




11.7.2
Test purpose

To verify that it is not possible to change the IMEI after the ME’s final production process. It shall resist tampering by any means (e.g. physical, electrical or software).

11.7.3
Method of test

The manufacturer submitting his equipment for Type Approval shall make the declarations listed in the "Conformance Requirements".

The manufacturer shall give justification to support a claim that the requirements are met.


