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6.6.9
Ciphering procedures

6.6.9.1
Starting of the ciphering and deciphering processes

The MS and the RNC must co-ordinate the instants at which the enciphering and deciphering processes start.

This procedure takes place under the control of the network some time after the completion of the authentication procedure (if any), or after the key CK has been made available at the RNC.

No information elements for which protection is needed must be sent before the ciphering and deciphering processes are operating.

The transition from clear text mode to ciphered mode proceeds as follows: deciphering starts in the RNC, which sends in clear text to the MS a specific message, here called "Start cipher". Both the enciphering and deciphering start on the MS side after the message "Start cipher" has been correctly received by the MS. Finally, enciphering on the RNC side starts as soon as a frame or a message from the MS has been correctly deciphered at the RNC.

[diagram to be added]

6.6.9.2
Synchronisation

The enciphering stream at one end and the deciphering stream at the other end must be synchronised, for the enciphering bit stream and the deciphering bit streams to coincide. 

Synchronisation is guarantied by driving UEA by an explicit time variable, COUNT, derived from an appropriate frame number available at the MS and at the RNC. 

The diagram below summarises the implementation indications listed above, with only one enciphering/deciphering procedure represented (the second one for deciphering/enciphering is symmetrical).

[diagram to be added]

6.6.9.3 Layer for ciphering

The layer on which ciphering takes place depends on the Layer 2 mode of the data.  Data transmitted on logical channels using a non-transparent RLC mode (either Acknowledged Mode or Unacknowledged Mode) is ciphered in the RLC sub-layer of Layer 2.  Data transmitted on a logical channel using the transparent RLC mode is ciphered at the MAC sub-layer of Layer 2.
6.6.9.4
Handover

Note:
It is expected that in case of inter-operator handover a handover agreement exists that covers all charging aspects. Agreements on cipher key transportation/re-use shall also be included.

1)
Intra-system


When a handover occurs, the CK is transmitted within the system infrastructure from the old RNC to the new one to enable the communication to proceed, and the synchronisation procedure is resumed. The key CK remains unchanged at handover.

2)
Inter-system


The following functionality has to be provided.


2G and other 3G mobile communications systems ® UMTS


The UMTS network entered by the user handing over will enable integrity protection. This will involve setting the integrity protection key. There are two options:

a)
Establishing the cipher key CK (with UMTS key format) using the UMTS authentication and key agreement mechanism.

b)
Deriving of cipher key (with UMTS key formats) from the existing cipher key (e.g. GSM formats).


UMTS ® 2G and other 3G mobile communications systems

a)
Establishing the system specific security key (e.g. in case of GSM: cipher key Kc with GSM key format) using the system specific key agreement mechanisms.

b)
Deriving the system specific security keys (e.g. in case of GSM: cipher key KC with GSM key format) from the UMTS cipher key. 
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