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6.4
Data integrity of signalling elements

6.4.1
General

Some RRC, MM and CC signalling information elements are considered sensitive and must be integrity protected. An integrity function shall be applied on certain signalling information elements transmitted between the MS and the SN. 


The UIA shall be used with an Integrity Key (IK) to compute a message authentication code for a given message.

At least the following signalling elements sent by the MS to the RNC should be protected: 

· The MS capabilities, including authentication mechanism, ciphering algorithm and message authentication function capabilities.

· The security mode accept/reject message.

· The called party number in a mobile originated call.

· Periodic message authentication messages.
· Various location updates, e.g. cell updates and URA updates.
At least the following signalling elements sent by the RNC to the MS should be protected: 

-
The security mode command, including whether ciphering is enabled or not and the ciphering and integrity algorithm to be used.

-
Periodic message authentication messages.


6.4.2 Integrity algorithm

The UMTS Integrity Algorithm (UIA) shall be implemented in the MS and in the RNC. 
Figure 1 illustrates the use of the UIA to authenticate the data integrity of a signalling message. 
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Figure 1: Derivation of MAC-I (or XMAC-I) on a signalling message

The input parameters to the algorithm are the Integrity Key (IK), a time dependent input (COUNT), a random value generated by the network side (FRESH) and the signalling data (MESSAGE). Based on these input parameters the user computes message authentication code for data integrity (MAC-I) using the UMTS Integrity Algorithm (UIA). The MAC-I is then appended to the message when sent over the radio access link. The receiver computes XMAC-I on the message received in the same way as the sender computed MAC-I on the message sent and verifies the data integrity of the message by comparing it to the received MAC-I.
The input parameter COUNT protects against replay during a connection. It is a value incremented at both sides of the radio access link every 10 ms layer 1 frame. Its initial value is sent by the user to the network at connection set-up. The user stores the last used COUNT value from the previous connection and increments it by one. In this way the user is assured that no COUNT value is re-used (by the network) with the same integrity key.
The input parameter FRESH protects network against replay of signalling messages by the user. At connection set-up the network generates a random value FRESH and sends it to the user. The value FRESH is subsequently used by both the network and the user throughout the duration of a single connection. This mechanism assures the network that the user is not replaying any old MAC-Is. 
6.4.3
Integrity key setting

Mutual key setting is the procedure that allows the MS and the RNC to agree on the key IK used to compute message authentication codes using algorithm UIA. Key setting is triggered by the authentication procedure and described in 6.3. Key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. TMUI or IMUI) is known by the SN/VLR. The key IK is stored in the SN/VLR and transferred to the RNC when it is needed. The key IK is stored in the USIM until it is updated at the next authentication.

6.4.4
Key set identifier

The key set identifier (KSI) is a number which is associated with the cipher and integrity keys derived during authentication. It is stored together with the cipher and integrity keys in the MS and in the network.

The key set identifier is used to allow key re-use during subsequent connection set-ups. The KSI is used to verify whether the MS and the SN are to use the same cipher key and integrity key.

6.4.5
Integrity key lifetime

A mechanism is needed to ensure that a particular integrity key is not used for an unlimited period of time, to avoid attacks using compromised keys.  Authentication which generates integrity keys is not mandatory at call set-up, and there is therefore the possibility of unlimited and malicious re-use of compromised keys. The USIM shall therefore contain a mechanism to limit the amount of data that is protected by a access link key set.
Each time an RRC connection is released the highest value of the hyperframe number of the bearers that were protected in that RRC connection is stored in the USIM. When the next RRC connection is established that value is read from the USIM and incremented by one. 
 The USIM shall trigger the generation of a new access link key set (a cipher key and an integrity key) if the counter reaches a maximum value set by the operator and stored in the USIM at the next RRC connection request message sent out. This mechanism will ensure that an integrity key and cipher key cannot be reused more times than the limit set by the operator.


6.4.5
UIA numbering 

Table1 - UIA numbering

Information Element
Length
Value
Remark

UIA Number
4
00002
Standard UMTS Integrity Algorithm, UIA1



00012
Standard UMTS Integrity Algorithm, UIA2



00102
Standard UMTS Integrity Algorithm, UIA3



00112 to 01112
Reserved for future expansion



1xxx2
Proprietary UMTS Algorithms

6.4.6
UIA negotiation

Not more than [n] versions of the UIA algorithm will be defined.

When an MS wishes to establish a connection with the network, the MS shall indicate to the network in the MS/USIM classmark which version of the UIA algorithm the MS supports. This message itself must be integrity protected. As it is the case that the RNC does not have the integrity key IK when receiving classmark the latter must be stored in the RNC and the integrity of the classmark with the newly generated IK and this value is transmitted to the RNC after the authentication procedure is complete.

The network shall compare its integrity protection capabilities and preferences, and any special requirements of the subscription of the MS, with those indicated by the MS and act according to the following rules:

1)
If the MS and the network have no versions of the UIA algorithm in common, then the connection shall be released.

2)
If the MS and the network have at least one version of the UIA algorithm in common, then the network shall select one of the mutually acceptable versions of the UEA algorithm for use on that connection.

3)
If the MS and the network have no versions of the UIA algorithm in common and the user (respectively the user’s HE) and the SN are willing to use an unprotected connection, then an unprotected connection shall be used.

6.4.7
Integrity protection procedures


Integrity protection is performed by appending a message authentication code (MAC-I) to the message that is to be integrity protected. The MS can append the MAC-I to signalling messages as soon as it has received a connection specific FRESH value from the RNC.
If the value of HFNMS is larger or equal to the maximum value stored in the USIM, the MS indicates to the network in the RRC connection set-up that it is required to initialize a new authentication and key agreement.
Note:
The precise set-up of data integrity is for further study. 
6.4.7.1
Handover

Note:
It is expected that in case of inter-operator handover a handover agreement exists that covers all charging aspects. Agreements on cipher key transportation/re-use shall also be included.

1)
Intra-system:


When a handover occurs, the IK is transmitted within the system infrastructure from the old RNC to the new one to enable the communication to proceed, and the synchronisation procedure is resumed. The key IK remains unchanged at handover.

2)
Inter-system/ (between 2G and other 3G mobile radio systems and UMTS):


The following functionality has to be provided.


2G and other 3G mobile radio systems ® UMTS


The UMTS network entered by the user handing over from other systems will enable integrity protection. This will involve setting the integrity protection key. There are two options:

a)
Establishing the integrity protection key (with UMTS key formats) using the UMTS authentication and key agreement mechanism.

b)
Deriving of integrity protection key (with UMTS key formats) from the existing cipher key (e.g. GSM formats). 

Note 1:
One of the two possibilities a), b) has to be chosen and agreed!

Note 2:
A third option may be that a user at handover to the UMTS network returns to a previously visited UMTS network, with which he still shares a cipher and integrity key (e.g., because he was handed over from that UMTS network to the 2G or other 3G mobile radio system previously, during the same call). M


UMTS ® other systems


The integrity protection key has to be deleted securely.

Note:
Rather than deleting the integrity key, the UMTS network may store the integrity key securely for use in case the user would return to the UMTS network in a second handover.
� Which message should be chosen as a parameter? Using this would register call attempts as well as calls...
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