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�Intellectual Property Rights

Later by 3GPP

Foreword

Later by 3GPP.

�1	Scope

This specification constitutes a requirements specification for a cryptographic algorithm which is used to protect user and signalling traffic within the 3GPP access network as specified in 3GPP 33.nn (Security Architecture).

This specification is intended to provide the body chosen by 3GPP to design the ciphering algorithm (the „design authority“) with the information they require in order to design and deliver a technical specification for such an algorithm.

The specification covers the intended use of the algorithm and use of the algorithm specification, technical requirements on the algorithm, requirements on the algorithm specification and test data, and quality assurance requirements on both the algorithm and its documentation.

2	References

References may be made to:

a)	specific versions of publications (identified by date of publication, edition number, version number, etc.), in which case, subsequent revisions to the referenced document do not apply; or

b)	all versions up to and including the identified version (identified by "up to and including" before the version identity); or

c)	all versions subsequent to and including the identified version (identified by "onwards" following the version identity); or

d)	publications without mention of a specific version, in which case the latest version applies.

A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

[1]	3GPP 33.nn: “Security Architecture”

[2]	TCR�TR 030: "Security Techniques Advisory Group (STAG); A guide to specifying requirements for cryptographic algorithms".

[3]	3GPP S1.11, „Physical channels and mapping of transport channels onto physical channels”, V1.1.1, 1999-04.

3	Definitions and abbreviations

3.1	Definitions

�3.2	Abbreviations

In addition to those mentioned below, abbreviations used in this specification are listed in GSM 01.04.

LLC	Logical Link Control

4	Use of the 3GPP ciphering algorithm

This clause defines those organizations for whom the algorithm is intended, describe the type of information which the algorithm is intended to protect, indicate possible geographical/geopolitical restrictions on the use of equipment which embodies the algorithm, and describe the types of implementations of the algorithm that are envisaged.

4.1	Use of the algorithm

The algorithm shall only be used for providing 3GPP security features, as described in [1].

The use of the algorithm is as follows:

-	the algorithm is used to provide confidentiality protection of user data used for mobile originated and mobile terminated transmission, both voice and data;

4.2	Places of use

The algorithm is installed in the RNC and UserEquipment (UE = GSM ME).

Legal restrictions on the use or export of equipment containing cryptographic features that are enforced by various governments may prevent the use of equipment in certain countries.

4.3	Types of implementation

The preferred method for implementing the algorithm is in hardware as a single chip device 

4.4	Export Restrictions

The algorithm should be exportable under the conditions of the Wasenaar Arrangement.

�5	Use of the algorithm specification

This clause addresses ownership of the algorithm specification, to define which types of organization are entitled to obtain a copy of the algorithm specification, and to outline how and under what conditions such organizations may obtain the specification.

5.1	Ownership

The algorithm and all copyright to the algorithm and test data specifications shall be owned jointly by the 3GPP partner organisaitions.

The design authority for the algorithm shall be TBD by 3GPP SA.

The algorithm specification shall be published as a specification within the 3GPP partner organisations.

The licence agreement shall require recipients of the specification not to attempt to patent the algorithm or otherwise register an Intellectual Property Right (IPR) relating to the algorithm or its use.

5.2	Users of the specification

The algorithm specification will be used by:

-	the service providers, including network operators, entitled to use the algorithm in the network side;

-	those who need the algorithm specification in order to build equipment or components which embody the algorithm.

(Editor’s note: However, the algorithm will be publicly available and so may be used by a variety of organizations.  This may result in changes to section 5 as a whole)

5.3	Licensing

Users of the algorithm, and users and recipients of the algorithm specification, shall be required to sign a licence agreement.

Appropriate licence agreements shall be drawn up by the 3GPP partner organisations.

Licences shall be royalty free.

�5.4	Management of the specification

The distribution procedure for the algorithm specification shall be specified by SA3/the design authority after consulting the 3GPP partner organisations. The outline procedure is TBD:

6	Functional requirements

The design authority are required to design an algorithm which satisfies the functional requirements specified in this clause.

6.1	Type and parameters of algorithm

The algorithm is to be a symmetric stream cipher.

The inputs are:

the Key (Kc)

the frame dependent input (INPUT)

the required length of the output (LENGTH)

the id of the bearer on which the channel is transported (BEARER ID).  (This is required because users can use more than one bearer simulataneously.  Unless  the id of the bearer is an input to the ciphering algorithm, the different bearers will be ciphered with the same cipher stream.  The bearer can then be XOR’ed and the ciphertext drops out, leaving the XOR of the two data streams.  This XOR can be subject to analysis and discovery of the data, especially if one of the bearers carries (largely fixed format) signalling.)

The output of the ciphering algorithm is the output string (OUTPUT). Relation of the input and output parameters is illustrated in figure 1.

�Figure 1: Basic 3GPP Access network ciphering environment



The parameters of the algorithms are to be as follows:

Kc	To be decided by 3GPP SA3.  The minimum size will be 64 bits and a maximum of 128 bits may be defined.

INPUT	32 bits

BEARER ID	TBD bits (likely to be 4 bits) if required

LENGTH	This is determined by the range of lengths that RLC PDU’s (=MAC SDU’s) can take and the layer on which ciphering takes place.  These decision are TBD by RAN2 but RAN2 have indicated informally that the maximum RLC PDU length will be 1000 bits.  The maximum value of LENGTH will therefore either be 1000 or 1000 plus 2/3 octets for the RLC header.  The minimum may be as little as a few octets.  Not all values between the maximum and minimum values shall be required but the ability to produce LENGTHs equivalent to every whole number of octets between the minimum and maximum may be required.

OUTPUT	Number of bits as determined by length of plaintext as given by LENGTH.

6.1.1	Kc

The ciphering key (Kc) is unstructured data. The ciphering key is generated in the 3GPP authentication and key management procedure. The length of the key is [64..128] bits. The key is unique for the MS. The Kc is never transmitted over the radio interface.

6.1.2	INPUT

This is the frame dependent input parameter for the ciphering algorithm.  3GPP SA3 and 3GPP RAN2 have agreed that the length of this parameter should be 32 bits.



6.1.3	LENGTH

This parameter defines the length of plaintext and therefore the length of the required OUTPUT.  Its format cannot be specified at present at the maximum size of RLC PDUs has not been set.  However, a 2 byte field permits lengths of up to 16384 bits to be specified and this will be assumed to be sufficient.



The design authority should note that as it is possible for the data rate of a bearer to change during the duration of the bearer the value of LENGTH can also therefore change over the duration of a bearer.  However, both the receiving and transmitting ends of the radio interface will be aware of the rate change before it occurs.

6.1.4	BEARER ID

This parameter defines the id of the bearer that is being ciphered.  Its length or format cannot be specified at present.  (It is estimated to be not more than 4 bits long).

6.1.5	OUTPUT

This is the output of the ciphering algorithm. It may include both a block for enciphering and deciphering or only one of these blocks.

The minimum length of the output string is 8 bits. 

As an implementation optimisation it shall be possible to generate just as many output bits as are required.

6.1.6	PLAIN TEXT

This is the plain text consisting of the payload of a single frame of user data (and/or certain signalling data).

6.1.7	CIPHERED TEXT

This is the ciphered text of the plain text that is generated in the sending side by bit-wise XORing the PLAIN TEXT and the relevant section of the OUTPUT string.

6.2	Interfaces to the algorithm

The following interfaces to the algorithm are defined:

-	Kc :

K[0], K[1], ..........., K[ (???)]

where K[i] is the Kc bit with label i;

-	INPUT :

X[0], X[1], ..........., X[31]

where X[i] is the INPUT bit with label i;

-	MODE :

Z[0]

where Z[0] is the MODE bit with label 0;

LENGTH :

L[0], L[1], …L[15]

where L[i] is the LENGTH bit with label i;

BEARER ID :

B[0] .. B[y-1]

where B[i] is the BEARER ID bit with lable i,

and y is the number of bits required to specify the BEARER ID

-	OUTPUT :

W[0], W[1], ..........., W[x-1]

where W[i] is the data output bit with label I,

and x is the number of bits in OUTPUT as given by LENGTH 

6.3	Modes of operation

An instance of the algorithm shall be able to produce blocks for encipherment or decipherment in each frame.

6.4	Implementation and operational considerations

The algorithm shall be able to produce up to 10240 ciphertext bits in 10ms with a clock speed of 20MHz.  10240 will be the maximum total number of ciphertext bits required within a 10ms frame duration.  However, this maximum will be spread over many PDUs, each with different input parameters.  The maximum number of PDUs per frame is TBD.

Editor's note:The performance cannot be specified as yet as the ciphering method (i.e. layer on which ciphering is performed) has not been specified yet, nor has the maximum size of the RLC and MAC data units, nor has the exact details of the layer 1 capacity and channel coding schemes.  However, the following reasoning leads to the figure given above.

A single L1 10ms frame can contain a single PDU or several depending on the size of the PDU and the capacity of the channel chosen.

As OUTPUT is used for both encipherment of data to be transmitted and decipherment of received data, the maximum length of OUTPUT for all the PDUs in a frame will be the sum of the maximum uplink and downlinkMAC or RLC  data bits per frame.

The maximum coded data for 3GPP as given in [3] is 2048 kbits/s packet switched on the downlink, and 1024 kbits/s on the uplink.

On the downlink, at 2048kbits/s the number of bits per L1 frame (frames are of duration 10ms) is therefore 20480.  According to current version of [3], a minmum of 288 of these are for L1 control, leaving a maximum of 20192 layer 1 data bits.  However, as [3] is not fixed, this subtraction will be ignored, to give a safety margin, and the number of bits/frame on the downlink will be assumed to be 20480.

On the uplink, at 1024 kbits/s, the number of bits per frame is 10240 (there is no subtraction of L1 control bits as these are transmitted on a different channel)

For data rates above 32 kbits/s, 1/3 rate turbo coding is used.  The maximum uncoded data rate is therefore (20480+10240)/3 =10240.

10240 bits is the estimated maximum length of uncoded data. To arrive at the length of ciphered data, L1 CRC bits (16 bits), MAC headers (0..6 bits) and RLC headers (2/3 octets) should be subtracted for each PDU in the frame.  However, as these details are not settled, and are likely to be small compared to 10240, 10240 will be retained.  (The design authority may wish to take further safety measures with regard to the code rate.  If a ½ rate coder were to be used rather than a 1/3 rate coder, there would be 15360 uncoded bits per frame).



Editor’s note: The figure of 20MHz was suggested by G.Roelofsen.  It is open to debate.



6.5	Resilience of the algorithm

The algorithm needs to be designed with a view to its continuous use for a period of at least 20 years.  No attacks with a work load significantly less than exhaustive key search through the key space should be possible.

Editor's note: Increased 10 year life of GEA to 20

The design authority are required to design the algorithm to a strength which reflects the above qualitative requirements.

7			Platform Requirements

The ciphering algorithm shall be defined so that it can be implemented as a single chip hardware device containing less than 10,000 gates.

Editor’s note:  Further refinement of the platform requirments may be possible, following consultation between the design authority and manufacturers.

8	Algorithm specification and test data requirements

Editor's note: I have left section 8 to 10 as they were for the GEA, they cannot be specified until the method of algorithm design is selected.

The design authority are required to provide four separate deliverables: a specification of the algorithm, a set of design conformance test data, a set of algorithm input/output test data and a design and evaluation report. Requirements on the specification and test data deliverables are given in this clause, those on the design and evaluation report in subclause 8.3.

8.1	Specification of the algorithm

An unambiguous specification of the algorithm needs to be provided which is suitable for use by implementors of the algorithm.

The specification shall include an annex which provides simulation code for the algorithm written in ANSI C. The specification may also include an annex containing illustrations of functional elements of the algorithm.

8.2	Design conformance test data

Design conformance test data is required to allow implementors of the algorithm to test their implementations.

The design conformance test data needs to be designed to give a high degree of confidence in the correctness of implementations of the algorithm.

The design conformance test data shall be designed so that significant points in the execution of the algorithm may be verified.

8.3	Algorithm input/output test data

Algorithm input/output test data is required to allow users of the algorithm to test the algorithm as a "black box" function.

The input/output test data shall allow users of the algorithm to perform tests for the modes of operation defined in subclause 6.3.

The input/output test data shall consist solely of data passed across the interfaces to the algorithm.

8.4	Format and handling of deliverables

The specification of the algorithm shall be produced on paper, and provided only to the ETSI appointed custodian (see subclause 5.4). The document shall be marked "Strictly ETSI confidential" and carry the warning "This information is subject to a licence and confidentiality agreement".

The design conformance test data shall be produced on paper, and provided only to the ETSI appointed custodian. The document shall be marked "Strictly ETSI confidential" and carry the warning "This information is subject to a licence and confidentiality agreement".

The algorithm input/output test data shall be produced on paper and on magnetic disc. The document and disc shall be provided to the ETSI appointed custodian. Special markings or warnings are not required.

�9	Quality assurance requirements

This clause advises the design authority on measures needed to provide users of the algorithm with confidence that it is fit for purpose, and users of the algorithm specification and test data assurance that appropriate quality control has been exercised in their production.

The measures shall be recorded by the design authority in a design and evaluation report which shall be published by ETSI as a Technical Report.

9.1	Quality assurance for the algorithm

Prior to its release to the ETSI custodian, the algorithm needs to be approved as meeting the technical requirements specified in clause 6 by all members of the design authority.

9.2	Quality assurance for the specification and test data

Prior to delivery of the algorithm specification, two independent simulations of the algorithm needs to be made using the specification, and confirmed against test data designed to allow verification of significant points in the execution of the algorithm.

Design conformance and algorithm input/output test data needs to be generated using a simulation of the algorithm produced from the specification and confirmed as above. The simulation used to produce this test data needs to be identified in the test data deliverables and retained by the design authority.

9.3	Design and evaluation report

The design and evaluation report is intended to provide evidence to potential users of the algorithm, specification and test data that appropriate and adequate quality control has been applied to their production. The report shall explain the following:

-	the algorithm and test data design criteria;

-	the algorithm evaluation criteria;

-	the methodology used to design and evaluate the algorithm;

-	the extent of the mathematical analysis and statistical testing applied to the algorithm;

-	the principal conclusions of the algorithm evaluation;

-	the quality control applied to the production of the algorithm specification and test data.

The report shall confirm that all members of the design authority have approved the algorithm, specification and test data.

The report shall not contain any information about the algorithm, such as design techniques used, mathematical analysis or statistical testing of components of the algorithm, which might reveal part or all of the structure or detail of the algorithm.

�10	Summary of the design authority deliverables

-	Specification of the algorithm:

-	a confidential document for delivery only to the ETSI custodian;

-	Design conformance test data:

-	a confidential document for delivery only to the ETSI custodian;

-	Algorithm input/output test data:

-	in a document and on disc for delivery to the ETSI custodian;

-	Design and evaluation report;

-	to be published as an ETSI Technical Report (ETR).
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