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Background

Following a request to ETSI SAGE to propose modes of operation for AES and SNOW 3G to be used in EPS, SAGE replied with a proposal that was distributed in SA3#52  (S3-080859 and S3-080860).
No comments have been received by SA3 members on these proposals, but it has been reported that RAN has changed the number of radio bearers so that they only need 5 bits (instead of 8 bits) to identify radio bearer. As radio bearer identity is one of the inputs to the algorithms, there was a need to change the submitted algorithm specifications. It was also recognized that there is no requirement to keep any artificial separation between UMTS and EPS when it comes too algorithm inputs (i.e no need to make sure that an EPS IV cannot be the same as a UMTS IV). 

Discussion 

As now very little difference is left between UMTS and EPS algorithm inputs it was decided by SAGE to give a new proposal to this meeting, which also exploits this fact. 
- For confidentiality the same algorithm inputs to SNOW 3G can be used for EPS as was used in UMTS. 
- For integrity protection using SNOW 3G, a simple exchange of FRESH values to BEARER values can be defined.  SNOW 3G can then be used exactly as it is defined in TS 35.215. 

It is believed that this will significantly facilitate the implementations and testing of UEA2 and UIA2 for EPS.

- For the use of AES, reference to international standards for AES and modes of operation (CTR for confidentiality and CMAC for integrity protection) can be added in 33.401 while initial inputs can be defined in the same document. 
This means that no new algorithm specifications have to be produced by 3GPP for EPS, the necessary adaptions can be introduced in 33.401. 

Proposal 

The attached pCR implements the approach proposed above.

It is suggested that this pCR is approved.  
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***BEGIN OF 2nd CHANGE ***

5.1.3
User data and signalling data confidentiality 

5.1.3.1
Ciphering requirements

Ciphering may be provided to RRC-signalling to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining. RRC signalling confidentiality is an operator option.

The NAS signalling may be confidentiality protected.

NOTE 1:
RRC and NAS signalling confidentiality protection is recommended to be used.

Editor's NOTE: It is for ffs which of the NAS and RRC messages cannot be confidentiality protected. 

User plane confidentiality protection shall be done at PDCP layer and is an operator option.

NOTE 2:
User plane confidentiality protection is recommended to be used.

NOTE 3:

Confidentiality protection for RRC and UP is applied at the PDCP layer, and no layers below PDCP are confidentiality protected. Confidentiality protection for NAS is provided by the NAS protocol.

5.1.3.2
Algorithm Identifier Values

All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Encryption Algorithm (EEA) will be assigned a 4-bit identifier. Currently, the following values have been defined for NAS, RRC and UP ciphering:

"00002"      128-EEA0      Null ciphering algorithm
"00012"      128-EEA1      SNOW 3G

"00102"      128-EEA2      AES

The remaining values have been reserved for future use.

UEs and eNBs shall implement 128-EEA0,128-EEA1 and 128-EEA2 for both RRC signalling ciphering and UP ciphering. 

UEs and MMEs shall implement 128-EEA0,128-EEA1 and 128-EEA2 for NAS signalling ciphering.

5.1.4
User data and signalling data integrity

5.1.4.1
Integrity requirements

Integrity protection, and replay protection, 
shall be provided to NAS and RRC-signalling.

User plane packets between the eNB and the UE shall not be integrity protected.

NOTE:
Integrity protection for RRC is applied at the PDCP layer, and no layers below PDCP are integrity protected. Integrity protection for NAS is provided by the NAS protocol..

5.1.4.2
Algorithm Identifier Values
All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
"00012"      128-EIA1      SNOW 3G

"00102"      128-EIA2 
 AES
The remaining values have been reserved for future use.

UEs and eNBs shall implement 128-EIA1 and 128-EIA2 for RRC signalling integrity protection. 

UEs and MMEs shall implement 128-EIA1 and 128-EIA2 for NAS signalling integrity protection.


***END OF 2nd CHANGE ***

***BEGIN OF 3rd CHANGE ***

7.3
UP security mechanisms

7.3.1
UP confidentiality mechanisms

The user plane data is ciphered by the PDCP protocol between the UE and the eNB as specified in TS 36.323 [12].
The use and mode of operation of the 128-EEA algorithms are specified in Annex B.
The input parameters to the 128-bit EEA algorithms as described in Annex B are an 128-bit cipher key KUPenc as KEY, a 5-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

7.4
RRC security mechanisms

7.4.1
RRC integrity mechanisms

RRC integrity protection is provided by the PDCP layer between UE and eNB.
The use and mode of operation of the 128-EIA algorithms are specified in Annex B.
The input parameters to the 128-bit EIA algorithms as described in Annex B are an 128-bit integrity key KRRCint as KEY,, a 5-bit bearer identity BEARER corresponding to the signalling bearer identity, the 1-bit direction of transmission DIRECTION and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

7.4.2
RRC confidentiality mechanisms

RRC confidentiality protection is provided by the PDCP layer between UE and eNB.
The use and mode of operation of the 128-EEA algorithms are specified in Annex B.

The input parameters to the 128-bit EEA algorithms as described in Annex B are an 128-bit cipher Key KRRCenc as KEY, a 5-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

NOTE:
Since the BEARER identities for Signalling Radio Bearers (SRBs) that are used for RRC messages are different from the BEARER identities used for radio bearers used to carry user plane data there will not be collisions between the input parameters.

***END OF 3rd CHANGE ***

***BEGIN OF 4th CHANGE ***

8.1
NAS integrity mechanisms

8.1.1 NAS input parameters

Input parameters to the 128-bit EIA algorithms as described in Annex B are an 128-bit integrity key KNASint as KEY, a 5-bit bearer identity BEARER which shall equal the constant value 0x00, the direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which is constructed  as follows:

COUNT :=  0x00 || NAS OVERFLOW || NAS SQN 

Where

- the leftmost 8 bits are padding bits including all zeroes.

- NAS OVERFLOW is a 16-bit value which is incremented each time the NAS SQN is incremented from the maximum value.

- NAS SQN is the 8-bit sequence number carried within each NAS message. 

NOTE:
The BEARER identity is not necessary since there is only one NAS signalling connection per pair of MME and UE, but is included as a constant value so that the input parameters for AS and NAS will be the same, which simplifies specification and implementation work.
The use and mode of operation of the 128-EIA algorithms are specified in Annex B.

8.1.2
NAS integrity activation


NAS integrity shall be activated with the help of the NAS SMC procedure immediately after authentication. NAS integrity stays activated until the EPS security context is deleted. The EPS security context may only be deleted if UE is in EMM-DEREGISTERED. While the EPS security context exists, all NAS messages shall be integrity protected. In particular the NAS service request shall always be integrity protected and the NAS attach request message shall be integrity protected if the EPS security context is not deleted while UE is in EMM-DEREGISTERED. The length of the NAS MAC is 32 bit. The full NAS MAC shall be appended to all integrity protected NAS messages except for the NAS service request. Only the 16 least significant bits of the 32 bit NAS MAC shall be appended to the NAS service request message.
8.2
NAS confidentiality mechanisms

The input parameters for the NAS ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 8.1, with the addition that the length of the key stream to be generated by the encryption algorithms.
The use and mode of operation of the 128-EEA algorithms are specified in Annex B.

***END OF 4th CHANGE ***

***BEGIN OF 5th CHANGE ***
Annex B
(normative):
Algorithms for ciphering and integrity protection
B.1 128-bit ciphering algorithm
B.1.1 Inputs and outputs
The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 1 for uplink and 0 for downlink.
Figure B.1-1 illustrates the use of the ciphering algorithm EEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.


[image: image1.wmf] 

PLAINTEXT 

 

BLOCK

 

EEA

 

COUNT

 

DIRECTION

 

BEARER

 

LENGTH

 

KEY

 

KEYSTREAM 

 

BLOCK

 

CIPHERTEXT 

 

BLOCK

 

EEA

 

COUNT

 

DIRECTION

 

BEARER

 

LENGTH

 

KEY

 

KEYSTREAM 

 

BLOCK

 

PLAINTEXT 

 

BLOCK

 

Sender

 

 

Receiver

 

 


Figure B.1-1: Ciphering of data 

Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.
The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.
B.1.2 128-EEA1

128-EEA1 is based on SNOW 3G and is identical to UEA2 as specified in [a]. The used IV is constructed the same way as in subclause 3.4 of that TS. 
B.1.3 128-EEA2
128-EEA2 is based on 128-bit AES [b] in CTR mode [c] 
The sequence of 128-bit counter blocks needed for CTR mode T1, T2, …, Ti, … shall be constructed as follows:

The most significant 64 bits of T1 consist of COUNT[0] .. COUNT[31] │ BEARER[0] .. BEARER[4] │ DIRECTION │ 026 (i.e. 26 zero bits).  These are written from most significant on the left to least significant on the right, so for example COUNT[0] is the most significant bit of T1.

The least significant 64 bits of T1 are all 0.

Subsequent counter blocks are then obtained by applying the standard integer incrementing function mod 264 to the least significant 64 bits of the previous counter block.

B.2 128-Bit integrity algorithm

B.2.1 Inputs and outputs

The input parameters to the integrity algorithm are a 128-bit integrity key named KEY, a 32-bit COUNT, a 5-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e MESSAGE. The DIRECTION bit shall be 1 for uplink and 0 for downlink. The bit length of the MESSAGE is LENGTH.
Figure B.2-1 illustrates the use of the integrity algorithm EIA to authenticate the integrity of messages.
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Figure B.2-1: Derivation of MAC-I (or XMAC-I)

Based on these input parameters the sender computes a 32-bit message authentication code MAC-I using the integrity algorithm EIA. The MAC-I is then appended to the message when sent. The receiver computes XMAC-I on the message received in the same way as the sender computed MAC-I on the message sent and verifies the data integrity of the message by comparing it to the received MAC-I.

B.2.2 128-EIA1

128-EIA1 is based on SNOW 3G and is implemented in the same way as UIA2 as specified in [a]. The used IV is constructed the same way as in subclause 4.4 of that TS, with the only difference being that FRESH [0], … FRESH [31] shall be replaced by BEARER[0]  … BEARER[4]  │ 027  (i.e. 27 zero bits)
B.2.3 128-EIA2
128-EIA2 is based on 128-bit AES [b] in CMAC mode [d].

The input to CMAC mode is a bit string M of length Mlen (see [18, section 5.5]). M is constructed as follows:

M0 .. M31 = COUNT[0] .. COUNT[31]
M32 .. M36 = BEARER[0] .. BEARER[4]
M37 = DIRECTION

M38 .. M63 = 026  (i.e. 26 zero bits)

M64 .. MLENGTH+63 = MESSAGE[0]  .. MESSAGE[LENGTH-1]
and so Mlen = LENGTH + 64.

AES in CMAC mode is used with these inputs to produce a Message Authentication Code T of length Tlen = 32.  T is used directly as the 128-EIA2 output MAC[0]  .. MAC[31], with MAC[0] being the most significant bit of T.

***END OF 5th CHANGE ***
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