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Background

1. 3GPP has been developing new SIP solutions

2. |IETF SIPPING WG requests for requirements
before solutions can be discussed

— Centralised requirements gathering from
multiple organisations in order to co-ordinate
development and control complexity

3. Only one version of SIP protocol is needed In

order to guarantee interoperability and flexible
development

4. Follow the principles as defined in RFC 3113
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How to proceed?

Two organizations must be able to
work on the same thing

Let IETF In to the process sooner

Convince the IETF on the need for
standard solutions even for our
problems
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How to proceed?

“Take requirements written in 3GPP
specifications, de-3GPP-fied, IETF-led,
and write them down.”
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Work In progress:
3GPP requirements on SIP

CN1 has initiated an internet draft trying to capture
the 3GPP SIP requirements

IETF prefers all requirements in just one document

« draft shall also include security requirements

e (may include pointers to possible solutions if there is
agreement that such solutions exists)

Authors from CN1 including several organizations

(Ericsson, Vodafone, Nokia, Siemens, Alcatel, AWS
and Motorola)

New co-authors are welcome!
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SIP Security

e Ericsson has defined preliminary security
requirements to the document in order to
accelerate the process

* Preliminary work is based on documents

e 23.228 IP Multimedia (IM) Subsystem - Stage 2
e 33.203 Access Security for IP-Based Services
e 33.210 Network Domain Security

 |-D: SIP security requirements from 3G wireless
networks (draft-kroeselberg-sip-3g-security-req-00.txt )

« SA3 comments and contributions required!
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|IETF-1ed Presentation

e Security Model
e Access Domain Security

— Authentication

— Scalability and Efficiency
e Bandwidth and Roundtrips
e Computation
» Delegation of Security Tasks

— Secure negotiation of mechanisms

— Message protection
 Network Domain Security
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Security Model

MUST provide independent security from the
underlying network

MUST be possible to access the IMS services
securely from other accesses

Each operator acts as its own domain of trust, and
shares a long-term security association with its
subscribers

Roaming agreements between operators

A hop-by-hop model MUST be used to protect actual
SIP signaling

MUST allow separate access domain and network
domain solutions
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Access Domain Security (1/4)

e Authentication methods

e MUST use strong, mutual authentication
method
« MUST provide legacy authentication methods

« MUST support secure storage of long-term
authentication keys
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Access Domain Security (2/4)

e Scalability and Efficiency

e pbandwidth and roundtrips

— SHOULD NOT unnecessarily increase the bandwidth
needs

— MUST minimize the number of necessary extra
roundtrips

e computation
— MUST be possible to provide security without PKI

 delegation of security tasks

— MUST be possible to perform an initial
authentication, followed by subsequent protected
signaling that uses only session keys
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Access Domain Security (3/4)

e Secure negotiation of mechanisms

e MUST Dbe possible to choose among several
security services, and select parameters they
might need

e MUST be possible to protect the service and
parameter negotiation against attackers
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Access Domain Security (4/4)

« Message protection

« MUST be able to communicate using integrity
and replay protection

« MUST be based on initial authentication

« MUST be possible using symmetric
cryptographic keys

e MUST be possible to handle also error
conditions in a satisfactory manner
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Network Domain Security

e MUST provide

 authentication

e key agreement

e Integrity

e replay protection
 confidentiality

e security associations MUST be independent
of the number of network elements
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Time plan

* Preferred deadline for SA3 comments and
contributions on security requirements during next
week

e Submission to SIPPING WG beginning of October

 New security solutions will be developed in IETF SIP
Security team and SA3

— Contribution on both forums needed from the
participating companies
e (Goal: new SIP security solutions available around
April 2002 (two IETF meetings)
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Conclusion

 We need access security for Release 5

 We do not want to end-up with two SIP
protocols

N1 has taken the first rapid move to solve the
problem

e SAS3 contribution required

 |n order to continue this path, SA3 support
required
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Status of this Menp
This nmeno provides information for the Internet community. It does

not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2001). Al Rights Reserved.
Abst r act

Thi s docunent describes the standardi zati on col |l aborati on between
3GPP and | ETF.

1. Conventions used in this docunent

Thi s docunent uses significant termnology that is specialized to

| ETF, 3GPP, or their areas of work. See Appendix A for definitions
of acronyns. The organi zational definitions can be found in their
respective web-sites.

2. Introduction

Thi s docunent contains a set of principles and guidelines that serves
as the basis for establishing the collaborati on between 3GPP and

| ETF, with the objective of securing tinely devel opnment of technica
specification that facilitate nmaxi muminteroperability with existing
(fixed and nobile) Internet systems, devices, and protocols.

Each organi zation will operate according to their own rules and

procedures including rules governing |IPR policy, specification
el aborati on, approval and nmi nt enance.
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3. Reasons For Coll aboration
3.1 3GPP use of | ETF Internet Standards

In the further devel opnment of 3GPP specifications, the benefit of
adopting Internet specifications has been identified.

The preferred 3GPP approach is to use the Internet standards
unchanged, if feasible. 1In any case, 3GPP has no intention to
duplicate work performed in | ETF.

However, while this docunent recognizes the inportance of 3GPP
interoperability with the existing Internet and hence the use of |IETF
standards, 3GPP recogni zes that additions or nodifications mght be
needed in order to nake the I ETF internet specification fulfill the
needs of 3CGPP. In such cases, 3G°PP will take its concerns directly
to the appropriate | ETF working groups for resolution, or to an
appropriate Area Director if no appropriate working group can be

f ound.

3.2 | ETF access to 3GPP Wrel ess expertise

The technical work in 3GPP is organized in Technical Specification
Groups TSGs each with their area of responsibilities. TSG RAN and
TSG GERAN are responsi ble for the Radi o Access networks based on
UTRAN and GERAN and thus the experts in the areas of the
characteristics of the physical transport. TSG CN is responsible for
the Mobility Managenent and ot her core network protocol and
functionalities. TSGT is responsible for Term nal aspects and
applications. TSG SA is responsible for the service and system
aspects including the overall architecture, security and O&M aspects.
Contacts for the TSGs can be found on the 3GPP web-site
http://ww. 3gpp. org/.

4. Docunent Sharing

Bot h 3GPP and | ETF encourage the sharing of draft docunents that are
of nutual interest.

3GPP docunents are available on its official web-site

(http://ww. 3gpp.org/) and is open to anyone. |ETF docunents,

i ncluding prelimnary working docunents ("Internet Drafts") are
available on its web-site (http://ww.ietf.org/) and various shadow
sites.

| ETF representatives can obtain information about the 3GPP docunent

and web-site structures by contacting the relevant 3GPP cont act
points indicated at the 3GPP web-site http://ww. 3gpp.org/.
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3GPP representatives can obtain information about the | ETF docunent
and web-site structures by contacting the rel evant | ETF contact
points (the Area Directors indicated at the | ETF web-site
http://ww.ietf.org/).

5. Conmuni cati on

Whenever possible, informal comunication at working level is
encour aged.

The vast mgjority of the technical discussions and decision nmaking in
both | ETF and 3GPP is done over mailing lists. Both 3GPP and | ETF
web sites contain informati on concerning the associated nailing
lists.

It is recommended that interested individuals subscribe to and
participate in these lists.

When deened necessary, formal comunication between 3GPP and | ETF is
al so pernmitted. Relevant |ETF Area Directors and 3GPP techni cal

| eadershi p are encouraged and authorized to facilitate such

communi cati ons when needed.

6. Rapporteurs/coordinators

6.1 | ETF coordination support in 3GPP
An | ETF rapporteur function is established in 3GPP TSG SA
The individual (s) appointed to undertake the responsibility of this
function should be the initial contact point in 3GPP for matters
pertaining to the 3GPP-1ETF cooperation. O course, the chairman of
TSG SA can al ways be cont act ed
The 3GPP-1ETF rapporteur function, therefore, is expected to work
with the concerned working groups and TSGs and support the
i nteracti on between 3GPP and | ETF.

6.2 3GPP Liaison in | ETF
The preferred way for organizations to work with | ETF is through the
wor ki ng groups. However, |ETF has a limted nunber of |iaison
rel ati onshi ps with other organi zati ons when conditions warrant the
appoi nt nrent of a specific person

The appointnment, by the | AB, of a specific person to function as a
"3GPP liaison" is proposed.
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The role of the 3GPP Liaison is to act as an initial contact point in
| ETF for administrative aspects of this collaboration that cannot
easily be handled in other ways (e.g., at a technical |evel by
interactions with | ETF Working Groups or Area Directors). It is
agreed that the role does not carry the expectation of attendance at
3GPP neetings or participation in 3GPP admi nistrative processes and
anticipated that all liaison efforts assigned to this individual wll
be carried out by electronic mail. It is understood that the |iaison
will not have the ability to nmake exceptions to, or special
provisions for, |ETF policies and procedures.

9. Participation
In order to assist the information flow between the organi zati ons,
the I ETF can on per case basis appoint a rapporteur to participate
and represent | ETF at 3GPP technical neetings.
| ETF neetings are open to any interested individuals.
3GPP partners (OPs, MRPs) or individual nmenbers can participate in
any of the | ETF neetings, in accordance with the existing | ETF
procedur es.

8. Security Considerations

This type of non-protocol docunent does not directly affect the
security of the Internet.
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Rosenbr ock, et al. I nf or mat i onal [ Page 5]



RFC 3113

Appendi x A

3GPP-| ETF St andardi zati on Col | aborati on

Acr onyns

d ossary O Acronyns:

3GPP
BCP

| AB

I ESG

| ETF

I PR
VRP

oP

&M
PCG
RFC
TSG
TSG SA
TSG CN
TSG RAN

TSG GERAN

TSG T
UTRAN
VWAV

Rosenbr ock,

Third Generation Partnership Project
Best Current Practice

Internet Architecture Board

I nternet EnNngi neering Steering G oup
I nt ernet EnNgi neering Task Force
Intellectual Property rights

Mar ket Representation Partner

Organi zati onal Partner

Operation and Mai nt enance

Proj ect coordination G oup

Request for Comments

Techni cal Specification G oup

TSG Servi ces and systens aspects
TSG Cor e Net wor k

TSG Radi o Access Networ k

TSG GSM Radi o Access Network

TSG Termi nal s

Uni versal Terrestrial Radio Access Network
Wrld Wde Wb

et al. I nf or mat i onal
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Ful I Copyright Statenment
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nay be copied and furnished to
ot hers, and derivative works that comrent on or otherw se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncl uded on all such copies and derivative works. However, this
docunment itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of

devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the infornmation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE.
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