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BackgroundBackground

1.1. 3GPP3GPP has been has been developing new SIP solutionsdeveloping new SIP solutions

2.2. IETFIETF SIPPING WG requests for SIPPING WG requests for requirements requirements 
before solutionsbefore solutions can be discussed can be discussed 

–– Centralised requirements gathering from Centralised requirements gathering from 
multiple organisations in order to multiple organisations in order to coco--ordinate ordinate 
development and control complexitydevelopment and control complexity

3.3. Only Only one version of SIP protocolone version of SIP protocol is needed in is needed in 
order to order to guarantee guarantee interoperabilityinteroperability and flexible and flexible 
developmentdevelopment



How to proceed? How to proceed? 

Two organizations Two organizations must be able to must be able to 
work on the same thingwork on the same thing

Let IETF in to the process Let IETF in to the process soonersooner

Convince the IETF on the Convince the IETF on the need for need for 
standard solutionsstandard solutions even for our even for our 

problemsproblems



How to proceed? How to proceed? 

“Take requirements written in 3GPP “Take requirements written in 3GPP 
specifications, despecifications, de--3GPP3GPP--fiedfied, IETF, IETF--iedied, , 

and write them down.”and write them down.”



Work in progress: Work in progress: 
3GPP requirements on SIP 3GPP requirements on SIP 

•• CN1 has CN1 has initiated initiated an an internet draftinternet draft trying to capture trying to capture 
the the 3GPP3GPP SIP requirementsSIP requirements

•• IETF prefers all requirements in just one document IETF prefers all requirements in just one document 
•• draft shall also include security requirementsdraft shall also include security requirements

•• (may include pointers to possible solutions if  there is (may include pointers to possible solutions if  there is 
agreement that such solutions exists)agreement that such solutions exists)

•• AuthorsAuthors from CN1 including from CN1 including several organizationsseveral organizations
(Ericsson,(Ericsson, VodafoneVodafone,, NokiaNokia,, SiemensSiemens,, AlcatelAlcatel, AWS , AWS 
and Motorola) and Motorola) 

•• New coNew co--authors are welcome!authors are welcome!



SIP Security  SIP Security  

•• Ericsson has defined Ericsson has defined preliminary security preliminary security 
requirementsrequirements to the document in order to to the document in order to 
accelerate the processaccelerate the process

•• Preliminary work is based on documentsPreliminary work is based on documents
•• 23.228 IP Multimedia (IM) Subsystem 23.228 IP Multimedia (IM) Subsystem -- Stage 2Stage 2

•• 33.203 Access Security for IP33.203 Access Security for IP--Based Services Based Services 

•• 33.210 Network Domain Security 33.210 Network Domain Security 

•• II--D: SIP security requirements from 3G wireless D: SIP security requirements from 3G wireless 
networks networks (draft(draft--kroeselbergkroeselberg--sipsip--3g3g--securitysecurity--reqreq--00.txt )00.txt )

•• SA3 SA3 comments comments and and contributionscontributions required!required!



IETFIETF--iedied Presentation Presentation 
•• Security Model Security Model 

•• Access Domain Security Access Domain Security 

–– AuthenticationAuthentication

–– Scalability and EfficiencyScalability and Efficiency
•• Bandwidth and RoundtripsBandwidth and Roundtrips

•• ComputationComputation

•• Delegation of Security TasksDelegation of Security Tasks

–– Secure negotiation of mechanismsSecure negotiation of mechanisms

–– Message protectionMessage protection
•• Network Domain SecurityNetwork Domain Security



Security ModelSecurity Model

•• MUST provide MUST provide independent securityindependent security from the from the 
underlying network underlying network 

•• MUST be possible to MUST be possible to accessaccess the IMS services the IMS services 
securely securely from other accessesfrom other accesses

•• Each operator acts as its own Each operator acts as its own domain of trustdomain of trust, and , and 
shares a shares a longlong--term security associationterm security association with its with its 
subscriberssubscribers

•• Roaming agreementsRoaming agreements between operatorsbetween operators
•• A A hophop--byby--hop modelhop model MUST be used to protect actual MUST be used to protect actual 

SIP signalingSIP signaling
•• MUST allow MUST allow separate accessseparate access domain and domain and networknetwork

domain solutionsdomain solutions



Access Domain Security (1/4)Access Domain Security (1/4)

•• Authentication methods Authentication methods 
•• MUST use strong, MUST use strong, mutualmutual authentication authentication 

method method 

•• MUST provide MUST provide legacylegacy authentication methods authentication methods 

•• MUST support MUST support secure storagesecure storage of longof long--term term 
authentication keysauthentication keys



Access Domain Security (2/4) Access Domain Security (2/4) 

•• Scalability and Efficiency Scalability and Efficiency 
•• bandwidth and roundtripsbandwidth and roundtrips

–– SHOULD SHOULD NOTNOT unnecessarily unnecessarily increaseincrease the the bandwidthbandwidth
needsneeds

–– MUST MUST minimizeminimize the number of necessary extra the number of necessary extra 
roundtripsroundtrips

•• computationcomputation
–– MUST be possible to provide MUST be possible to provide security without PKIsecurity without PKI

•• delegation of security tasks delegation of security tasks 
–– MUST be possible to perform an MUST be possible to perform an initial initial 

authenticationauthentication, followed by , followed by subsequent protected subsequent protected 
signalingsignaling that uses only session keysthat uses only session keys



Access Domain Security (3/4)Access Domain Security (3/4)

•• Secure negotiation of mechanismsSecure negotiation of mechanisms
•• MUST be possible to MUST be possible to choosechoose among several among several 

security services, andsecurity services, and select select parametersparameters they they 
might needmight need

•• MUST be possible to MUST be possible to protectprotect the service and the service and 
parameter negotiation parameter negotiation against attackersagainst attackers



Access Domain Security (4/4)Access Domain Security (4/4)

•• Message protection Message protection 
•• MUST be able to communicate using MUST be able to communicate using integrity integrity 

and replay protectionand replay protection

•• MUST be MUST be based on initial authenticationbased on initial authentication

•• MUST be MUST be possiblepossible using symmetricusing symmetric
cryptographic cryptographic keyskeys

•• MUST be possible to handle also MUST be possible to handle also error error 
conditionsconditions in a satisfactory mannerin a satisfactory manner



Network Domain SecurityNetwork Domain Security

•• MUST provide MUST provide 
•• authenticationauthentication

•• key agreementkey agreement

•• integrity integrity 

•• replay protection replay protection 

•• confidentialityconfidentiality

•• security associations security associations MUST beMUST be independentindependent
of the number of network elements of the number of network elements 



Time planTime plan

•• Preferred deadlinePreferred deadline for SA3 comments and for SA3 comments and 
contributions on security requirements during contributions on security requirements during next next 
weekweek

•• Submission to SIPPING WG Submission to SIPPING WG beginning of Octoberbeginning of October

•• New security New security solutionssolutions will be developed will be developed in IETFin IETF SIP SIP 
Security team and SA3Security team and SA3

–– Contribution on both forums needed from the Contribution on both forums needed from the 
participating companiesparticipating companies

•• Goal:Goal: new SIP security solutionsnew SIP security solutions available around available around 
April 2002April 2002 (two IETF meetings)(two IETF meetings)



Conclusion Conclusion 

•• We needWe need access security access security forfor Release 5Release 5

•• We do We do not not want to endwant to end--up with up with two SIPtwo SIP
protocols protocols 

•• N1 has taken the N1 has taken the first rapid movefirst rapid move to solve the to solve the 
problem problem 

•• SA3 contribution requiredSA3 contribution required

•• In order to continue this path, In order to continue this path, SA3 support SA3 support 
requiredrequired


