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5.3 Policy requirements for the MAPsec SPD

The security policies for MAPsec key management are specified in the NE's SPD. SPD entries define which MAP SAs
(if any) to use to protect MAP signalling based on the PLMN of the peer NE. There can be no local security policy
definitions for individual NEs. Instead, SPD entries of different NE within the same PLMN shall be identical.

In order to enable the NE to determine which MAP SAsto use, an SPD entry must contain the following information:

- the PLMN identifier of the peer PLMN with which this policy applies. This identifier is used to select the correct
policy and hence determine which MAP SA must be used when protecting MAP signalling with a peer NE.

- thefallback to unprotected mode indicator. In the case that protection is available and hence at least some MAP
operations are protected under protection mode 1 or 2 with this peer PLMN, this parameter indicates whether
fallback to unprotected mode is allowed.

- apointer to the MAP SA entries, in the SAD, defined for this policy entry. There may be more than one existing
MAPsec SA at agiven moment due to renewal of MAPsec SAs (e.g. anew SA has been defined prior to the expiry
of the old one in order to avoid disrupting the traffic when the old one expires). Nevertheless, only one MAPsec SA
isto be used at a given moment. This should be the one that expires the sooner.

The NE shall conceptually maintain two SPDs : one for incoming M AP traffic and one for outgoing MAP traffic.

54 MAPsec security association attribute definition

The MAPsec security association must contain theis-a-seguence-of-the following data el ements:

e MAPEncryption Algorithm identifier (MEA):

Identifies the encryption algorithm. Mode of operation of algorithm isimplicitly defined by the algorithm
identifier. Mapping of agorithm identifiersis defined in clause 5.6.

¢« MAPEncryption Key (MEK):

Contains the encryption key. Length is defined according to the algorithm identifier.

« MAP Integrity Algorithm identifier (MI1A):

Identifies the integrity algorithm. Mode of operation of algorithm isimplicitly defined by the algorithm identifier.
Mapping of algorithm identifiersis defined in section 5.6.

¢« MAPIntegrity Key (MIK):

Containsthe integrity key. Length is defined according to the algorithm identifier.

e Protection Profile |dentifier (PPI):

Identifies the protection profile. Length is 16 bits. Mapping of profile identifiersis defined in section 6.
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e SA Lifetime:

Defines the actual expiry time of the SA. The expiry of the lifetime shall be givenin UTC time.

If the SA isto indicate that MAPsec is hot to be applied then al the algorithm attributes shall contain aNULL value.

Annex A (informative):
Guidelines for manual key management

A.1 Inter-domain Security Association and Key
Management Procedures

Manual Inter-domain Security Association and Key Management procedures is subject to roaming agreements.
Some important parts of an inter-domain Security Association and Key Management agreement is:

. to defined how to carry out the initial exchange of MAPsec SAs

. to defined how to renew the MAPsec SAs.

. to define how to withdraw MAPsec SAs (including requirements on how fast to execute the withdrawal)
. to decide if fallback to unprotected mode isto be allowed

. to decide on key lengths, algorithms, protection profiles, and SA lifetime etc (MAPsec SAs are expected to be
fairly long lived)

When renewing a MAPsec SA used for incoming MAP traffic, the “old” SA should be kept in the NEs until its expiry
timeis reached, unless the SA renewal was due to compromise of the keys of the “old” SA in which case the “old”
compromised SA should immediately be removed from the SAD and no longer pointed to from the SPD in the NEs.

When renewing a MAPsec SA used for outgoing MAP traffic, the “old” SA should continue to be used by the NEs
until its expiry time is reached, unless the SA renewal was due to compromise of the keys of the “old” SA in which
case the “old” compromised SA should immediately be removed from the SAD and no longer pointed to from the SPD
in the NEs. Note that one way to force the NEs to use a newly defined MAPsec SA isto distribute to NEs a new
version of the SAD and SPD in which the old SA no longer exists but only the new SA.

To ease SA renewal, both PLMNs may decide to set up several MAPsec SAs in advance so that NEs can automatically
switch from one SA to another SA when the former expires. In such a situation, the MAPsec SAs would have different
expiry times. Because expiry time is expressed in absolute time, the MAPsec SA with the sooner expiry time should be
considered as the first one to be used.

If an inbound MAPsec SA making use of Protection Mode 1 or 2 for certain types of operations is defined with a peer
PLMN, then there should be no other inbound MAPsec SA defined with another PLMN that makes use of Protection
Mode 0 for the same types of operations.
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A.2  Local Security Association Distribution

Manual Local Security Association Distribution is executed entirely within one PLMN and is consequently at the
discretion of the administrative authority.

The requirement on the manual distribution procedures can be summarized as follows:

. Fallback to unprotected mode. MAPsec may be required or it may be optional towards other MAP-NESs.
Procedures to set thisinformation in the MAP-NEs on aper PLMN destination basis must be provided. This
information should available to the MAP-NE before any commumcatlon towards other MAP-NEsisto take

. Procedures for transporting the relevant MAPsec SA to the MAP-NEs must be defined. In order to ensure that the
MAPsec SA are present when needed, all valid MAPsec SA should be distributed to all MAP-NEs as soon as
they are available.

. Procedures for revocation of MAPsec SAs must be defined
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