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54 MAPsec security association attribute definition
The MAPsec security association is a sequence of the following data elements:

MAPsec security association = MEA || MEK || MIA || MIK || PPI || Fallback || SA lifetime

e  MAP Encryption Algorithm identifier (MEA):

I dentifies the encryption algorithm. Mode of operation of algorithm isimplicitly defined by the algorithm
identifier. Mapping of agorithm identifiersis defined in clause 5.6.

e MAPEncryption Key (MEK):

Contains the encryption key. Length is defined according to the algorithm identifier.

e MAPIntegrity Algorithm identifier (MIA):

Identifies the integrity algorithm. Mode of operation of algorithm isimplicitly defined by the algorithm identifier.
Mapping of algorithm identifiersis defined in section 5.6.

 MAPIntegrity Key (MIK):

Contains the integrity key. Length is defined according to the algorithm identifier.

* Protection Profile |dentifier (PPI):

I dentifies the protection profile. Length-is-16-bits-Mapping-efPossible profiles identifiersis-are defined in section
6.

» Fallback to Unprotected M ode Indicator (FALLBACK):

In the case that protection is available, this parameter indicates whether fallback to unprotected mode is allowed.
Thisisaone bit indicator where the value one indicates that fall back to unprotected mode is permitted and value
zero indicates that fallback to unprotected mode is not permitted.

Editor’s note: The fallback indicator may be moved to the SPD.

+ GALifetime
Defines the actual expiry time of the SA. The expiry of the lifetime shall be givenin UTC time.

Editor'sNote:  The exact format and length to be defined.

If the SA isto indicate that MAPsec is not to be applied then all the algorithm attributes shall contain aNULL value.

6.3 MAPsec protection profiles

Protectlon profiles can be |nd|V|duaJ protectlon groups or partlcular comb| nations of protection groups. MAP-preotection

are defl ned—theﬂte&are%wedﬁfer—tbmupeﬂse
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- No protection

- Reset

- Authentication information except handover situations

- Authentication information in handover situations

- Non-location dependaent HLR data.
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5-15 Reserved

The following protection profiles are defined.

Table 98: Protection profile definition

Protection | Protection group
profile
name PG(0) PG(1) PG(2) PG(3) PG(4)
No Reset Authinfo Authinfoin Non-location
protection except handover dependaent
handover situations HLR data
situations
Profile A v
Profile B v v
Profile C v v v
Profile D 4 v 4 v
Profile E v v v
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