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Introduction

Scenario 3 requirements include functionality to ensure  that packet flows are routed to a PLMN, e.g. for on-line accounting, legal intercept, data mining and policy control purposes. 

Since the WLAN UE is not a trusted element, it cannot be responsible or involved in such routing enforcement.

This contribution addresses the functionality required to be implemented in the WLAN-3GPP Interworking system in order to support such functionality.

Routing Policy Enforcement

Routing Policy enforcement is required to ensure that in scenario 3, the (H)PLMN can implement policy control, per user charging, etc. In order to achieve this, the 3GPP-WLAN interworking must ensure that the users’ packets are routed through to the (H)PLMN.

A WLAN UE user or Trojan horse may attempt to circumvent HPLMN policy by reconfiguration of the client, e.g., by reconfiguration to point to a third party PDG.

A third party PDG may be routable via the public Internet or by the private inter-operator back-bone, see Figure 1.

This contribution examines the issues around such policy enforcement.
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Figure 1: Circumventing PLMN based policy control

Mitigating 3rd Party PDG access via WLAN AN

If the WLAN UE is configured to access a 3rd party PDG accessible via the public Internet then if the WLAN UE allows direct access to the public Internet, no policy can be enforced in the 3GPP-WLAN interworking system for scenario 3.

Scenario 2 of 3GPP-WLAN interworking includes the optional support of routing of all packets via the VPLMN. At least it appears that if we need to advance policy enforcement then this optional scenario 2 functionality needs to be mandated for scenario 3 with PLMN based policy enforcement.

Mitigating 3rd Party PDG access via VPLMN

The VPLMN can offer internet access, e.g., for supporting scenario 2. Hence, even if routed to the VPLMN, it is possible for packets to avoid policy enforcement in the HPLMN by configuring a PDG address accessible by the public Internet. 

The VPLMN will also offer peering with different HPLMNs, e.g., in order to support end-to-end QoS. The 3rd Party PDG could also be accessible via this inter-operator backbone.

Tunnel Option considerations

These policy enforcement requirements exist for all tunnelling options – e.g., apply to selection of a PDG which should exist in the HPLMN and to the selection of a border gateway which acts as a tunnel endpoint, e.g., in proposed option 5.

Techniques for Policy Enforcement

If the scenario 2 optional routing via the VPLMN is mandated in scenario 3, then policy enforcement can be implemented in the VPLMN, providing real value add above and beyond any proprietary additions to scenario 2 deployments.

Policy enforcement will typically require the HPLMN to provide information to the VPLMN so that enforcement can be implemented there. A user or Trojan attempting to circumvent home based policy control will have their packets dropped by the VPLMN. 

Techniques for delivering policy enforcement information can use AAA techniques, e.g., RFC 2865 defines the transport of filter identifiers in the RADIUS Access Accept message and Diameter includes more comprehensive techniques for filter definition and transport.

Hence, policy enforcement does not strictly require per-user tunnels to be used between VPLMN and HPLMN. Instead the approach resembles the “option 10” solution proposed by Vodafone in S2-031257.
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Figure 2: Elaboration of Vodafone “Option 10”

Binding Policy to Users.

A policy delivered to the VPLMN, e.g., using AAA protocol, needs to be bound to the user’s traffic flow. 
IP Address Allocation

In scenario 2, if user flows are to be mandated to traverse the VPLMN, then in order to ensure correct routing of down-link packets, the VPLMN needs to advertise this prefix. Hence, logically, in this optional scenario 2 deployment, the IP address allocated to the WLAN UE should correspond to a range owned and advertised by the VPLMN.

The actual allocation of such addresses could be delegated to the WLAN AN or be supported by the VPLMN. Allocation of IP addresses by the VPLMN will mean that the DHCP server is located in the VPLMN. Such a deployment can be supported e.g., by layer 2 connectivity to the WLAN Access Point or by layer 3 connectivity with DHCP relay support in the WLAN AN.

Anti-spoofing support

Since policy may be being applied in the VPLMN based on IP address, then this assumes that the IP address used is the one allocated by the network. Some users may attempt to defeat the home based policy enforcement by spoofing their IP address. If a scenario 3 user spoofs the address of a scenario 2 user, he may be able to circumvent home based policy control.

Since 802.1X is a layer 2 authentication technique, then this ensures that the user cannot spoof a MAC address to circumvent policy control. According to the tunnel options selected, the WLAN AN may be required to implement additional anti-spoofing techniques. These techniques will typically ensure that the ARP table of the last hop router is only updated by successful DHCP IP address lease, and not simply overwritten by a spoofed IP.

Scenario 3 Home Based Policy Control

PLMN based policy control in scenario 3 can be defeated in a number of ways. The techniques for defeating control apply equally to all tunnel options.

Techniques for supporting policy enforcement in scenario 3 include:

1) support of the optional scenario 2 site-to-site tunnelling between the WLAN AN and VPLMN

2) according to the tunnel option selected, support of anti-spoofing measures by the operator of the last hop router, e.g., WLAN AN

3) In the case that the PDG is in the HPLMN, defined techniques for delivering policy enforcement information from the HPLMN to the VPLMN

4) techniques which allow a VPLMN to a policy provided by the HPLMN to a user’s traffic flow.

(1) has already been addressed in scenario 2

(2) is value added functionality that can be provided by the WLAN AN or VPLMN for scenario 3 support

(3) is already supported by RADIUS and Diameter

This leaves (4) which has been agreed as critical WAG functionality.


Alternatives

Alternative solutions to stopping users circumventing HPLMN control can be envisaged based on identifying a miss-match between AAA accounting generated by the WLAN AN and proxied through to the HPLMN and AAA accounting generated by the PDG in the HPLMN and then taking remedial action. According to the recommended minimum RADIUS Interim Accounting interval, this will mean that detection of the user will follow reception of the first Interim message, 10 minutes after the user had been granted access. 

Immediate service termination may not be supported by the WLAN AN, in which case the HPLMN will have to wait for a re-authentication prior to disabling access.

Summary

Scenario 3 requirements include routing policy enforcement to ensure that a users packets are routed to the HPLMN. This contribution has discussed functionality that can be used to implement such a requirement. It is concluded that in order to meet this requirement, additional functionality needs to be supported by the VPLMN and, when there is a logical layer 3 link between WLAN AN and VPLMN, additional functionality may also be required to be supported by the WLAN AN.

When VPLMNs are negotiating their bi-lateral agreements with the WLAN AN, then VPLMNs should mandate the appropriate functionality be supported by the WLAN AN.

Proposed Change

/***** start of changes to section 5.1 ****/

Additional access control requirements for scenario 3:

· Policy control applies to the services authorized for the user.

· Access to 3GPP PS based services shall be provided via WLAN. 3GPP PS based services supported shall include IMS based services including Presence and IMS Messaging services, location based services, MBMS and services built upon combinations of these. Among these services, prioritisation is given for information in Annex C.

· Access to PS based services normally provided by the 3GPP packet core shall be provided via WLAN. These PS based services shall include support of private addressing schemes, external address allocation, secure tunnelling to private network, ability to provide addresses of DNS and NetBios servers specific to a private network. End to end Quality of Service shall be supported when accessing these services via WLAN.

Note: some limitations may exist because of the WLAN AN.

· A scenario 3 WLAN inter-working system shall be able to support WLAN UEs operating in scenario 2, e.g., according to subscription.

· A scenario 2 WLAN inter-working system shall be able to indicate in the reject cause for access from a scenario 3 WLAN UE that scenario 2 is supported.

· A scenario 3 WLAN inter-working system shall be able to mandate all flows to be routed to the HPLMN, e.g., according to subscription. This routing enforcement shall not rely on the WLAN UE client.

Note: this may mandate additional functionality existing in the WLAN AN

/***** end of changes to section 5.1 ****/

/***** start of changes to new section 5.9 ****/

5.9 Scenario 3 Routing Enforcement
Scenario 3 requires that all packets sent to/from a WLAN UE are routed via a PDG in a 3GPP network. 
In order to ensure users cannot circumvent routing via a PDG, scenario 3 requires routing policy enforcement to be implemented in the 3GPP-WLAN interworking system and for the WLAN UE not to be involved in such a process.

5.9.1 Policy Enforcement in the WLAN AN
When operating in scenario 3, the WLAN AN needs to ensure that all packets sent to/from a WLAN UE are routed to the interworking VPLMN.

5.9.2 Enforcement in the last hop router

When operating in scenario 3, the operator of the last hop router (either the WLAN AN or VPLMN) needs to ensure that users cannot circumvent routing through the PDG by re-configuring their IP address.

5.9.3 Policy Enforcement in the HPLMN

When operating in scenario 3 and the HPLMN decides that access is via a PDG in the HPLMN, the HPLMN shall be able to provide the VPLMN with suitable policy enforcement information. 
5.9.4 Policy Enforcement in the VPLMN

When operating in scenario 3, the VPLMN shall be able to implement policy enforcement on traffic sent to/from a WLAN UE according to policy enforcement information provided by the HPLMN.


/***** end of changes to new section 5.9 ****/
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