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1 Problem

In WLAN it is possible that a user can have multiple active Tunnels to different WAPNs (Multiple UE-initiated tunnels). If there exists simultaneous connections to a private network (e.g. a corporate intranet) and to a public network (e.g. internet connection), there is the possibility of the UE becoming a router or application layer proxy for data from the Internet on to the private network. 

This could potentially enable someone on the Internet to attach to the innocent user’s computer and from there attach to the corporate Intranet causing such havoc as real time stealing/modification/deletion of confidential information, run a port scan on addresses and then subsequently run DoS attacks on specific services (e.g. intranet web servers) etc.
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Figure 1: The red line shows the possible flow of data between a public network (Internet) and a private network (corporate Intranet) if both are connected to by the user at the same time. 

Note 1: There is the possibility that only 1 PDG is involved, rather than 2 as shown. 

Many companies already have IT policies in place which for example prohibit connecting one's computer to the company LAN at the same time as dialling into an ISP. But with 3GPP-WLAN interworking, the user may unwittingly connect to both a private and public network for a number of reasons:

· There are no cables for the user to see to remind them to disconnect, say, an Ethernet cable before connecting a phone/ISDN cable as they normally would;

· their understanding of 3GPP-WLAN Interwokring may be such that they think only one connection can exist at any given time and the previous connection to say, the Internet, will be automatically torn down before connecting to their corporate intranet;

· they forget to disconnect from the Internet first, before establishing a connection to their corporate intranet.

2. 5.5.3 UE-Initiated Tunnelling
In UE-initiated tunnelling, the UE initiates the establishment of tunnels and may be involved in packet encapsulation/decapsulation. The detailed mechanism is FFS and outside the scope of this document, however, the following steps are performed on WLAN session set-up:

1. EAP authentication between UE and 3GPP AAA Server. A WAPN may be transmitted as part of the end-to-end signalling. The WAPN indicates that the UE wishes to use UE-initiated tunnelling.

2. The 3GPP AAA server decides that UE-Initiated tunnelling shall be used for this session.

3. Filtering attributes may be needed in order to enable the WLAN to enforce that the UE tunnels all traffic as required. Filtering attributes may be transmitted from 3GPP AAA Server to WLAN over the Wr reference point. The WLAN sets up appropriate packet filters.

The tunnel establishment is not coupled to WLAN session establishment. The UE may establish several tunnels in order to access several IP network simultaneously. The HPLMN shall be able to prohibit the establishment of simultaneous tunnels according to subscription. The actual IP network selection is performed as part of the establishment of each tunnel. Tunnel establishment and tunnelling may be performed for example using Mobile IP.

2 Proposal

It is proposed to include the above text in the TS 23.234.
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