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1 Introduction

This contribution discusses the W-APN role and its usage in the WLAN-3GPP Interworking system.

In TS 23.234 v.1.7.0 Section “5.5. IP Network Selection” reads:

“The UE can connect to different IP networks, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. The user may indicate a preferred IP network with a WLAN Access Point Name (WAPN). The relationship between WAPN and the GPRS APN is FFS.”

WLAN-3GPP Interworking architecture is different to the GPRS architecture. WLAN-3GPP Interworking architecture is Home based while GPRS is Visited based.  Not necessarily, applying the exactly the same GPRS APN concept is the better solution for WLAN-3GPP Interworking as we will be trying to tailor it to a different architecture.

Better approach is to try to find what it is really needed for WLAN-3GPP IW when establishing a UE-Initiated tunnel to provide Scenario 3 type of services.

W-APN is the tool for the UE to know in which PDGW is the Wi interface that must be used in order to deliver the service the user wants to get.

· W-APN does not define a PDGW, because a PDGW could support several W-APN

· W-APN does not define a service, because W-APN could refer to a set of services available behind the W-APN

In that sense, W-APN is having similar functionality that GPRS-APN. 

But we have to remember that there is not intermediate entity like the SGSN in VPLMN in GPRS system in the WLAN-3GPP Interworking system. SGSN is the entity in charge of resolving GGSN IP address based on GPRS APN, but in WLAN-3GPP Interworking system this entity does not exist. 

2 W-APN as FQDN

When the UE/user want to get 3GPP-Based services, it needs to know what is the gateway or PDGW to access those, in order to establish an UE-Initiated tunnel to the PDGW.

W-APN can be a FQDN that identifies the PDGW from where the user will be have access a service.  There will be predefined DNS name for the pool of PDGWs in PLMNs. The DNS names are comprehensive names that can be associated with services or a set of services that the UE user can identify with set of services.

The list of FQDN W-APN can be made available in terminals. Therefore, the DNS query over the FQDN W-APN performed by the UE will have as outcome the PDGW IP address that should be used in order to receive the service.  UE can set-up an UE-Initiated tunnel, as it is aware of the IP address of the tunnel endpoint.

3 W-APN in tunnel setup signalling

Once the UE is aware of PDGW IP Address, it can start the UE-Initiated tunnel set-up. Within the UE-Initiated tunnel set-up between UE and PDGW there should be signalling to: 

1. Authenticate the user that is trying to access the PDGW

2. Authorisation for the user in PDGW

In point 1. PDGW gets the user authentication parameters e.g. based somehow in (U)SIM. PDGW downloads the subscriber profile e.g. requesting it to HSS via 3GPP AAA Proxy.

In point 2. signalling should carry W-APN to the PDGW, in order to verify the requested W-APN with the subscriber profile.

4 Problems in using the AAA infrastructure for the UE-Initiated Tunnel Establishment

It is already stated in TS23.234 that UE-Initiated Tunnel establishment should not be coupled to the prior WLAN session establishment.

The UE-Initiated tunnel set-up signalling should not be based in the prior WLAN session establishment.  Therefore, the authentication performed over Wr interface should be totally decoupled and independent of the UE-Initiated Tunnel.   

This means that always there is an initial WLAN Session establishment where the user authenticates and will get IP connectivity. After that process, UE can start a UE-Initiated Tunnel establishment, but in any case the W-APN should not be carried in any kind of EAP packet, because this will trigger WLAN session re-authentication.  

There are mainly disadvantages in linking the UE-Tunnel Establishment authentication/authorisation to the WLAN access authentication.

· UE- PDGW tunnel should have independent lifetime compared to the WLAN access authentication.  E.g. the UE-Initiated tunnel should be able to be kept when switching between APs, or e.g. if the UE switches between WLAN APs in the middle of a tunnel establishment

· Linking both authentications would not allow the operator to provide secure IP connection based on the UE-Initiated tunnel, for other accesses that just the WLAN in 3GPP-WLAN IW

Therefore, it is seen as more convenient not to carry all the UE-Initiated set-up signalling over Wr. Carrying the tunnelling set-up signalling directly between the UE and PDGW, following the same path as the actual data tunnel will be using is simpler and actually is the way how normally tunnels are established.

5 Conclusion

********* Start changes in 5.5.3 *************

5.5.3 UE-Initiated Tunnelling


1. 
2. 
3. 

5.5.3.1. Principles

In UE-initiated tunneling, the UE initiates the establishment of tunnels and performs the packet encapsulation/decapsulation.  UE/user perfomrs the PDGW selection and PDGW is found by its DNS name.

Tunnel establishment and tunnelling is performed with end-to-end Virtual Private Network (VPN) techniques based on IP security, e.g. L2TP over IPsec (RFC 3193).

UE may set up several UE initiated tunnels; potentially to multiple PDGWs. UE initiated tunnel may be run over Site-to-site or/and UE transparent tunnels.

UE-Initiated, HPDG-Terminated Tunnelling shall be supported (at least for the non roaming case).

Routing towards the Home PLMN in the Visited PLMN, as well as its impacts on the WLAN AN, are for further study.


























































