TSG-SA WG2 WLAN Adhoc
S2-031624

Oslo, Norway

28th -30th, April 2003
Source:
HP

Title:
Summary of Seoul WLAN Coffee Talk 
Agenda Item:
?

Document for:
Discussion & Decision

Introduction

Several delegates: Telenor, Orange, Panasonic, HP, Mobility Networks, and others discussed the current tunnelling options during a “coffee talk” in Seoul, and were able to reach a general consensus based on current discussions and understandings.  This document captures that consensus.
Background
The discussions centered on the following diagram:









This diagram contains network elements that may not be used in all situations discussed below.  It also lacks the 3GPP AAA Servers in both the home and visited network… but these are both key elements in the discussion below.

Discussion

The “coffee talk” group discussed the operation of the elements above in the following cases, ranked in priority order:

1. UE sends data directly back to the Home Network from the Wireless LAN

2. UE sends data to the Visited Network Border Gateway, and the Border Gateway sends it to the Home Network Data Packet Gateway.

3. UE sends data through the Visited Network Border Gateway and then to the Visited Network Packet Data Gateway.

4. UE send to both the Visited Network and the Home Network Packet Data Gateway at the same time.

5. UE is restricted from sending data directly from the WLAN to any source other than the Home Data Packet Gateway or the Visited Network Boarder Gateway.

Note: The first 4 items were agreed at the talk.  The relative position of the last item is the author’s. 

The message flows for each scenario were discussed.  Common to each scenario is the use of the EAP-SIM authentication already agreed for Scenario 2.  Parameters are assumed to be passed back from the Home 3GPP AAA server to the UE which are used for the rest of the processing.  The Home 3GPP AAA will also send parameters to the Home Packet Data Gateway, and the Visited Network 3GPP AAA server, which will then send parameters to the Visited Border Gateway and the Visited Packet Data Gateway, as necessary.    Coordination of this “registration” process is done by the Home 3GPP AAA Server; the Visited 3GPP AAA Server will be responsible for resource control in the Visited Network (i.e. route the messages to the correct elements in the visited network).

In the first situation, the UE is authenticated, the WLAN is notified the UE is authenticated, and the UE is provided with an IP address where it may route data packets to the Home Network.  This IP address will actually be for the Home Packet Data Gateway, but the UE is not aware of this fact.  The WLAN allocates the UE the local address.  The UE will also be provided the IP address which is used by the Packet Data Gateway for this user’s packets.  The PDG is provided with the UE’s address, so it will expect these packets, and discard unauthorized packets from other WLAN users. Keying material is also provided between the UE and the PDG so that the data can be encrypted.

In the second situation, the UE is authenticated, the WLAN is notified the UE is authenticated, and the UE is provided with an IP address to the Visited Network Border Gateway.  The Border Gateway is provided with the address of the UE, and the address of the Home Network PDG.  The Home PDG is provided with the address of the Border Gateway (this may not be necessary if the Visited Network is trusted).  The Home PDG and the UE are provided with the keying materials for the packet, but NOT the Border Gateway.   The Border Gateway will take the packets from the UE, set the Destination address to the Home Network PDG and Source as the Border Gateway, and ship the packets.  Packets from the PDG have the opposite processing in the Border Gateway.

The assumption all the charging materials are outside the encrypted part of the pack is a MAJOR assumption. It is accepted by several delegates ONLY IF all relevant charging and QoS issues can be resolved based on un-encrypted information in the packet.  Several other delegates assure this is the case, and it is taken as a working assumption at this point.  (The “encrypted/unencrypted” packet can also be viewed as the difference between Tunneling Options 5 and 8.)

Another assumption in the second situation is that the Home Network will NOT allow the UE to go to the Home Network directly.  Packets sent by a UE to the Home Network (perhaps based on an old address) should be rejected.  The Home PDG should only expect packets from the Visited PDG, and so this ability should flow naturally.

In the third situation, the situation is the same, except that the Packet Data Gateway is located in the Visited Network, and the Visited Network 3GPP AAA server is involved in sending messages to the PDG as well as the Border Gateway.  The data received by the Visited PDG (including the keying materials) is the same.

In the fourth situation, the Border Gateway is enhanced to be able to send packets to both the Visited PDG and the Home PDGs at the same time.  It is also possible that multiple PDGs will exist in either the home or visited network.

The fifth situation is a case where the operator not only wants to allow access to the resources in the Home PLMN, but also wants to RESTRICT access outside the Home PLMN.  The operator may wish to re-use the Policy Determination Function (PDF) that is part of the IMS, and provide a “uniform” user experience.  This creates a need to disallow the path shown in the original diagram from the WLAN AP to  “CNN.COM”.

Doing this creates a need to place a requirement on the WLAN to ONLY send packets from the UE to the Visited Network Border Gateway or the Home Network Packet Data Gateway.  This may require be accomplished in several ways:

1. The UE is given an address that distinguishes it as only going to a specific PDG or BG.  The WLAN DHCP would have to control this, or the EAP messaging may be able to assign the address (with some care… or else it may conflict with other subscribers).    Static routing tables could be used route back to the correct network (i.e. a site tunnel).

2. The UE is given an address, and a router is dynamically updated to route this specific address only to one other address (dynamic router update by the Carrier on the WLAN network).

3. A separate device is used outside the router as a filter, and is programmed dynamically by the Carrier (new network element supplied to the WLAN network, and programmed by the Carrier).

It should be noted that this is the only situation where the WLAN is modified, and then only if this is an option required by the operator.

Issues

The following issues should be noted:

1. It may be necessary to de-encrypt a packet in the Border Gateway if required for charging or QoS processing.

2. Sending the encrypted packet from the Border Gateway to the Home PDG requires the Home PDG use the same protocol as sent from the UE.  This would disallow a potentially “nice” solution where the Border Gateway re-packages a packet as part of a GTP tunnel, and sends the result to an existing GGSN.

3. The requirement to prohibit direct access to the Internet at large has impacts on the allocation of DHCP addresses (for many of the solutions), and other complications.

Proposal

It should be possible based on this new understanding to agree to this high level breakdown of the network, specifically:

1. UE

2. WLAN

3. Visited Border Gateway

4. Home Packet Data Gateway

5. Visited Packet Data Gateway

6. Home 3GPP AAA Server

7. Visited 3GPP AAA Server

Used as described above, and to work on complete functional breakdown based on this discussion.  Furthermore, it should be possible to use the priority of the situations discussed above to guide the work at the WLAN Adhoc in Oslo.
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