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1
Introduction

The tunneling and authorization is under discussion from a long time. We would like to add some additional considerations taking into account what it is presently done by GPRS.

Let’s consider the 3G case.

The services to the end-users are provided by means of PDP Context and the APN. Let’s resume how the services are provided by GPRS/UMTS. 

First of all, the users are authenticated in order to gain the access to the mobile network. During this process the user profile is downloaded from the HLR to the SGSN at which the user is connected/registered. The user profile contains the list of APNs subscribed by the user, or the wildcard APN. For each APN, the PDP Type, PDP Address, APN, VPLMN Address Allowed, GGSN-list and QoS Subscribed parameters areprovided.

Then, when the user wants to have the access to a given service, he selects the service on the handset, which triggers the Activate PDP context Request with the APN associated to the requested service. The SGSN, which receives the request, verifies if the APN belongs to the APN list within the user profile. If the APN is included then the mechanisms for GGSN discovering, the IP address assignment, etc start. While, in the case that the user profile contains the APN wildcard, the SGSN accept APN send by the user. 

In roaming scenario, the standards define two configurations for interconnection of the user within the VPLM:

· The user traffic flows via the GGSN within the VPLMN

· The user traffic flows via the GGSN within the HPLMN

The selection of one of the two configurations depends on user profile and from the structure of APN sends by the UE. In fact the flag VPAA (Visited PLMN Address Allowed) contained within the user profile indicates if the user is enabled to have access to the service via the V-GGSN or the H-GGSN, i.e. if the user can access to the service provided by the VPLMN or HPLMN. Moreover the VPLMN and HPLMN have to agree the APN in order to allow the access to the service in the VPLMN. 

We can consider the whole process associated to the APN as an authorization procedure, in fact the user requests the access to the service and the network verify if he has or has not the right to user such service. 

So, in the case of GPRS the user is authenticated and the standards define a procedure, which allows the access to service of both HPLMN and VPLMN on a per-service basis. The network operators have the instruments to implement the solution that they prefer and they have the capability to enable the user capability differently.

Now let’s consider the WLAN interworking case.

From the point of view of network operator, the same scenarios should be applicable, since no particular reasons can be seeing against this approach approved many years ago for. Hence the 3GPP standards should define procedures, which respect the following requirements:

· The authorization phase, i.e. the to the phase in which the network verify that the user have the rights to have access to the service (on the basis of the Subscriber Data) and assign an IP address to the UE, should be separated by authentication phase, in order to leave the flexibility to the UE to access at the same time to the Home and the Visited PS services

· The network operators involved in roaming (both the home and the visited) should enable or disable the access to the VPLMN or HPLMN service by the user in roaming, so that the MT can in principle access to both HOME or VISITED 3GPP network.

· The Visited 3GPP network should be able to understand what kind of service the MT is receiving in case that the user is accessing to the services of the Home network for example for policy and charging reasons.

· The User should be able to negotiate the QoS parameters with the Home (or the Visited) Network and the HPLMN should be able to enforce the policy to the VPLMN, and hence from the VPLMN to the WLAN AN.

2
Conclusion and proposal

Hence, considering the open discussion related to WLAN interworking, we can conclude that:

· The APN approach should be used for WLAN interworking, consequently the interworking procedures should fulfill the similar requirements

· The 3GPP standards should define procedures that allow to have access to services in both VPLMN and HPLMN

· The network operators should be able to implement the solution that they prefer on a per-user basis

· Independently from tunnel type, the tunnel end-point should be within both the VPLMN and HPLMN accordingly to point of access to the service, i.e. the tunnel end-point should be selected per-services basis or APN basis. Furthermore the network operators involved in roaming should be able to select the solution, which fulfill their own requirements.

The amendments hereafter are proposed.

--------------------------- 1st revision ---------------------------------

Service Selection

The end to end signalling shall include means for delivering encrypted service selection information from the UE to the 3GPP AAA server. The service selection information contains APN and may contain  External Protocol Configuration Options as they are defined in 3GPP TS 24.008. The provision of the service requested by the UE shall be authorized by the 3GPP AAA server.  Before admitting the user to access WLAN and before providing services to the UE, 3GPP AAA server shall verify users subscription to the indicated APN against the subscriber profile retrieved from HSS.
Transportation of Authorization signaling. WLAN authorization signaling shall be transported  between WLAN and 3GPP Network by a suitable mechanism, which are independent on the specific WLAN technology utilized within WLAN Access Network (e.g. EAP protocol). The authorization signaling transport protocol is defined by TS [CN WID on WLAN interworking].
-------------------------- end of 1st revision -------------------------------------------------------

The service authorization, as described in the main body of the contribution, implies the selection of the network from which the service is provided, i.e. the equivalent of Gi interface. As consequence, the IP address and type of tunnel is selected.

--------------------------- 2st revision ---------------------------------

5.5 Service authorisation
Note that Service authorization is only applicable in scenario 3. Scenario 2 offers direct connection from the WLAN network to Internet/intranet.
The UE can connect to different IP networks according to the requested, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. When the user request the access to a service may indicate a preferred IP network with an WLAN Access Point Name (WAPN). The relationship between WAPN and the GPRS APN is FFS.

A WAPN is transmitted from the UE to the 3GPP AAA server in the end-to-end authorization signalling. The 3GPP AAA server decides the network type of IP connectivity based on the WAPN and user’s subscription information. The #3GPP AAA server choices are:

1. No tunnelling

2. UE-transparent tunneling

3. UE-initiated tunneling

The network side tunnel end-point should be within the home network or the visited network according to the point of service access, i.e. the home network for access to home services and the visited network for access to visited services. 

These cases are described below.

--------------------------- end of 2st revision ---------------------------------

--------------------------- 3rd revision ---------------------------------

7.1
Authentication 
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Figure 7.1
Authentication procedure

1.
WLAN connection is established with a Wireless LAN technology specific procedure (out of scope for 3GPP). 

2.
The EAP authentication procedure is initiated in WLAN technology specific way. 

All EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology specific protocol.

All EAP packets are transported over the Wr reference point encapsulated within Diameter messages as specified in Diameter EAP application .

[Editors note:  Diameter Extensible Authentication Protocol  (EAP) Application is work in progress in IETF [draft-ietf-aaa-eap-00.txt]] 

A number of EAP Request EAP Response message exhanges is executed between 3GPP AAA Server and UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4
Subscribers WLAN related profile is retrieved from HSS. This profile includes, e.g. the authorisation information  and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5
   
6
If the EAP authentication was successful, then 3GPP AAA Server sends Diameter Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success messge, keying material derived from the EAP authentication to the WLAN.

WLAN stores the keying material and authorisation information to be used in communication with the authenticated UE.

7
WLAN informs the UE about the successful authentication with the EAP Success message. 

8
3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity.  This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.

7.2 Service Authentication

See contribution S2-03YZX

--------------------------- end of 3rd revision ---------------------------------

Appendix: Information regarding info stored in HLR, SGSN and GGSN

HLR

IMSI is the prime key to the subscription data stored in the HLR. There may be several sets of GPRS subscription data per IMSI. This is illustrated in Figure 1.
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Figure 1: Subscription Data

As Figure 93 indicates, the GPRS subscription data is at the same level as basic services. Each PDP subscription is seen as a basic service. Supplementary services are provisioned as part of the overall subscription. Activation of SSs is either at the basic service level (SS1) or at the overall subscription level (SS2).

Table 5 shows the GPRS subscription data contained in the HLR.

Table 1: HLR GPRS Subscription Data

	Field
	Description

	IMSI
	IMSI is the main reference key.

	MSISDN
	The basic MSISDN of the MS.

	SGSN Number
	The SS7 number of the SGSN currently serving this MS.

	SGSN Address
	The IP address of the SGSN currently serving this MS.

	Subscribed Charging Characteristics
	The charging characteristics for the MS, e.g. normal, prepaid, flat-rate, and/or hot billing subscription.

	Trace Reference
	Identifies a record or a collection of records for a particular trace.

	Trace Type
	Indicates the type of trace, e.g. MSC/BSS trace, HLR trace, and/or SGSN/GGSN/BSS trace.

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).

	SMS Parameters
	SMS-related parameters, e.g. operator-determined barring.

	MS PS Purged for GPRS
	Indicates that the MM and PDP contexts of the MS are deleted from the SGSN.

	MNRG
	Indicates that the MS is not reachable through an SGSN, and that the MS is marked as not reachable at the SGSN and possibly at the GGSN.

	GGSN‑list
	The GSN number and optional IP address pair related to the GGSN that shall be contacted when activity from the MS is detected and MNRG is set. The GSN number shall be either the number of the GGSN or the protocol-converting GSN as described in the clauses "MAP-based GGSN ‑ HLR Signalling" and "GTP and MAP-based GGSN ‑ HLR Signalling".

	GPRS‑CSI
	Optional GPRS CAMEL subscription information, see 3GPP TS 23.016

	MG-CSI
	Optional Mobility Management for GPRS CAMEL subscription information, see 3GPP TS 23.016.

	PDP Context Identifier
	Index of the PDP context.

	PDP Type
	PDP type, e.g. PPP or IP.

	PDP Address
	PDP address, e.g., an IP address. This field shall be empty if dynamic addressing is allowed.

	Access Point Name
	A label according to DNS naming conventions describing the access point to the packet data network.

	QoS Profile Subscribed
	The quality of service profile subscribed. QoS Profile Subscribed is the default level if a particular QoS profile is not requested. . QoS Profile Subscribed is also the maximum QoS per PDP context to the associated APN.

	VPLMN Address Allowed
	Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.

	PDP context Charging Characteristics
	The charging characteristics of this PDP context, e.g. normal, prepaid, flat-rate, and/or hot billing.

	ODB for PS parameters
	Indicates that the status of the operator determined barring for packet oriented services.


13.2
SGSN

SGSN maintains MM context and PDP context information for MSs in the STANDBY, READY, PMM‑IDLE, and PMM‑CONNECTED states.  Table 6 shows the context fields for one MS.

During the Intersystem Change, when new Authentication and Key Agreement is not performed, the KSI in the new 3G-SGSN shall be assigned the value of the CKSN, which has been sent by the MS. Similarly, in the new 2G-SGSN, when AKA does not take place, the CKSN shall be assigned the value of the KSI, which has been sent by the MS.

Table 2: SGSN MM and PDP Contexts

	Field
	Description
	A/Gb mode
	Iu mode

	IMSI
	IMSI is the main reference key.
	X
	X

	MM State
	Mobility management state, IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, or PMM‑CONNECTED.
	X
	X

	P‑TMSI
	Packet Temporary Mobile Subscriber Identity.
	X
	X

	P‑TMSI Signature
	A signature used for identification checking purposes.
	X
	X

	IMEI
	International Mobile Equipment Identity
	X
	X

	MSISDN
	The basic MSISDN of the MS.
	X
	X

	Routeing Area
	Current routeing area.
	X
	X

	Cell Identity
	Current cell in READY state, last known cell in STANDBY or IDLE state.
	X
	

	Cell Identity Age
	Time elapsed since the last LLC PDU was received from the MS at the SGSN.
	X
	

	Service Area Code
	Last known SAC when initial UE message was received or Location Reporting procedure was executed.
	
	X

	Service Area Code Age
	Time elapsed since the last SAC was received at the 3G‑SGSN.
	
	X

	VLR Number
	The VLR number of the MSC/VLR currently serving this MS.
	X
	X

	New SGSN Address
	The IP address of the new SGSN where buffered and not sent N‑PDUs should be forwarded to.
	X
	X

	Authentication Vectors
	Authentication and ciphering parameters (authentication triplets or quintets)..
	X
	X

	Kc
	Currently used A/Gb mode ciphering key.
	X
	2)

	CKSN
	Ciphering key sequence number of Kc.
	X
	2)

	Ciphering algorithm
	Selected ciphering algorithm.
	X
	X

	CK 
	Currently used Iu mode ciphering key.
	1)
	X

	IK 
	Currently used Iu mode integrity key.
	1)
	X

	KSI
	Key Set Identifier.
	1)
	X

	MS Radio Access Capability
	MS radio access capabilities.
	X
	

	MS Network Capability
	MS network capabilities.
	X
	X

	DRX Parameters
	Discontinuous reception parameters.
	X
	X

	MNRG
	Indicates whether activity from the MS shall be reported to the HLR.
	X
	X

	NGAF
	Indicates whether activity from the MS shall be reported to the MSC/VLR.
	X
	X

	PPF
	Indicates whether paging for PS and CS services can be initiated.
	X
	X

	Subscribed Charging Characteristics
	The charging characteristics for the MS, e.g. normal, prepaid, flat-rate, and/or hot billing subscription.
	X
	X

	Trace Reference
	Identifies a record or a collection of records for a particular trace.
	X
	X

	Trace Type
	Indicates the type of trace.
	X
	X

	Trigger Id
	Identifies the entity that initiated the trace.
	X
	X

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).
	X
	X

	SMS Parameters
	SMS-related parameters, e.g. operator-determined barring.
	X
	X

	Recovery
	Indicates if HLR or VLR is performing database recovery.
	X
	X

	Radio Priority SMS
	The RLC/MAC radio priority level for uplink SMS transmission.
	X
	

	GPRS‑CSI
	Optional GPRS CAMEL subscription information, see 3GPP TS 23.016
	X
	X

	MG-CSI
	Optional Mobility Management for GPRS CAMEL subscription information, see 3GPP TS 23.016.
	X
	X

	ODB for PS parameters
	Indicates that the status of the operator determined barring for packet oriented services.
	X
	X

	Each MM context contains zero or more of the following PDP contexts:

	PDP Context Identifier
	Index of the PDP context.
	X
	X

	PDP State
	Packet data protocol state, INACTIVE or ACTIVE.
	X
	X

	PDP Type
	PDP type, e.g. PPP or IP.
	X
	X

	PDP Address
	PDP address, e.g. an IP address.
	X
	X

	APN Subscribed
	The APN received from the HLR.
	X
	X

	APN in Use
	The APN currently used. This APN shall be composed of the APN Network Identifier and the APN Operator Identifier.
	X
	X

	NSAPI
	Network layer Service Access Point Identifier.
	X
	X

	TI
	Transaction Identifier.
	X
	X

	TEID for Gn/Gp
	Tunnel Endpoint Identifier for the Gn and Gp interfaces.
	X
	X

	TEID for Iu
	Tunnel Endpoint Identifier for the Iu interface.
	
	X

	GGSN Address in Use
	The IP address of the GGSN currently used.
	X
	X

	VPLMN Address Allowed
	Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
	X
	X

	QoS Profile Subscribed
	The quality of service profile subscribed.
	X
	X

	QoS Profile Requested
	The quality of service profile requested.
	X
	X

	QoS Profile Negotiated
	The quality of service profile negotiated.
	X
	X

	Radio Priority
	The RLC/MAC radio priority level for uplink user data transmission.
	X
	

	Packet Flow Id
	Packet flow identifier.
	X
	

	Aggregate BSS QoS Profile Negotiated
	The aggregate BSS quality of service profile negotiated for the packet flow that this PDP context belongs to.
	X
	

	Send N‑PDU Number
	SNDCP sequence number of the next downlink N‑PDU to be sent to the MS.
	X
	

	Receive N‑PDU Number
	SNDCP sequence number of the next uplink N‑PDU expected from the MS.
	X
	

	GTP‑SND
	GTP‑U sequence number of the next downlink N‑PDU to be sent to the MS.
	X
	X

	GTP‑SNU
	GTP‑U sequence number of the next uplink N‑PDU to be sent to the GGSN.
	X
	X

	PDCP‑SND
	Sequence number of the next downlink in-sequence PDCP‑PDU to be sent to the MS.
	
	X

	PDCP‑SNU
	Sequence number of the next uplink in-sequence PDCP‑PDU expected from the MS.
	
	X

	Charging Id
	Charging identifier, identifies charging records generated by SGSN and GGSN.
	X
	X

	PDP Context Charging Characteristics
	The charging characteristics of this PDP context, e.g. normal, prepaid, flat-rate, and/or hot billing.
	X
	X

	RNC Address in Use
	The IP address of the RNC/BSC currently used.
	
	X


The information marked with a "1)" in table 6 may be maintained if authentication is performed by the UMTS authentication procedure.

The information marked with a "2)" in table 6 may be maintained if authentication is performed by the GSM authentication procedure.

13.3
GGSN

GGSN maintains activated PDP contexts. Table 7 shows the PDP context fields for one PDP Address.

Table 3: GGSN PDP Context

	Field
	Description

	IMSI
	International Mobile Subscriber Identity.

	NSAPI
	Network layer Service Access Point Identifier.

	MSISDN
	The basic MSISDN of the MS.

	PDP Type
	PDP type; e.g. PPP or IP.

	PDP Address
	PDP address; e.g. an IP address.

	Dynamic Address
	Indicates whether PDP Address is static or dynamic.

	APN in Use
	The APN Network Identifier currently used.

	TEID
	Tunnel Endpoint Identifier.

	TFT
	Traffic flow template.

	QoS Profile Negotiated
	The quality of service profile negotiated.

	SGSN Address
	The IP address of the SGSN currently serving this MS.

	MNRG
	Indicates whether the MS is marked as not reachable for PS at the HLR.

	Recovery
	Indicates if the SGSN is performing database recovery.

	GTP‑SND
	GTP‑U sequence number of the next downlink N‑PDU to be sent to the SGSN.

	GTP‑SNU
	GTP‑U sequence number of the next uplink N‑PDU to be received from the SGSN.

	Charging Id
	Charging identifier, identifies charging records generated by SGSN and GGSN.

	Charging Characteristics
	The charging characteristics for this PDP context, e.g. normal, prepaid, flat-rate, and/or hot billing.

	Trace Reference
	Identifies a record or a collection of records for a particular trace.

	Trace Type
	Indicates the type of trace.

	Trigger Id
	Identifies the entity that initiated the trace.

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).


If a PDP context is enabled for network-requested PDP context activation, then IMSI, PDP Type, PDP Address, SGSN Address and MNRG contain valid information also when the PDP context is inactive and when the MS is GPRS-detached.

13.4
MS

Each MS supporting GPRS maintains MM and PDP context information in IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, and PMM‑CONNECTED states. The information may be contained in the MS and the TE. Table 8 shows the MS context fields.

Table 4: MS MM and PDP Contexts

	Field
	SIM
	Description
	A/Gb mode
	Iu mode

	IMSI
	G, U
	International Mobile Subscriber Identity.
	X
	X

	MM State
	
	Mobility management state, IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, or PMM‑CONNECTED.
	X
	X

	P‑TMSI
	G, U
	Packet Temporary Mobile Subscriber Identity.
	X
	X

	P‑TMSI Signature
	G, U
	A signature used for identification checking purposes.
	X
	X

	Routeing Area
	G, U
	Current routeing area.
	X
	X

	Cell Identity
	
	Current cell.
	X
	

	Kc
	G
	Current A/Gb mode ciphering key.
	X
	2)

	KSI / CKSN
	G, U
	Key Set Identifier for IK Next, CK Next / key sequence number of Kc.
	X
	X

	Ciphering algorithm
	
	Selected ciphering algorithm.
	X
	X

	CK
	
	Currently used Iu mode ciphering key.
	1)
	X

	CK Next
	U
	Iu mode ciphering key to be used after the next security mode command.
	1)
	X

	IK
	
	Currently used Iu mode integrity key.
	1)
	X

	IK Next
	U
	Integrity key to be used after the next security mode command.
	1)
	X

	MS Radio Access Capability
	
	MS radio access capabilities.
	X
	X

	UE Capability
	
	UE radio capabilities.
	
	X

	MS Network Capability
	
	MS network capabilities.
	X
	X

	DRX Parameters
	
	Discontinuous reception parameters.
	X
	X

	Radio Priority SMS
	
	The RLC/MAC radio priority level for uplink SMS transmission.
	X
	

	Each MM context contains zero or more of the following PDP contexts:

	PDP Type
	PDP type, e.g. PPP or IP.
	X
	X

	PDP Address
	PDP address; e.g. an IP address.
	X
	X

	PDP State
	Packet data protocol state, INACTIVE or ACTIVE.
	X
	X

	Dynamic Address Allowed
	Specifies whether the MS is allowed to use a dynamic address.
	X
	X

	APN Requested
	The APN requested.
	X
	X

	NSAPI
	Network layer Service Access Point Identifier.
	X
	X

	TI
	Transaction Identifier.
	X
	X

	QoS Profile Requested
	The quality of service profile requested.
	X
	X

	QoS Profile Negotiated
	The quality of service profile negotiated.
	X
	X

	TFT
	Traffic flow template.
	X
	X

	Radio Priority
	The RLC/MAC radio priority level for uplink user data transmission.
	X
	

	Packet Flow Id
	Packet flow identifier.
	X
	

	Send N‑PDU Number
	SNDCP sequence number of the next uplink N‑PDU to be sent to the SGSN.
	X
	X

	Receive N‑PDU Number
	SNDCP sequence number of the next downlink N‑PDU expected from the SGSN.
	X
	X

	PDCP‑SND
	Sequence number of the next downlink in-sequence PDCP‑PDU expected from the RNC.
	
	X

	PDCP‑SNU
	Sequence number of the next uplink in-sequence PDCP‑PDU to be sent to the RNC.
	
	X


The information marked with a "1)" in table 8 may be maintained if authentication is performed by the UMTS authentication procedure.

The information marked with a "2)" in table 8 may be maintained if authentication is performed by the GSM authentication procedure.

The information marked with a "U" in table 8 shall be stored in the USIM.

The information marked with a "G" in table 8:

-
shall be stored in the GSIM if the connected SIM is GPRS-aware; and

-
may be stored in the ME after GPRS detach if the connected GSIM is not GPRS-aware.

If the GSIM is GPRS service-aware, then the IMSI, P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, and CKSN stored in the GSIM shall be used for GPRS services.

If the GSIM is not GPRS service-aware, the P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, and CKSN stored in the ME shall be used if and only if the IMSI stored in the GSIM is identical to the IMSI image maintained in the ME. If the IMSI stored in the GSIM is different from the IMSI image in the ME, the IMSI image in the ME shall not be used, and the MS shall identify itself with the IMSI stored in the SIM when performing a GPRS attach. IMSI, P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, and CKSN may be stored in the ME after the GPRS attach has been successfully performed.

When using a USIM, the IMSI, P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, CK Next, IK Next, and CKSN / KSI stored in the USIM, and the CK and IK stored in the ME, shall be used for GPRS services.
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