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1 Introduction

This contribution proposes UE-Initiated tunnel requirements that the selected protocol should meet.

2 5.5.3.2 UE-Initiated Tunnel Requirements

The requirements that an UE-Initiated tunnel protocol should meet are:

· Minimum requirements to the underlying IP connectivity network, i.e. UE initiated tunnelling and tunnel establishment signalling can be deployed on top of generic IP connectivity networks

· Minimum impacts to the WLAN

· Support for authentication of the user and authorisation within the tunnel establishment signalling

· Mutual authentication for both tunnel end-points shall be possible
· Tunnel IP configuration of the UE may be obtained from/through the remote tunnel endpoint
· Set-up secure tunnels between UE and remote tunnel endpoint. Especially support encryption and integrity protection during tunnel establishment and while transporting user data packets
· It shall be possible to transport IPv4 packets through the tunnel, furthermore IPv6 transport should be ensured in order to support IMS services even if the WLAN AN or intermediate networks support only IPv4
· The tunnel protocol shall be able to support IPv4 and IPv6 transport addresses. In case of IPv4, it shall be able to support public and private transport IP addresses
· The protocol should be fully specified in 3GPP to enable multivendor inter-operability

· Legacy operating systems, e.g. on laptops, PDAs or mobile phones, should support the selected tunnel protocol 

3 Conclusion

We propose to add the new subheader 5.5.3.2 with above mentioned requirements to section 5.5.3 in TS 23.234 v1.7.0.


























































