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1 Introduction

At SA#58 a WID [1] was approved in order to specify a Proximity Services feature.  This Proximity Services feature includes the functions of Discovery and Communication.  The uses cases described in [2] identify different scenarios for Proximity services.  One group of such cases, for public safety users, involves UE-to-UE communication in the absence of network coverage.
This looks at the possible ProSe access scenarios and highlights those possible in the absence of network coverage.  The paper then provides a first consideration of functions normally provided by the 3GPP network that will still be needed in some form or another in the peer-to-peer environment of ProSe.
2 ProSe Scenarios
2.1 Summary of ProSe Access Scenarios

The ProSe service requirements investigated in [2] and to be specified in [3] imply a number of possible scenarios including:

1. UE1 to UE2 in isolation from network.

2. UE1 to multiple UEs isolated from network.

3. UE1 to UE2 with UE2 in network coverage.  Communication only between UEs.

4. UE1 to UE2 with UE2 in network coverage and relaying UE1’s communications to/from the network.

5. UE1 to UE2 with both UEs in network coverage.  Communications between UEs.

6. UE1 to multiple UEs in network coverage. 
Scenarios 1and 2 are public safety only scenarios and are characterised by a total lack of communication with E-UTRAN or EPC at the time that they engage in ProSe communication.

In this paper we will focus on scenarios 1 and 2 in order to highlight issues that must be solved in order for ProSe communication in isolation from an EPS to be possible.  The issues arising from a consideration of “mixed mode” working (i.e. when one or more UEs are in communication with the E-UTRAN network) may be addressed at a later stage when the identification of boundaries and approaches to inter-working has been explored.
It should be noted that the term “isolation” does not mean “not in network coverage”.  Two public safety UEs may be in network coverage but for operational reasons decide to communicate with each other “in isolation” without any communication with their host E-UTRAN network.

2.2 Isolated Access ProSe Scenarios
In this document we are considering only isolated communications (scenarios 1 and 2 in clause 2.1 above). The following call types are identified for these isolated communications scenarios:

· Simple call:   A single UE communicates directly with another UE (one-to-one, full duplex).

· Group call:   A (potentially large) group of UEs communicate directly with each other. At any point in time only one UE can transmit and all other UEs are in receive mode (one-to-many, half-duplex).
· Simultaneous call:   A UE engages in simultaneous calls with a small number of other UEs (multiple one-to-one, full-duplex). 

The three call types for ProSe communication in isolated scenarios are illustrated in Figure 1.
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Figure 1 : Three cases of isolated ProSe communication
An obvious characteristic of such isolated ProSe communication scenarios is the absence of communication with E-UTRA or Core Network entities. In the absence of network entities one or more UEs in an isolated communication scenario will need to perform some of the functions otherwise carried out by the absent network entities.  However, we should recognise that the functional requirements of such peer-to-peer (P2P) scenarios will be much simpler than those required by a full PLMN.
3 Network functions required by a P2P ProSe network

In this paper we will consider which high level functions of the Core Network entities are likely to be required by the isolated ProSe communication scenarios listed above. Note: It is assumed that RAN will perform a similar exercise for E-UTRAN functionality considering radio resource control issues and the access stratum protocols.
From [4] we can identify the following high level functions provided by the CN entities:

· Network Access Control Functions
· Packet Routing and Transfer Functions
· Mobility Management Functions
· Security Functions
· Radio Resource Management Functions
· Network Management Functions
· IP Network Related Functions

· Multimedia Priority Service

3.1 Network access control
3.1.1 Network selection

(E-)UTRAN UEs must currently perform procedures to select a network to access.  These procedures and rules will need to be extended to cover access to E-UTRAN network(s) and to handle the switch to/from ProSe communication.

3.1.2 Authentication and authorisation function

This function performs the identification and authentication of the service requester, and the validation of the service request type to ensure that the user is authorised to use the particular network services. The authentication function is normally performed in association with Mobility Management functions.

By definition the network mobility management entity (MME) and access and authorisation server (HSS) will be absent. Methods of performing P2P authentication and authorisation without concurrent access to network subscriber database will be required.  Such methods may need pre-loaded shared keys.
3.1.3 Admission control function

The purpose of admission control is to determine if the requested resources are available, and then reserve those resources.

A P2P approach to control admission to radio resources will be required. However, since there are no network resources to control, (radio) resource admission control can be addressed by RAN.  

3.1.4 Policy and Charging Enforcement Function

The PCEF encompasses service data flow detection, policy enforcement and flow based charging functionalities as defined in TS 23.203 [5].  SA2 will need to consider which of the following functions will be needed for public safety users engaged in isolated ProSe communication:
· Service Data flow concept

· QoS control

· Subscriber spending limits

· Usage monitoring

· Application detection and control
3.1.5 Lawful Interception

Lawful interception is the action, performed by a network operator / access provider / service provider, of making available certain information and providing that information to a law enforcement monitoring facility.
Again SA2 will need to consider which of the above functions will be required for public safety users engaged in isolated ProSe communication.
3.2 Packet Routing and Transfer Functions
It is assumed that ProSe will be restricted to simple P2P communication and that mesh networking functionality will not be required by ProSe.  Therefore, the packet routing and transfer functionality required in a peer UE should be minimal.

3.3 Mobility Management Functions
The EPS mobility management functions [6] are used to keep track of the current location of a UE. The location of a UE in ECM-IDLE state is known by the network on a Tracking Area List granularity. A UE in ECM-IDLE state is paged in all cells of the Tracking Areas in which it is currently registered. An EMM-REGISTERED UE performs periodic Tracking Area Updates with the network after the expiry of the periodic TAU timer.

Given the P2P nature of isolated ProSe operation the concepts of cells and tracking areas are redundant. Therefore, apart from transition scenarios (to/from E-UTRAN communication) the isolated ProSe UE will be in ECM-IDLE state and may be in EMM_DEREGISTERED state dependent upon the mobile reachable timer. On the face of it there would appear to be no requirement for mobility functions in such a scenario.

However, the ProSe Discovery function may be considered to exhibit some of the features of mobility management.  For instance, once UE1 has discovered UE2, the UE1 may be considered to know the location of UE2 (i.e. it is in the proximity of UE1). This proximity relationship may be considered to be purely P2P, i.e. each UE may discover the proximity of nearby UEs.  However, if one or more UEs were to assume a master status  within a group of mutually discovered UEs, then the master UE may be in a position to perform some mobility management function on behalf of the group, e.g. the master UE might page the other (slave) UEs on setup of a group communication. The need for functions such as paging will depend upon the “connection” model for ProSe.  SA2 will need to consider whether isolated “idle” ProSe UEs will need to perform some form of connection procedure before accessing ProSe resources.
3.4 Security Functions
The requirements for and the provision of the following security functions in a P2P isolated ProSe communication scenario should be considered by SA3:

· Authentication of the UE by the other UEs.
· User identity confidentiality (temporary identification and ciphering).

· User data and signalling confidentiality (ciphering).

· Authentication of the origin of signalling data (integrity protection).
As discussed above (clause 3.1.2) security procedures in the EPS are dependent upon service and subscription data held in the network at the HSS.  In UEs operating in isolated ProSe communication mode the necessary security functions will have to rely solely upon information pre-configured into the USIM, probably using shared key credentials.  Such procedures will need to handle the peer-to-peer nature of the relationship between the two parties involved.
3.5 Radio Resource Management Functions
To support radio resource management in E-UTRAN the MME provides the parameter 'Index to RAT/Frequency Selection Priority' (RFSP Index) to an eNodeB across S1. The RFSP Index is mapped by the eNodeB to locally defined configuration in order to apply specific RRM strategies. Examples of how this parameter may be used by the E-UTRAN:

· to derive UE specific cell reselection priorities to control idle mode camping.

· to decide on redirecting active mode UEs to different frequency layers or RATs.

The MME receives the subscribed RFSP Index from the HSS (e.g., during the Attach procedure). 

There will need to be functionality in the public safety UE for isolated operation in order to derive UE specific ProSe/E-UTRAN selection priorities, possible based upon priorities configured into the handset.  The selection priorities could be configured into the UE at base before leaving for operational duty or could be configured over the EPS while in E-UTRAN coverage.
3.6 Network Management Functions
Congestion control functions constitute part of the EPS network management functions.
A group of public safety UEs engaged in isolated ProSe communication will need to have procedures to deal with congestion / overload of the ProSe spectrum resource (see also clause 3.8). 

3.7 IP Network Related Functions

We assume that for consistency and compatibility with EPS network operation the exchange of user data between isolated UEs using ProSe communication will be via the exchange of IP packets.

Such UEs will need to be assigned static IP addresses through pre-configuration or configuration while connected to the E-UTRAN network.
3.8 Multimedia Priority Service
Multimedia Priority Service (MPS) allows certain subscribers priority access to system resources in situations such as during congestion, creating the ability to deliver or complete sessions of a high priority nature. MPS is based on the ability to invoke, modify, maintain and release sessions with priority, and deliver the priority media packets under network congestion conditions.

An MPS user obtains priority access to the Radio Access Network by using the Access Class Barring mechanism. Consideration will need to be given to how priority public safety users may gain access to isolated ProSe communication resources in spectrum congestion conditions.
4 NAS and IMS Protocols
In the last section of this paper we briefly consider the control plane protocols used between the UE and the Core Network and the IMS:

· Non-Access Stratum

· Connection Management protocol 
(CM)

· Session Management protocol
(SM)

· IP Multimedia Subsystem

· Session Initiation Protocol

(SIP)

4.1 Non-Access Stratum Protocols

According to existing E-UTRAN/EPC protocols a UE establishes connections and sessions with core network entities.  When engaged in isolated ProSe communication the UE will by definition not be communicating with the core network entities.  Nevertheless, ProSe UEs in such a scenario will still need to establish connection(s) with other peer UEs (analogous to mobility management in the EPS).  However, it is considered doubtful whether a protocol analogous to SM will be required for the management of IP connectivity between a pair of isolated ProSe UEs.
4.2 SIP Protocol

In addition to the core network functions identified from [4] the other major aspect of service functionality in an EPS based system that will be absent in the isolated ProSe communication scenario are the network entities of the IP Multimedia Subsystem (IMS). 

The all IP Evolved Packet System does not provide a basic call control function.  In the EPS call control is delegated to IMS which is based upon the Session Initiation Protocol [7].

The SIP protocol supporting call control in the IP Multimedia Subsystem is a client/server based protocol.  Thus in an ad hoc collection (network) of UEs, communicating in a peer-to-peer fashion, a simpler protocol recognising this different relationship will be required.
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