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Introduction

The present Work Item on Core Network Overload (CNO) handling has been triggered by AT&T’s paper on an HLR overload issue due to smart phones, S2-103561.
This paper aims to analyse the problem described in S2-103561 and to identify both, the most critical scenarios which may cause CNO, and potential solutions areas that should be investigated further. The focus of this paper will be on solutions to avoid HLR overload caused by the various user registration procedures (i.e. initial attach and location updating).
S2-103561 blames certain types of smart phones to create HLR overload due to their “aggressive registration algorithms”.

As a symptom it has been observed that a registration typically results in two separate signalling procedures, one between MSC/VLR and HLR and another one between SGSN and HLR, each consisting of 14 messages exchanged. Thus every single procedure creates a rather high message transmission load which by itself has a high potential of failure due to unusual large delays, which lead to repetitions of the entire registration procedure.
This observation is consistent with the specifications:
1) Whether or not RAU and LAU are performed separately or in a combined way between UE/MS and  the Core network, does not create any difference on the HLR interfaces. Registrations are done twice, between MSC/VLR and the HLR, and between SGSN and the HLR.

2) The big number of messages of each procedure is to some extent due to the fact that certain MAP information elements (e.g. InsertSubscriberDataArg  in the ISD message, SendAuthenticationInfoRes in  the SAI message) are segmented by the MAP layer  since segmentation on the SCCP layer is regarded as “risky” in the MAP specifications. MAP segmentation requires acknowledgements for each message segment (see TS 29.002).
3) Exchange of security related messages (i.e. SAI messages) may be performed with every HLR interrogation. However, it should be possible to avoid this in most of the RAU and LAU procedures.

4) From TS 23.060 clause 6.13 it becomes obvious that almost every intersystem change (2G to 3G as well as 3G to 2G) causes a routing area update. Even in the case of intra-SGSN intersystem change often RAU is done immediately. Only in few scenarios selective RA update can be performed for UE/MS in PMM-IDLE or STANDBY state which means that the update is performed only when the UE wants to transmit something or it is paged. Nevertheless, in intra-SGSN and intra-MSC RA/LA updates it should be possible to avoid any HLR interaction in most cases.

From the scenarios in S2-103561 we can conclude that the problem may be caused to most extent by smart phones which perform intersystem changes very frequently due to constantly watching out for the system providing the highest PS bandwidth and camping on it even in Idle mode with no bearers activated.
Ordinary mobile phones still most typically are configured for CS domain services only and register for PS domain services only for the duration of a PS session. Although the number of such users should still be much larger than smart phone users, apparently such ordinary phones do not cause the described registration surge to cause HLR overload problems. 

According to S2-103561 it has further been observed that in the HLR overload situation, expiry of the UE MM timer T3210 occurs, which then triggers another registration attempt. It should be investigated if sending an explicit reject message by the core network can help to reduce the frequency of repeated registration attempts. 
However, it is also described in S2-103561, that a specific maintenance operation, namely RNC restart may lead to a situation that brings an HLR into overload conditions.
Scenarios to be investigated
From the discussion above the registration behaviour in the following special scenarios is worth considering. Some of these scenarios have already been indentified in earlier studies to potentially cause overload in the radio access network. However, it should also be discussed if these scenarios potentially may cause overload of core network nodes.
· Train or bus crossing LAI/RAI border

· This is the well known scenario which has been identified to cause high signalling loads. This  problem has been  addressed  in EPS by means of the TA list concept.
· For 2G/3G it may still me necessary to identify other means to control the number of registrations to avoid HLR overload.
· Plane (e.g. A380) arriving at airport
· This will possibly cause a big spike of initial attach procedures. There exists no specific concept to control the amount of initial attach procedures neither in GERAN, UTRAN or E-UTRAN.
· Inhomogeneous (scattered) coverage of broadband (3G and 4G) systems causing high fraction of users at coverage borders
· This scenario may cause frequent loss of broadband coverage potentially causing extremely frequent intersystem change activities by smart phones.
· A possible way to avoid too frequent intersystem cell reselections could be to configure respective selection parameters in the most appropriate way.
· O&M operations, such as restart of network nodes, 
· Restart of RAN nodes:  RNC/BSC
· Idle mode UEs may take notice of the loss of radio connectivity and start location updating procedures.
· It should be assumed that connected-mode UE’s can be transferred to another RNC/BSS before it is restarted.
· Restart of CN nodes:    MME, SGSN, VLR
· Can we assume that there is hot-standby redundancy, or that all idle and active  users are moved to another CN node before any restart is initiated? Note, that a related study item dealing with CN node failures was recently started in CT4. TR number is 23.857. However, focus of this is on study is on LTE only. 

Potential solutions enabling HLR load reduction
1) Controlling UE initial attach and location (TA/RA/LA) updating
· Indicating network congestion to the UE as part of e.g. registration reject

· Specifying UE behaviour in case of network congestion (e.g. longer wait timers)
· Delayed responses by the SGSN/MSC server/MME (possible impact on timers in the UE)
2) Possible optimizations of signalling procedures

· Avoiding unnecessary HLR interrogation (e.g. unnecessary authentication procedures)
3) Optimizations on message content

· Reducing the size of certain messages (e.g. ISD)
· Subscription data optimization by introducing subscription profiles and identifiers, transferring identifiers instead of the entire list of subscription data on HLR interfaces
4) Means to keep UE on a specific RAT in idle mode to avoid frequent RAT changes

· Cell selection/reselection parameter setting
Detecting HLR load or interface congestion

Many solutions to avoid HLR overload may depend on a suitable scheme to identify the load status of the HLR or to detect congestion on HLR interfaces.
· MSC/VLR and SGSN could be enabled to know about the HLR load status

· Information on load status could be included by the HLR optionally into existing messages sent to VLR, SGSN and MME.
Such methods should also be designed and investigated in this study.
Proposal
We propose to consider the above described scenarios and solutions in TR  23.843.
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