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Abstract of the contribution: Proposal to add a new section in 23.818 to analyse optimizations in the routing of Diameter Messages for Large Scale IMS deployments. In particular, consider the case of an IMS system containing many HSSs and introduce a solution for better managing the routing of messages to a specific user in the correct HSS. Further details of the solution will be presented at subsequent meetings.
Discussion:
One of the aims in an IMS network is the ability to reduce the operational cost of a network. The complexity of operating a network increases with the number of subscribers, and one of the contributors will be the management of subscribers in the network. In large scale IMS Deployments, the subscribers may be partitioned across many physical HSSs. When the HSSs are provided by one vendor, they can be operated in a server farm architecture and the routing to the HSS partition can be implemented as an internal function (optional). However, when the HSSs are provided by more than one vendor, it requires the use of the Subscriber Locator Function (SLF) to locate the subscriber.
The SLF is a network element that enables a diameter client (e.g., an I-CSCF, S-CSCF and any trusted SIP Application Servers) the ability to discover a subscriber HSS and route diameter requests (e.g. as defined in 29.228 and 29.328) to the subscribers HSS in a multiple HSS deployment (e.g. when the network contains HSSs from different vendors). 

The SLF (as currently defined in 23.228-730) is an enhanced Diameter redirect agent (hereafter known as SLF-Redirect). A Diameter redirect agent is not capable of understanding application specific AVPs (see RFC3588 section 2.8.3, last paragraph in section). Thus the reason for the wording enhanced Diameter redirect agent above. When an SLF-Redirect receives a message, it looks up the public user identity in its database (implementation specific) and maps it to an HSS address. The SLF then sends back a response with the result-code set to DIAMETER_REDIRECT_INDICATION, and the redirect-host AVP set to the destination host value determined from the database lookup. The originating node then re-sends the message to the actual host.

In a network that has many HSSs, keeping the SLFs near to or co-located with the HSSs simplifies the network topology and helps to reduce message latency. In the SLF-Redirect case, if the SLFs are near to the HSS or co-located with the HSS, then message latency could be caused by the SLF having to redirect the message back to the originator (e.g. I-CSCF) before the originator sent the message to the actual destination.

In a typical large scale deployment of (say) 10 I-CSFCs, 4 SLFs and 10 HSSs, security associations have to be set up between the I-CSCFs and SLFs as well as between the I-CSCFs and the HSSs. Each I-CSCF has to maintain an association with each SLF-Redirect, this implies 40 associations. Each I-CSCF has to maintain a security association with each HSS, implies 100 associations. A total of 140 security associations are required.
Another issue with the data management of subscribers in the HSS, is the impact to the network as a result of a new user being added to one of the HSSs or a user being moved between HSSs. An SLF-Redirect is unable to make alternate routing decisions. If the SLF cannot find the user, it will return an error back to the originator. Additionally, the SLF-Redirect is unable to enforce any kind of network policy (i.e. admission control) for allowing communications from 3rd Party SIP Servers

It would be desirable to reduce the complexity of associations between network elements when a SIP Server wishes to contact a Diameter Server. It would also be desirable to avoid network latency caused due to routing decisions made to deliver the message to its destination. 

Proposal:
Add a new section in TR 23.818 called “Analysis of Diameter Message Optimizations for Large Scale IMS Deployments”. Add a sub-section which introduces the SLF-Proxy proposal. Further details on the SLF-Proxy proposal will be presented at subsequent meetings.

The proposed changes are below:

*******Start First Change*******

X
Analysis of Diameter Message Optimisations for Large Scale IMS Deployments.

X.1
Problem Description

One of the aims in an IMS network is the ability to reduce the operational cost of a network. The complexity of operating a network increases with the number of subscribers, and one of the contributors will be the management of subscribers in the HSS. In large scale IMS Deployments, the subscribers may be partitioned across many physical HSSs. When the HSSs are provided by one vendor, they can be operated in a server farm architecture and the routing to the HSS partition can be implemented as an internal function. However, when the HSSs are provided by more than one vendor, it requires the use of the Subscriber Locator Function (SLF). 
The SLF is a network element that enables a diameter client (e.g., an I-CSCF, S-CSCF and any trusted SIP Application Servers) the ability to discover a subscriber HSS and route diameter requests (e.g. as defined in 29.228 and 29.328) to the subscribers HSS in a multiple HSS deployment (e.g. when the network contains HSSs from different vendors). 

The SLF (as currently defined in 23.228-730) is an enhanced Diameter redirect agent (hereafter known as SLF-Redirect). A Diameter redirect agent is not capable of understanding application specific AVPs (see RFC3588 section 2.8.3, last paragraph in section). Thus the reason for the wording enhanced Diameter redirect agent above. When an SLF-Redirect receives a message, it looks up the public user identity in a its database (implementation specific) and maps it to an HSS address. The SLF then sends back a response with the result-code set to DIAMETER_REDIRECT_INDICATION, and the redirect-host AVP set to the destination host value determined from the database lookup. The originating node then re-sends the message to the actual host.

In a network that has many HSSs, keeping the SLFs near to or co-located with the HSSs will help to reduce message latency. In the SLF-Redirect case, if the SLFs are near to the HSS or co-located with the HSS, then message latency could be caused by the SLF having to redirect the message back to the originator (e.g. I-CSCF) before the originator sent the message to the actual destination.

In a typical large scale deployment of (say) 10 I-CSFCs, 4 SLFs and 10 HSSs. Network and message routing simplification security associations have to be set up between the I-CSCFs and SLFs as well as between the I-CSCFs and the HSSs. Each I-CSCF would have to maintain an associate with each SLF-Redirect, this implies 40 associations. Each I-CSCF would have to maintain a security association with each HSS, implies 100 associations. A total of 140 security associations are required.
Another issue with the data management of subscribers in the HSS, is the impact to the network as a result of a new user being added to one of the HSSs or a user being moved between HSSs. An SLF-Redirect is unable to make alternate routing decisions. If the SLF cannot find the user, it will return an error back to the originator. 
Additionally, the SLF-Redirect is unable to enforce any kind of network policy (i.e. admission control) for allowing communications from 3rd Party SIP Servers
It would be desirable to reduce the complexity of associations between network elements when a SIP Server wishes to contact a Diameter Server. It would also be desirable to avoid network latency caused due to routing decisions made to deliver the message to its destination. 

In an attempt to address these issues, a number of solutions have been proposed below.
X.2
Solution Analyses

X.2.1
Solution Option 1: SLF-Proxy
An Diameter Proxy (see RFC3588) is similar to a Diameter Relay in that it accepts requests and routes messages to other Diameter nodes based on information found in the messages (e.g., Destination-Realm).  This routing decision is performed using a list of supported realms, and known peers.  This is known as the Realm Routing Table. However, they differ since they modify messages to implement policy enforcement (e.g. enforce resource usage, provide admission control).

An SLF implemented as a Diameter Proxy operates in the following way:

· The I-CSCF sends a LIR (see 3GPP TS 29.228-720) to an SLF, acting as a Diameter proxy.
· (As mentioned in RFC3588 in section 2.8.2) the Diameter Proxy (like in the Diameter Redirection scenario) looks at the Public-Identity AVP (note this is an application specific AVP and Diameter proxies are capable of understanding application specific AVPs) and using an internal database (implementation detail) would map it to a destination realm value and a destination host value (i.e. the HSS address supporting the public identity). 
· The Diameter Proxy would then (based on the HSS address) modify the Destination-Realm AVP of the LIR as needed. Based on the HSS address, the Diameter Proxy would add the Destination-Host AVP to the LIR. 
· The Diameter Proxy would then add a Route-Record to the LIR (as per RFC3588) and proxy the LIR to the subscriber HSS. The subscriber HSS would then respond to the LIR with a Location Info Answer (as defined by 3GPP TS 29.228-720) message. The Location Info Answer (LIA) message would contains the Origin-Host and Origin-Realm AVPs of the subscriber HSS. 
· If the Originator is stateful and can store the Origin-Host and Origin-Realm pertaining to the HSS, ongoing communications can go direct from the SIP-Server to the Diameter Server.

See Figure X.1 for an illustration of Proxy-SLF.

[image: image1]
Figure X.1: Overview of Proxy SLF.
*******End First Change*******
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