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1 Introduction

Subscriber authentication and key agreement (AKA) is the foundation of all security in 3GPP networks. It provides the basis for subscriber identification. From both operator as well as subscriber perspective, it provides a basis for robust charging and protection against fraud. Moreover, it provides the necessary keys for data integrity and confidentiality, guarding user privacy and network resources, as well as protecting against theft of service. 
(U)SIM based AKA has proven to be highly effective in this regard. With SAE/LTE we are about to introduce a completely new architecture with new requirements: higher performance, support for additional access technologies complementing 3GPP and I-WLAN accesses, etc.  All of this means that there is a need to carefully consider choice of authentication architecture, protocols, and methods. Some high-level principles have already been agreed, but there is also a need to make more concrete proposals in order to progress the work.

This contribution serves as discussion material and proposes to adopt some more details in the architecture as a working assumption. It should be said already now though, that it is clearly too early to decide all SAE authentication details.

2 Terminology
We use the following terms with the following meanings.

	Authentication server:
	The entity that holds subscriber of user credential used for generating authentication related information. In I-WLAN this would be the 3GPP AAA server.

	Authentication client:
	The entity that ultimately grants access to a resource for the user equipment or not, e.g., an access point in a WLAN network.

	Authentication proxy:
	An entity that routes authentication signalling towards the correct destination.

	Authenticator:
	The entity that takes the actual authentication decision regarding the subscriber, this may or may not be the the same node as the Authentication server. 

	xSIM:
	The subscriber identity module used in SAE. We assume it is backwards compatible with SIM/USIM (possibly via post-processing in the UE), but in order not to exclude possible extensions, we use this distinguishing term.


3 Background and Assumptions
Possible ways of distributing AAA functionality for non-3GPP accesses was discussed in S2-061326. In essence, the architectural proposal was to locate the authentication server in the proximity of the HSS, AAA proxy functionality in the Home IASA and AAA clients in the access networks. In the case of roaming, there were two options. The first being to implement proxy AAA functionality in the Visited IASA, and the second being to allow the AAA clients in the access networks to communicate directly with the Home IASA (which proxies for the Home AAA). 

It is assumed that the Diameter protocol is used for AAA authentication purposes.
4 SAE Authentication Architecture Principles For Non-3GPP accesses
I-WLAN is the only non-3GPP access integrated in 3G networks, and considerable effort has been put into making it secure. It would be beneficial to re-use as much of the work done on security (and authentication in particular) as possible.
4.1 Authentication entities
For access authentication, the Authentication client is located in the access network, the Authenticator can be located in the IASA in the home network and the Authentication server can be located in connection to the HSS (it could be part of the HSS, or a separate node) 
In the case of roaming, the Authentication client in the access network can connect either to the Visited IASA (functioning as an Authentication proxy for the Home IASA) or directly to the Home IASA (hosting the Authenticator) of the user (see the black upper path in Figure 1). 
As an optimization one may delegate the Authenticator/Authentication server functions to the Visited IASA on subsequent re-authentications (see the red lower path in Figure 1). To this end, the HSS (Authentication server), would send "quintuplets" (or their correspondent values in SAE) to the vIASA in the DIAMETER signalling along with the initial EAP success message.

Note that the alternative where the Authentication client connects to the Home IASA is not depicted in Figure 1, but looks analogously. In this case it seems less suitable to delegate the Authenticator/Authentication server roles to the Authentication Client, due to the difficulty in protecting the quintuplets in there.
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Figure 1. Authentication signalling

For mobility authentication, the Home IASA implements Authentication client functionality. The Authenticator functionality is assumed located in the IASA it self.. Note that it would be theoretically possible to bootstrap this authentication on the access authentication, but due to synchronization problems that can occur if the access network wants to perform re-authentication (when delegated authentication to visited network) it is assumed that the authentications are kept separate. Analogous problems appear if the mobility protocol wants to perform re-authentication (implying that the access needs to be re-authenticated at the same time).
4.2 Authentication protocol
Currently, the only interworking non-3GPP access is I-WLAN with security as specified in TS 33.234. It is immediately clear that protocols that are backwards compatible would be advantageous. I-WLAN specifies the use of EAP SIM or EAP AKA access authentication. Tunnels are set up using EAP in IKEv2. For AAA, Diameter (or RADIUS) is specified. It is therefore proposed to align the protocols to this.
4.2.1 Access authentication

By the above discussion, assuming xSIM is the preferred credential, EAP is currently the only defined way of using AKA over non-3GPP accesses. It is therefore proposed that EAP AKA is to be used. (Note: we above did not exclude that xSIM has extensions compared to USIM. This may or may not need to affect the EAP version of the protocol, for simplicity we shall in any case write “EAP AKA”.)
4.2.2 Mobility authentication

The following assumes that access authentication has been performed, that the UE has retrieved an IP address as part of the attach signalling, and that MIPv6 is used for mobility between non-3GPP accesses.
The first part of the process is that the UE needs to lookup the IP address of the HA. This is done through the DNS lookup shown in the first two messages of Figure 1. Next, the SA with the HA is setup with IKEv2 (using EAP/AKA as authentication and key establishment method). The hIASA (HA) uses DIAMETER or RADIUS (although Figure 1 only shows DIAMETER for simplicity) on the S6 interface to communicate with the Home AAA in the HSS.
Once the SA is setup between the UE and the HA, the UE can establish a MIPv6 tunnel to the HA in the Home IASA, as shown in the last two messages in Figure 2.
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Figure 2. Signalling flow for authentication to SAE anchor 
5 Summary and Proposal
To conclude, it seems natural to integrate new non-3GPP accesses in the same way as I-WLAN is integrated today. The following principles are proposed to apply:
· Credentials for authentication shall be based on xSIM. Whether xSIM is identical to USIM or not is FFS. Use of 2G SIM is technically possible via EAP SIM, but is FFS. 
· The protocols used for access authentication shall be EAP-AKA/DIAMETER (possibly with enhancements). The Authentication Server normally resides in the home PLMN (possibly in the HSS). The authenticator resides in Home IASA and the AAA client in the access network. An optimization is possible where the Authenticator/Authentication Server roles are delegated to the Visited IASA.
· The protocols used for mobility authentication shall be EAP-AKA carried in IKEv2 and DIAMETER. The authenticator resides in the HPLMN IASA and is proxied via the VPLMN IASA.
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