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Abstract of the contribution:
This contribution proposes the Information flow for SAE Authentication using USIM.
Discussion
Last SA#32 meeting, SA3 chairman reported that SA3 initially confirmed the assumption that the USIM shall be used in SAE/LTE. This documentation describes the SAE authentication flow using USIM.
In addition, LS from WG SA3, S2-052468, commented as follows: 

A general principle the security of the LTE/SAE system should be no lower than the security of UMTS. Therefore it should at least be ensured that the same security features as provided in UMTS are also provided in SAE/LTE.
Current TR 23.882 did not describe the information flow for the authentication/authorization yet and so we propose the high-level signalling flow for SAE Authentication using USIM.
In this paper, we propose that the authentication procedure can be executed from MME and the authentication vectors such like authentication quintets may also be stored in the MME. However, the role of MME is dependent on the functionalities of the evolved packet core defined in Section 7.11.1 and so IASA may have the functions for the authentication/authorization and key management depending on solution.
We expect the detailed flows and key parameters for the SAE authentication/authorization will be determined by WG SA3.
Proposed text

X.Y 
Key Issue SAE Authentication/Authorization signalling
X.Y.1 
Description of Key Issue Authentication Signalling Flow

The SAE authentication signalling handles the mutual authentication and security keys agreement. The authentication procedure can be executed from MME and the authentication vectors such like authentication quintets may also be stored in the MME.
Editor’s note: The role of MME is dependent on the functionalities of the evolved packet core defined in Section 7.11.1 and so IASA may have the functions for the authentication/authorization and key management depending on solution.

The following shows the information flow for the SAE authentication.
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Figure x.y-1: Information flow for SAE Authentication using USIM
1) The UE setups the connection establishment with Evolved RAN.

2) The UE sends a registration request to MME and tries network attachment.

3) If the MME does not have previously stored Authentication Vectors, an authentication information request message with UE’s subscriber identify is sent to the HSS. If the MME cannot determine the HSS address, the authentication procedure fails.

4) The HSS responds with acknowledge message including an ordered array of authentication vectors. Each authentication vector contains the integrity key, cipher key, authentication token, random number, etc. which are generated in HSS.

5) At authentication, the MME selects the next in-order authentication vector and transmits the UE the authentication and ciphering request message with the corresponding authentication token and key set identifier which is selected by MME.

6) At reception of this message, the USIM in the UE verifies authentication token and, if accepted, the USIM computes the signature for response message. 
If the USIM considers the authentication as being successful, the UE returns the authentication and ciphering response message to the MME. During generation of authentication vectors, the USIM in the MS also computes a new ciphering key and a new integrity key. These keys are stored together with the key set identifier until key set identifier is updated at the next authentication.
If the USIM considers the authentication being unsuccessful, e.g., in case of an authentication synchronisation failure, the UE returns the authentication and ciphering failure message to the MME. 
X.Y.2
Impact on the baseline CN Architecture

Editors Note: It is FFS whether there is any particular impact.
X.Y.3
Impact on the baseline RAN Architecture

Editors Note: It is FFS whether there is any particular impact.
X.Y.4
Impact on the terminals used in the existing architecture

Editors Note: It is FFS whether there is any terminal particular impact.
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