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1 Introduction

This contribution discusses about one of the UE-Initiated Tunnel requirements, provisioning of service authorisation (e.g. W-APN) in the tunnel set up signalling.

2 Discussion

During the last meetings there has been discussions about the UE-Initiated protocol requirements. In the UE-initiated protocol two options have been identified, namely Option 5 and Option 8/9. In both cases the UE initiated protocol has common requirements that need to be fulfilled.

In the last WLAN AdHoc meeting initial requirements for the UE-Initiated protocol were agreed on document S2-031661. It was also noted that UE-Initiated protocol establishment signalling would need to indicate authorisation information (e.g. W-APN), nevertheless it wasn’t agreed, as it needed further clarification.

Considering the different possibilities and combinations, this contribution tries to identify a common requirement that hasn’t been addressed yet.

Option 5 (Tunnel Switching approach)


Two procedures have been identified for service selection for scenario 3 type of users:

· Service Authorisation is performed by direct signalling between the UE and the AAA infrastructure (right now only identified “WLAN EAP authentication method” to carry Service authorisation information)

In this case, the Service Authorisation is performed between the UE and the AAA infra. The UE might transmit the W-APN, 3GPP AAA Server authorises it and informs the UE of the authorisation outcome and e.g. the BGW IP address. The signalling exchange in this case is performed by EAP means. The internal signalling should inform BGW that a new user is a going to access it (in order to perform user authentication) and BGW should be able to bind the UE-Initiated tunnel to the right UE-Transparent tunnel.

Nevertheless, in this case the UE-Initiated tunnel establishment is not linked to the authorisation, i.e. the UE can start the tunnel establishment to the indicated BGW in whatever moment.  Also, the UE can start a new Service Authorisation for another W-APN and the authorisation process as the described above would be repeated.

Therefore, a quite probable situation is that the UE has performed service authorisation to e.g. two W-APN, but still hasn’t established any UE-Initiated tunnel for the user data.  In that case, when finally the UE-Initiated tunnel is established to the BGW, BGW and UE can authenticate each other (as it has been agreed mutual authentication as an UE-Initiated requirement), but BGW will not know to which UE-Transparent tunnel it should be bind the user data information, if additional information is not provided during the tunnelling set up.  BGW can bind the user data from one UE-Initiated tunnel to the correspondent UE-Transparent tunnel, if UE provides authorisation information (e.g. the authorised W-APN). 

· Service Authorisation is performed by sending signalling between the UE and the AAA infrastructure via BGW (Service selection information decoupled of WLAN EAP authentication)

UE establish a UE-Initiated tunnel to BGW. In the tunnel set up signalling the UE identifies itself and Service authorisation (e.g. W-APN) is indicated. During the tunnel establishment, WAG contacts the AAA infrastructure (3GPP AAA Proxy and 3GPP AAA Server) to indicate the user and W-APN requested.  3GPP AAA Server will check whether the user is allowed or not to use this W-APN and will answer back to the WAG with the authorised W-APN for this user. WAG can indicate in the tunnel establishment signalling the outcome of the user authentication/authorisation and traffic user-data can start flowing between the UE and the BGW.

Option 8/9 (End to End tunnel approach)



Two procedures have been identified for service selection for scenario 3 type of users:

· Service Authorisation is performed by direct signalling between the UE and the AAA infrastructure (right now only identified “WLAN EAP authentication method” to carry Service authorisation information)

In this case, the Service Authorisation is performed between the UE and the AAA infra. The UE might transmit the W-APN, 3GPP AAA Server authorises it and informs the UE of the authorisation outcome and e.g. the selected PDGW address.  The signalling exchange in this case is performed by EAP means. The internal signalling should inform the selected PDGW that a new user is a going to access it (in order to perform user authentication) and PDGW should be able to bind the UE-Initiated tunnel to a specific Wi interface.

Nevertheless, in this case the UE-Initiated tunnel establishment is not linked to the authorisation, i.e. the UE can start the tunnel establishment to the indicated BGW in whatever moment.  Also, the UE can start a new Service Authorisation for another W-APN and the authorisation process described above would be repeated.

Therefore, a quite probable situation is that the UE has performed authorisation to e.g. two W-APN, but still hasn’t established any UE-Initiated tunnel for the user data.  In that case, when finally the UE-Initiated tunnel is established to the PDGW, PDGW and UE can authenticate each other (as it has been agreed mutual authentication as an UE-Initiated requirement), but PDGW will not know to which Wi interface it should be bind UE-Initiated tunnel, if additional information is not provided during the tunnelling set up.  PDGW can bind the user data from one UE-Initiated tunnel to the associated Wi interface, if UE provides authorisation information (e.g. the authorised W-APN) in the tunnel establishment. 

· Service Authorisation is performed by sending signalling between the UE and the AAA infrastructure via PDGW (Service selection information decoupled of WLAN EAP authentication)

UE establish a UE-Initiated tunnel to PDGW. In the tunnel set up signalling the UE identifies itself and Service authorisation (e.g. W-APN) is indicated. During the tunnel establishment signalling PDGW can contact the AAA infrastructure (3GPP AAA Server) to indicate the user and W-APN requested.  3GPP AAA Server will check whether the user is allowed or not to use this W-APN and will answer back to the PDGW with the authorised W-APN for this user. PDGW indicates in the tunnel establishment signalling the outcome of the user authentication/authorisation and traffic user-data can start flowing between the UE and the PDGW.

Therefore, it is concluded that sending service authorisation (e.g. W-APN) information during the UE-Initiated tunnel establishment is a requirement for the UE-Initiated tunnelling signalling in any of the options (5, 8/9), and independently on how the W-APN selection/authorisation is performed. 

3 Conclusion

It is proposed to perform the following changes in TS 23.234 v.1.8.0

It is also proposed that a LS is sent to SA3 to request SA3 to design a secure solution for UE-Initiated tunnelling in 3GPP-WLAN interworking scenario 3 taking into account the UE-Initiated Tunnel requirements identified. 

4 5.5.3.2 UE-Initiated Tunnel Requirements

The requirements that an UE-Initiated tunnel protocol should meet are:

· Minimum requirements to the underlying IP connectivity network, i.e. UE initiated tunnelling and tunnel establishment signalling can be deployed on top of generic IP connectivity networks

· Minimum impacts to the WLAN

· Establishment of trusted relationships e.g. mutual authentication for both tunnel end-points shall be possible 
· Tunnel establishment signaling shall provide authorization information (e.g. W-APN)
· Tunnel IP configuration of the UE may be obtained from/through the remote tunnel endpoint
· Set-up secure tunnels between UE and remote tunnel endpoint. Especially support encryption and integrity protection during tunnel establishment and while transporting user data packets, if enabled.
· User data IP addresses (inner IP):
· The transport of IPv4 packets shall be supported
· The transport of IPv6 packets shall be supported (e.g. in order to support IPv6 services like IMS)
·     Transport IP addresses (outer IP)

· Tunnel shall be able to support IPv4 and IPv6 transport addresses

· Non-public routable transport IP addresses shall be supported

· The protocol should be fully specified and 3GPP should define its usage to enable multivendor inter-operability 
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