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1. Introduction

SA2#32 agreed to study the extension of Service Based Local Policy to IP-CANs which do not support explicit resource reservation signalling. TR2.234 notes (in Section 4.5) that “identification of the policy/charging requirements is needed to determine the network functionality required”

SA1#20 approved the following requirements in S1-030566 for inclusion in 22.105:

“5.7
Service Based QoS Control of IP based Services

Many IP based services and applications will negotiate the resources required in an end to end manner on the application level.  It is essential for the PLMN to provide the capability of ensuring that the resources provided and charged for shall be in line with that authorized by the service and subscription.

The PLMN 
· shall be able to dynamically allocate QoS according to service needs and subscription information. 

· shall be able to give differentiated policing for the traffic within an APN. That is, the policing shall be on a per service flow basis (i.e. on the basis of specific flows of IP packets identified by the service).

· shall control the requested QoS parameters based on the invoked service needs and subscription information. 

· shall facilitate service-flow level charging.

Any solution:
· shall support roaming users
· 
should minimise UE dependencies and optimize usage of network resources”

These requirements are intended to provide for QoS control for PS Domain services. In Release 6, access to PS Domain services, in particular IMS, is introduced through IP Connectivity Access networks other than GPRS, in particular WLAN. In general, it cannot be assumed that the IP-CAN supports explicit resource reservation and it is known that WLAN, in particular, does not presently support such a mechanism.

The contribution begins consideration of SBLP support over such IP-CANs based on the above requirements. TR 23.864 places responsibility for Policy Enforcement within the Policy Enforcement Function of the IP Connectivity Access Network. The first question, therefore, is how does the PDF identify the correct PEF for a particular session ?

2. Discussion

In GPRS, identification of the PEF (which is at the GGSN) is easily achieved because a ‘pull’ model is used for the provision of the policy – the correct PEF identifies itself to the PDF by means of the COPS-REQ message on the Go interface.

This message is triggered by explicit resource reservation signalling within the GPRS network (PDP Context Establishment) and correlated to a session by the Authorisation Token supplied by the UE.

In the absence of explicit resource reservation signalling, there is no obvious way to trigger such a message from the PEF to the PDF and so some other means must be found to identify the correct PEF to the PDF.

2.1 PEF identification based on IP address

An essential and characterising property of the PEF is the fact that packets destined for the UE will be routed through it – otherwise it would not be possible to apply the policy! So, at least the IP routers know where the correct PEF is, based on the UE IP address.

We consider whether it would be possible for the PDF to identify correct PEF in the same way.

Firstly, the UE IP address clearly identifies the particular IP Connectivity Access Network that is hosting the UE – each IP-CAN will host one or more IP subnets, and so the PDF could in principle identify the correct CAN from the IP address subnet identifier or prefix.

There may be one or several Policy Enforcement Points within this IP-CAN:

· If there is one PEF, then our problem is solved, and the PDF should contact this single PEF

· If there are several PEFs, there there are two further possibilities: either packets destinated for a particular UE are always routed through a particular one of these PEFs, or they may be routed through any of a subset of them.

· In the case that packets always route through a particular PEF, then again, the IP address must identify this PEF uniquely, and the problem is solved.

· In the case that packets could route through several PEFs, then it would be necessary to apply the policy at all the PEFs anyway, and again, the problem is solved.

So, we conclude that it is in principle possible for the PDF to identify the correct PEF based on the UE’s IP address.

This is easily illustrated in the context of WLAN, where the PEF would likely reside at the Packet Data Gateway. In this case each PDG owns a range of IP addresses allocated to the UEs that it hosts. Based on matching the UE IP address to these ranges it is possible to identify the correct PDG.

This approach requires knowledge at the PDF of the IP address ranges hosted by each PEF. This could be statically provisioned (in which case there is a management issue in terms of keeping the provisioning in sync with the actual address ranges owned by each PEF). Alternatively, the Go interface could be enhanced to allow each PEF to keep the PDFs up to date on the address ranges that it owns.

2.2 PEF identification based on AAA

An important property of the networks hosting 3GPP PS Domain services is that access to these networks is controlled by an AAA infrastructure.

In the WLAN case at least, the AAA infractrusture is aware of the point of attachement between the IP CAN and the external IP network (the PDG) and could easily be made aware of the UE IP address.

If we assume that the PEF is located at this point of attachment, then the PDF could obtain the identity of the correct PEF for a given user by querying the AAA server.

This assumption may not hold, however, but if it does not, we can be sure that the device at the point of attachement itself knows the identity of the correct PEF(s) for this user. In this case, that device could act as a ‘Proxy PEF’, forwarding policy instructions to the real PEFs deeper into the IP CAN.

This approach therefore relies only on the assumption that access to the network is controlled by some AAA infrastructure.

2.3 PEF registration

In some cases, the point of attachment between the external IP network and the IP CAN is aware of the UEs that it is hosting. Certainly, the is the case for WLAN, where the PDG terminates a tunnel for each UE that it is hosting.

If, as above, this device either supports the PEF function itself, or can identify the correct PEF within the IP CAN and act as a proxy, then we could define a registration process in which the PEF registers that it is hosting a particular UE with the PDF.

However, either the PEF would need to ‘register’ with all PDFs, or new mechanisms would be needed for the Application Function to discover the correct PDF – that is, the problem would just have been pushed up to the AF/PDF layer.

2.4 MobileIP considerations

We note that a user supporting MobileIP may change IP Connectivity Access Network during a session. There are three approaches to applying Policy in these circumstances:

· Apply the policy in advance at all possible IP Connectivity Access Network connection points

· Move the policy to a new PEF when the user moves

· Apply the policy at the anchor point for the MIP mobility events – the Home Agent

The first of these may be impossible, since the IP address of the user within each IP CAN (the Care Of Address from a MIP point of view) may not be known in advance.

The second of these may be impractical, since it requires fast real-time interation with mobility events, and there is no obvious way to make the PDF aware of these.

So, we conclude that the Policy may need to be applied at the Home Agent. We note that the two approaches described above, applied to the UE’s Home Address, would identify the Home Agent as the point of connection to the network.

3. Conclusion

Three approaches have been discussed above for identifying the Policy Enforcement Point in cases where there is no explicit resource reservation signalling:

· Based on knowledge at the PDF of the IP address ranges hosted by each PEF, and the IP address of the UE

· Based on the PDF querying the AAA infractrusture to find out the gateway element currently hosting the UE, and the assumption that this gateway itself supports PEF functionality, or can proxy policy instructions to the correct PEF

· Based on the PEF ‘registering’ to the PDF(s) that it is hosting a particular UE

We also concluded that for MobileIP users, the Home Agent may be the most appropriate location for the PEF, in which case the above approaches would all result in the correct PEF being identified.

































































































