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4.8 Security Concepts

IM CN Subsystem functional elements provide security, as needed, by security methods defined in 3GPP TS 33.203[19] and TS 33.210 [20]. If interacting with external Networks, Security Associations are provided in accordance with operator policy.

*** NEXT CHANGE ***
5.3.2
Network initiated de-registration

If an ungraceful session termination occurs (e.g. flat battery or mobile leaves coverage), when a stateful proxy server (such as the S-CSCF) is involved in a session, memory leaks and eventually server failure can occur due to hanging state machines. To ensure stable S-CSCF operation and carrier grade service, a mechanism to handle the ungraceful session termination issue is required. This mechanism should be at the SIP protocol level in order to guarantee access independence for the IM CN subsystem.

The IM CN subsystem can initiate a Network Initiated De-Registration procedures for the following reasons:

· Network Maintenance.
Forced re-registrations from users, e.g. in case of data inconsistency at node failure, in case of UICC lost, etc. Cancelling the current contexts of the user spread among the IM CN Subsystem network nodes at registration, and imposing a new IM registration solves this condition.

· Network/traffic determined. 
The IM CN subsystem must support a mechanism to avoid duplicate registrations or inconsistent information storage. This case will occur when a user roams to a different network without de-registering the previous one. This case may occur at the change of the roaming agreement parameters between two operators, imposing new service conditions to roamers.

· Application Layer determined.
 The service capability offered by the IM CN Subsystem to the Application Layers may have parameters specifying whether all IM CN subsystem registrations are to be removed, or only those from one or a group of terminals from the user, etc.

· Subscription Management
The operator must be able to restrict user access to the IM CN subsystem upon detection of contract expiration, removal of IM subscription, fraud detection, etc.In case of changes in service profile of the user, e.g. the user subscribes to new services, it may possible that new S-CSCF capabilities, which are required from the S-CSCF, are not supported by the current S-CSCF which has been assigned to the user. In this case, it shall be possible to actively change the S-CSCF by using the network initiated de-registration by HSS procedure.

The following sections provide scenarios showing SIP application de-registration. Note that these flows have avoided the strict use of specific SIP protocol message names. This is in an attempt to focus on the architectural aspects rather than the protocol.

Two types of network-initiated de-registration procedures are required:

-
To deal with registrations expirations.

-
To allow the network to force de-registrations following any of the approved possible causes for this to occur.

*** NEXT CHANGE ***
5.8
Procedures related to routing information interrogation

The mobile terminated sessions for a user shall be routed to a S-CSCF. When a mobile terminated session set-up arrives at an I-CSCF that is authorised to route sessions, the I-CSCF interrogates the HSS for routing information.

The Cx reference point shall support retrieval of routing information from HSS to I-CSCF. The resulting routing information is the name of S-CSCF. 

*** NEXT CHANGE ***
5.11.2
Procedures for anonymous session establishment

This section gives information flows for the procedures for an anonymous session. However, sessions are not intended to be anonymous to the originating or terminating network operators.

5.11.2.1
Signalling requirements for anonymous session establishment

The user shall be able to request the session to be anonymous.

If the originating user requests the session to be anonymous, the terminating side must not reveal any identity or signalling routing information to the destination endpoint. The terminating network should distinguish at least two cases, first where the originator intended the session to be anonymous, and second where the originator’s identity was deleted by a transit network.

*** NEXT CHANGE ***

5.11.4
Procedures for providing or blocking identity

Identity is composed of a public user identity and an optional display name:

-
The public user identity is used by any user for requesting communications to other users (see section 4.3.3.2).

-
The display name is the user’s name if available, an indication of privacy or unavailability otherwise. The display name is a text string which may identify the subscriber, the user or the terminal. 

This section gives information flows for the procedures for providing the authenticated public user identity and the optional display Name information of the originating party to theterminating party. It also describes the mechanisms for blocking the display of public user identity and optional display name if requested by the originating party.

5.11.4.1
Procedures for providing the authenticated identity of the originating party

Authentication of the subscriber is performed during the registration procedures, as described in section 5.2.2.3. As a result of the registration procedures, one or several public user identity(ies) of the originating party is/are stored in P-CSCF#1. This is shown in the sub-procedure represented in the following information flow in step 1.

When UE#1 attempts to initiate a new session, it includes a public user identity in the INVITE request. P-CSCF#1 verifies that it is present and correct before passing the request to S-CSCF#1. 

In the following call flow, it is assumed that no privacy has been required by UE#1.If thepublic user identity supplied by UE#1 in the INVITE request is incorrect, the P-CSCF may reject the request, or may overwrite with the correct URL.
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Figure 5.34: Providing the authenticated Identity of the originating party

The detailed procedure is as follows:

1. 
Registration and authentication of UE#1 is performed.

2. 
UE#1 initiates a new multi-media session, by sending an INVITE request to P-CSCF#1. This INVITE request includes a public user identity, and may include a display name that may identify the specific person using the UE.

3. 
P-CSCF#1 checks the public user identity of the originating party, and replaces it (or rejects the request) if it is incorrect.

4. 
P-CSCF#1 forwards the INVITE request, with the verified public user identity , to S-CSCF#1.

5. 
S-CSCF#1 invokes whatever service logic is appropriate for this session set up attempt to check in particular that no identity restriction is active.

6. 
S-CSCF#1 forwards the INVITE request, with verified public user identity and display name of the originting party if present, to S-CSCF#2.

8. 
S-CSCF#2 forwards the INVITE request to P-CSCF#2.

9. 
P-CSCF#2 forwards the INVITE request to UE#2.

10. 
UE#2 displays the public user identity and the display name information (i.e. user-name if available, indication of privacy or unavailability otherwise) to the terminating party.
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