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Introduction

This contribution is a follow-up to the SA2 Seoul input S2-031344 Definition and use of Long-Lived PDP Context. The main conclusion of the S2-031344 discussion identified that it would be beneficial for an Application Server (Push Function) to know the state of a PDP Context. In particular when that state changes from activated to deactivated. 

Currently in GPRS there is no mechanism defined to report PDP Context state notifications over the Gi interface to an Application Server. Text in 23.060 section 9.1.1 makes reference to error notifications sent from the GGSN when an IP packet is dropped. The text reads;

Mobile-terminated PDP PDUs received in INACTIVE state by the GGSN may initiate the Network-Requested PDP Context Activation procedure if the GGSN is allowed to initiate the activation of the PDP context for that PDP address. Otherwise, mobile-terminated PDP PDUs received in INACTIVE state invoke error procedures in the GGSN relevant to the packet data network protocol, for example, an IP packet is discarded and an ICMP (see RFC 792 [41]) packet (error notification) is returned to the source of the received packet. Other error procedures may be introduced on the application level, but this is outside the scope of the present document.

The use of the Internet Control Message Protocol (ICMP) is suggested in 23.060. This contribution reviews ICMP as a possible mechanism for notifying a Push Function of PDP Context state changes.

ICMP

ICMP is defined in the IETF RFC 792, it is a mandatory component of IP protocol stacks. An ICMP message will be sent from a router or host (terminal or UE) when the device is unable to deliver or forward a received IP packet to its destination. The destination address of the ICMP packet is the source address of the undelivered IP packet. In GPRS networks ICMP is not widely deployed, at least not across the Gi interface, so Application Servers do not typically receive ICMP messages from GGSNs when an IP packet is dropped.



Figure 1. GGSN supporting ICMP

As Figure 1 illustrates, in order for an Application Server to receive an ICMP message generated from the GGSN the AS is required to first send an IP packet for delivery to a non-existant/deactivated PDP Context. ICMP as defined in RFC 792 only partially meets the requirement for the GGSN to inform the Application Server when the PDP Context has been deactivated. What is required is a mechanism that will trigger the sending of an ICMP message from the GGSN to the Application Server as soon as the PDP Context is deactivated. 

In order for the ICMP message to be sent to an Application Server, independently of receipt of an IP packet from the AS, the address of the AS must be somehow associated with the PDP Context, and this information must be available to the GGSN. As figure 2 illustrates the address of the Application Server (Push Function) needs to be known to the GGSN in order for an unsolicited ICMP packet to be sent to it.



Figure 2. GGSN generating unsolicited ICMP message when a PDP Context is deactivated

ICMP message format


ICMP messages are embedded in the data portion of an IP packet. The Protocol field identifies the payload of the packet as an ICMP message (a value 1 indicates ICMP). 

ICMP Type and Code fields

The ICMP Type field has the following values defined.

0 = Echo Reply, 

3 = Destination Unreachable, 

4 = Source Quench, 

5 = Redirect, 8 Echo, 

1 = Time Exceeded, 

12 = Parameter Problem, 

13 = Timestamp, 

14 = Timestamp Reply, 

15 = Information Request, 

16 = Information Reply.
The Type value Destination Unreachable is the most obvious field to use for the purposes of a PDP Context state notifications. Within the Type field Destination Unreachable there is a Code field defined that consists of the following codes;

0 = net unreachable,

1 = host unreachable,

2 = protocol unreachable, 

3 = port unreachable,

4 = fragmentation needed and DF set, 

5 = source route failed.
The values 0, 1, 4 & 5 are allowed to be sent from a gateway (router such as a GGSN), the remaining values are applicable to a host (UE).
For the purposes of conveying the state of a deactivated PDP Context the Type field Destination Unreachable and the Code field Host Unreachable would be sufficient.

ICMP Internet Header Field

The last field of the ICMP packet is the Internet Header and 64 Bit of Original Data Datagram. This field contains the IP header and first 64 bits of the data portion of the rejected IP packet originally sent to the router/host for delivery. Given that in the solution proposed the GGSN will spontaneously generate an ICMP message when a PDP Context is deactivated, there will be no IP packet to place in this field for transmission to the Application Server. Therefore it is proposed that this field contain a mobile identifier used to identify the mobile associated with the deactivated PDP Context.

GGSN Generated ICMP Message

From the above discussion an ICMP message generated by the GGSN when a PDP Context is deactivated would contain the following fields/values;


Conclusion

The Internet Control Message Protocol (ICMP) is already defined in IETF RFC 792 and is widely implemented. For the purposes of supporting PDP Context state notification ICMP contains suitable message formats and message types. Some change to the behaviour of the GGSN when a PDP Context is deactivated would be necessary to make the GGSN spontaneously generate an ICMP message directed towards the Application Server/Push Function using the PDP Context. Additionally the GGSN would be required to know the IP address of the Application Server/Push Function in order to route the IP packet carrying the ICMP message. The GGSN would also need to know the mobile identifier associated with the deactivated PDP Context.

The above changes do not appear especially onerous, and the use of a standardized protocol is appealing. We therefore recommend including the use of ICMP as a mechanism to report PDP Context deactivations to the Push Function as part of the Push TR 23.976.

Background -points raised at the Seoul meeting regarding S2-031344

1) The existing definition of a PDP Context in GPRS does not have a time limit. Although in practice networks will terminate a PDP Context that has been idle for some period. The time limit for an idle (no traffic) PDP Context varies from operator to operator but is something like 12 to 24 hours, although shorter timers are known to be implemented. 

2) The network does not always know when a mobile has lost radio contact with the network and therefore cannot fulfil a requirement that, “The network may deactivate the PDP Context if it has lost radio contact with the UE”. 

3) Following from the above point the network would not necessarily deactivate a PDP Context when a mobile looses radio contact with the UE, because it would not know the mobile has gone out of radio contact. But even when the network knows the mobile has lost radio contact, the network is not required to deactivate the PDP Context.

4) An Application Server that is informed of the state of the PDP Context i.e. active or inactive (deactivated) would be able to behave in a way that would not use network resources wastefully. If the network could reliably inform an AS about the current state of a PDP Context i.e. active or inactive, this would greatly aid the AS in reducing its need to poll the network for the state of the PDP Context.

5) A Radius server may have information about the state of the PDP Context and availability/reachability of the mobile. 

Note: A subsequent offline conversation on this point revealed that Radius is an optional server that may be implemented in a GPRS networks, but doesn't need to be. Therefore it does not appear that this approach can be used as a generic method for the Push Function to be informed of the state of the PDP Context.

6) A Presence server will maintain current information on the reachability of the mobile and by implication the state of a PDP Context.  

Note: This solution requires that a network support a Presence server and that does not comply with the stage 1 requirement regarding delivery network independence. The Push service cannot be dependant on the existence of some other server/service in the network. Also as in point 5) the Presence server is optional in a GPRS network.

7) If a PDP Context was marked as a Long-Lived PDP Context type the operator would have better knowledge of how users are using PDP Context in its network. Secondly this would give the operator a value added service that it could sell to mobile users. 

Note: In a subsequent conversation with an operator the operator felt they would still want the option to be able to drop a PDP Context if it has been idle for some period,  because PDP Contexts do consume network resources. Therefore the concept of a L-L PDP Context type would not help in managing PDP Contexts that have been idle for a long time. Whether a PDP Context is a "normal" PDP Context or a Long-Lived PDP Context makes no difference to an operator when the PDP Context has had no traffic for a long time.

Therefore, while point 7 is valid, it appears to be a minor point and would not, on its own, justify implementing a new PDP Context type.

Conclusion
Given the above points it appears the justification for a L-L PDP Context type is weak. This leaves one remaining issue raised in the RIM input paper, item 4, the need for the Push Function to know when a PDP Context is deactivated. The ability of the network to report back to an AS a change in the state of an active PDP Context would reduce the overhead on the AS and network. Basically when an active PDP Context is deactivated if the network can reliably report this information to the AS then the AS can know the state of the PDP Context and not have to poll the network periodically for that information.
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