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1 Introduction

WLAN IW Stage 2 WI is currently carried out in SA2 to define the WLAN-3GPP IW architecture. In scenario 3, it has been defined a tunneling method to carry the user data from the UE towards the PLMN.

In SA2 it has been identified the generic requirements that an UE-Initiated protocol should support, therefore it is time to allow the security group to work out the solution for the UE-Initiated protocol in order to have a UE-Initiated protocol defined within Rel6 timeframe.

This contribution proposes the text of the LS to SA3, where SA3 is requested to take care of designing a secure solution for UE-Initiated tunneling in 3GPP-WLAN IW Scenario 3.
2 Proposed Text of LS
Title:
[DRAFT]Request to design a secure solution for UE-Initiated tunnelling in 3GPP-WLAN IW Scenario 3

Release:
Release 6

Work Item:
WLAN Interworking

Source:
SA2

To:
SA3

Cc:


Contact Person:


Name:
Raquel Rodríguez
Tel. Number:
+ 358405259208

E-mail Address:
Raquel.Rodríguez@nokia.com

Attachments:
None

1. Introduction

WLAN IW in SA2 is studying the tunnelling mechanisms to carry user data towards PLMN in scenario 3. WLAN –3GPP IW in scenario3 provides access to 3GPP IP based services, e.g. IMS.  In Scenario 3, it has been identified the need to support UE-Initiated tunnels.

SA2 has identified the requirements that any UE-initiated tunnelling protocol shall support:

· Minimum requirements to the underlying IP connectivity network, i.e. UE initiated tunnelling and tunnel establishment signalling can be deployed on top of generic IP connectivity networks

· Minimum impacts to the WLAN

· Establishment of trusted relationships e.g. mutual authentication for both tunnel end-points shall be possible 
· Tunnel establishment signaling shall provide authorization information (e.g. W-APN)
· Tunnel IP configuration of the UE may be obtained from/through the remote tunnel endpoint
· Set-up secure tunnels between UE and remote tunnel endpoint. Especially support encryption and integrity protection during tunnel establishment and while transporting user data packets, if enabled.
· User data IP addresses (inner IP):
· The transport of IPv4 packets shall be supported
· The transport of IPv6 packets shall be supported (e.g. in order to support IPv6 services like IMS)
·     Transport IP addresses (outer IP)

· Tunnel shall be able to support IPv4 and IPv6 transport addresses

· Non-public routable transport IP addresses shall be supported

· The protocol should be fully specified and 3GPP should define its usage to enable multivendor inter-operability 

2. Actions:

SA2 asks SA3 WG to start the work to design a secure solution for UE-Initiated tunnelling in 3GPP-WLAN IW Scenario 3.

SA2 asks SA3 WG to keep WLAN IW WI in SA2 informed about the work evolution.

4. Date of Next TSG–SA WG2 Meetings:

	Meeting
	Date
	Location
	Host

	SA2#33
	07-11. July 2003
	SophiaAntipolis
	

	SA2#34
	18-22. August 2003
	Brussels
	



























































