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1. Introduction

It has been agreed that a concept of WLAN APNs is needed to support access to multiple networks behind the Wi interface.

This contribution considers how this should be done, based on the current GPRS APN concept and the proposal of contribution S2-031870.

2. APN format

GPRS APNs consist of two parts, a Network Identifier and an Operator Identifier which are concatenated to form an identifier which can be resolved in DNS.

2.1 Network Identifier

The Network Identifier identifies an external IP network. If it consists of more than one lable then it must correspond to an Internet Domain Name and could identify, for example, a corporate network belonging to the owner of that Domain Name. For example ‘nortelnetworks.com’.

Operators may also agree Reserved Service Lables which can be used either on their own (for example the Network Identifier ‘internet’), or as the first lable in a longer Network Identifier (which must then form a Domain Name), for example ‘wap.o2.co.uk’.

For WLAN, the W-APN is also required to identify an external IP network, and in fact they are the same external IP networks which are identified by the APN Network Identifier in GPRS. In addition, it is the Network Identifier part of the APN which is included in the subscription data in the HLR/HSS.

We conclude that the W-APN should include a Network Identifier which is the same as the Network Identifier used in GPRS APNs.

2.2 Operator Identifier

In GPRS, the Operator Identifier consists of three lables and identifies a PLMN. Default Operator Identifiers can be derived from the Mobile Network Code and Mobile Country code of the PLMN as follows:

mnc123.mcc234.gprs

where ‘123’ and ‘234’ are the Mobile Network Code and Mobile Country Code respectively.

In GRPS it is optional for the UE to specify the Operator Identifier. If it is not specified, then the SGSN constructs one as follows:

· If VPLMN access is allowed in the subscription and by the VPLMN, then the VPLMN Operator Identifier is used

· Otherwise, the defaukt Home Network Operator Identifier isused

In the first case, it is possible that the VPLMN does not support the particular Network Identifier, in which case the SGSN will re-try with the Home Network Operator Identifier.

Contribution S2-031870 concluded that a W-APN should identify not only the Operator to which a request was directed, but also the particular Gateway. If this is agreed, then this could be achieved by replacing the Operator Identifier by a Gateway Identifier.

A further change is required to avoid the use of the private top-level DNS domain ‘.gprs’ as this is strongly discouraged by the IETF. There is no reason not to use the registered domain name ‘3gppnetwork.org’ instead.

The result is a W-APN Gateway Identifier of the following format:

<gateway>.mnc<mnc>.mcc<mcc>.3gppnetwork.org

We suggest that a default gateway name of ‘gw’ be defined for the case where the required gateway is not known.

3. W-APN resolution

In GPRS, APN resolution to a GGSN IP Address  is performed by the SGSN using a private DNS system. In the WLAN architecture the corresponding approach would be for the resolution to take place either at the 3GPP AAA Proxy or the WAG.

An alternative would be for the W-APN resolution to an IP address to take place at the UE. In this case, then it is possible for the UE to be given the IP address of a Packet Data Gateway it is not in fact allowed to access according to its subscription. However, as described in S2-031868, the tunnel request to this PDG can simply be rejected, after which the UE could try an alternative W-APN.

The advantages of W-APN resolution in the network are:

· The APNs/IP addresses are kept on a private DNS system, not visible to the Internet

· If the following hold: (1) resolution is performed by the WAG, (2) a tunnel-switching (Option 5) approach is used, (3) separate authorisation and tunnel setup are not required and (4) WAG selection does not depend on the APN, then:

· The Authorisation and Tunnel Setup can always be performed in a single step

The disadvantages of this approach are:

· The APNs/IP addresses are kept on a private DNS system

· Unnecessary requirements on the Visited Network

· If the above conditions do not hold, then two steps are always required to achieve Authorisation & APN resolution and Tunnel Setup

The advantages of W-APN resolution in the UE are:

· Not specific to WLAN – this approach works however the UE obtains IP connectivity

· Reduced requirements on the Visited Network

· If separate authorisation and tunnel setup are not required, then the Authorisation and Tunnel Setup can often be performed in a single step

The disadvantages of W-APN resolution in the UE are

· The APNs/IP addresses are visible in the public DNS

We believe the most significant of these considerations is the independence from WLAN. Many users will likely take advantage of Scenario 2 WLAN access using laptops or other high-powered computing devices. If Scenario 3 access to 3GPP Operator services is then deployed on these devices it will seem highly peculiar if these services are available only over wireless and not when they are connected to the Internet by other means (e.g. via DSL at home).

Second is the need to minimise requirements on the VPLMN. Compared to providing the expensive UNTS radio as it does in GPRS, the VPLMN does not play such a significant role in WLAN service delivery, so it is vital to keep the requirements on the VPLMN to a minimum to make the whole system viable.

We note that with W-APN resolution in the network, then the service authorisation/tunnel setup can only be completed in one step under very specific circumstances (although in these circumstances it will always be completed in one step). By contrast with W-APN resolution in the UE, only a single step is needed in most cases.

The final consideration is the availability of the PDG addresses in the public DNS system. Availability of an address does not mean that the address is reachable simply by sending packts to that address. There will certaonly be other means of obtaining the addresses which a potential attacker could use. The Packet Data Gateways will need to be secure against potential attackes in any case, or protected by other devices such as firewalls. We believe that reliance on a private DNS system brings a false sense of security, along with adminstrative overheads.

Based on the above we conclude that W-APN resolution in the UE is the best solution.

4. Hybrid approach

The above conclusion supports a Hybrid (tunnel-switching + end-to-end tunnel) approach, in which some visited networks require tunnel-switching and others allow end-to-end tunnelling.

The procedures for this would be as follows:

1. The UE constructs a W-APN using the Gateway Identifier for the default gateway in the visited network and resolves this using the public DNS to an IP address.

· If the visited network requires tunnel-switching, this is the address of a WAG
· If the visited network allows end-to-end tunnels, this is the address of a VPDG
2. The UE attempts tunnel establishment to this IP address using the default standard tunnel protocol (which has been standardised by 3GPP)

· If the visited network requires tunnel-switching, this request terminates on the WAG, which contacts the AAA for authorisation and to determine whether access should be provided in the visited or home network.

The WAG modifies and further resolves the W-APN into the address of an appropriate PDG in the Home or Visited network (perhaps by replacing the “.3gppnetwork.org” with “.gprs” and using the existing private DNS). 

The WAG establishes an onwards tunnel to the PDG and accepts the UE’s tunnel request.

· If the visited network allows end-to-end tunnels, this request terminates on the VPDG, which contacts the AAA for authorisation and to determine whether access is allowed in the visited network.

If access is allowed in the visited network, the UE’s tunnel request is accepted.

If access is not allowed in the visited network, the VPDG rejects the UE’s tunnel request.

3. If the UE’s request is rejected, the UE constructs a new W-APN using the Gateway Identifier for the default gateway in the home network and resolves this using DNS to an IP address. The UE then attempts tunnel establishmenr to this IP address using its chosen tunnel establishment protocol (which has been agreed between UE and Home Network).

In this way, a single set of UE procedures can be specified for working with both types of visited network.

5. Proposal

The proposal of this contribution is limited to a definition of the W-APN, which is modeled on the APN definition from 23.003:

X
Definition of WLAN Access Point Name 

A WLAN Access Point Name (W-APN) is a reference to an external IP network and a gateway through which that network can be accessed. To support inter-PLMN roaming, the public DNS is used to translate the W-APN into the IP address of the gateway.

X.1
Structure of W-APN

The W-APN is composed of two parts as follows:

· The W-APN Network Identifier; this defines to which external network the PDG is connected. .

· The W-APN Gateway Identifier; this defines in which Packet Data Gateway the network is to be accessed from

The W-APN Gateway Identifier is placed after the W-APN Network Identifier. A W-APN consists of both the Gateway Identifier and Operator Identifier and corresponds to a DNS name of a PDG; it has a maximum length of <ffs> octets.

The syntax of the W-APN shall follow the Name Syntax defined in RFC 2181 [18], RFC 1035 [19] and RFC 1123 [20]. The W-APN consists of one or more labels. Each label is coded as a one octet length field followed by that number of octets coded as 8 bit ASCII characters. Following RFC 1035 [19] the labels shall consist only of the alphabetic characters (A-Z and a-z), digits (0-9) and the hyphen (-). Following RFC 1123 [20], the label shall begin and end with either an alphabetic character or a digit. The case of alphabetic characters is not significant. The W-APN is not terminated by a length byte of zero.

For the purpose of presentation, an APN is usually displayed as a string in which the labels are separated by dots (e.g. "Label1.Label2.Label3").

X.1.1
Format of W-APN Network Identifier

The W-APN Network Identifier shall have the same format as the APN network identifier defined in TS 23.003 for GPRS.
X.1.2
Format of W-APN Gateway Identifier

The W-APN Gateway Identifier is composed of five labels. The last two label shall be "3gppnetwork.org". The second and third labels together shall uniquely identify the PLMN (e.g. "<operator-name>.<operator-group>.3gppnetwork.org").

The first label shall identify the Packet Data Gateway within the operator.

For each operator, there is a default W-APN Gateway Identifier (i.e. domain name). This default APN Operator Identifier is derived from the IMSI as follows:

gw.mnc<MNC>.mcc<MCC>.3gppnetwork.org

where:

“default” is a fixed identifier for the default gateway

<MNC> and <MCC> are derived from the components of the IMSI defined in 23.003 subclause 2.2.
The default W-APN Gateway Identifier can be derived from the default APN defined in 23.003 as follows:

· Replace the last lable ‘.gprs’ with the two lables ‘.3gppnetwork.org’
· Prepend the lable ‘gw.’
This default W-APN Gateway Identifier is used in inter-PLMN roaming situations when attempting to construct a W-APN for a default gateway or gateways in the Home or Visited network. The PLMN may provide DNS translations for other, more human-readable, W-APN Gateway Identifiers in addition to the default Gateway Identifier described above.

In order to guarantee inter-PLMN DNS translation possibility, the <MNC> and <MCC> coding used in the "mnc<MNC>.mcc<MCC>.gprs" format of the W-APN GI shall be:

· <MNC> = 3 digits

· <MCC> = 3 digits

If there are only 2 significant digits in the MNC, one "0" digit is inserted at the left side to fill the 3 digits coding of MNC in the APN GI.

As an example, the W-APN GI for MCC 345 and MNC 12 shall be coded in the DNS as gw.mnc012.mcc345.3gppnetwork.org.
































































































