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1. Introduction

This contribution is the first of three, analysing approaches to the problem of Service (APN) selection and authorisation.

We address the following three questions:

· Where is the authorisation decision taken ?

· Does an APN identify a just network beyond Wi, or the actual access point (i.e. a network plus a gateway to access it) ?

· Should the service request/authorisation process be separate from the tunnel establishement process ?

This contribution addresses the first of those three.

2. Where does the authorisation decision take place ?

Based on existing agreements, there are three possibilities:

a) The 3GPP AAA Server in the Home Network

b) The 3GPP AAA Proxy in the Visited Network

c) A combination of both

We then consider the three service access cases.

2.1 Non-roaming case

In this case there is no Visited Network, and so the decision is made by the 3GPP AAA Server in the Home Network.

2.2 Roaming case, Home Network services

In this case, the 3GPP AAA Server in the Home Network certainly has all the necessary information to make this decision – specifically the subscription information from the HLR/HSS. So, the decision could be made in the Home Network (option (a)).

Alternatively, the subscription information could be passed to the visited network at WLAN session establishment (as it is with GPRS) and the visited network could then make the decision. This approach has the following advantages and disadvantages compared to keeping the decision in the Home Network:

Advantages:

· Less signalling – in particular the effects of failed authorisations will be confined to the visited network and the procedure can be completed faster

· Distribution of load – the load of authorisation decisions is distributed out to the visited networks, instead of having to be processed all in the Home Network

Disadvantages:

· Difficult for the Home Network to apply policies (e.g. whether certain APNs are allowed or not) for a specific visited network

· Large amount of per-user state kept in Visited Network, even when no services are active

· Unnecessary impact on visited network – AAA proxy is no longer really a ‘proxy’, more a “back to back AAA server”

We note first that failed authorisations will hopefully be the exception rather than the norm. Failed authorisations might comprise part of a Denial of Service attack, but we are considering requests from authenticated and authorised users. A Denial of Service attack from such a user (apart from being easy to trace) would be much more effective against an APN that they were authorised to access, since a sucessful request will almost always involve more processing at the attacked node.

Given also that the amont of traffic generated by this authorisation signalling can be expected to be quite low (compared to user traffic), then we do not consider that the first advantage above is significant.

Secondly, whilst it may appear that load is distributed from a network A out into the Visited Networks, just as much load is distributed back into A if it too acts a visited network for various Home Networks (i.e. assuming roaming agreements are reciprocal). The second advantage is therefore illusory.

On the other hand, the need to minimise impacts on the visited network (in order to encourage as many visited networks as possible to establish roaming arrangements) is a significant consideration.

Finally, we note that compared with GPRS, these authorisation decisions are taken significantly less often: in GPRS a service authorisation (PDP Context) is always required, whereas in WLAN it is only needed for Scenarion 3 cases. We also have no need for a ‘secondary PDP Context’ concept.

As a result we conclude that the decision should be made in the 3GPP AAA Server in the Home Network.

2.3 Roaming case, Visited Network services

For the same reasons as noted above, we first conclude that the 3GPP AAA Server in the Home Network should provide the subscription-based aspects of the authorisation decision.

However, in this case there may be other aspects of the decision which are controlled by the visited network (i.e. not subscription-based). For example, the Home Network may allow a given user to access a particlar APN (e.g. internet) through a visited network gateway, but the Visited Network may not allow users from that particular Home Network to do so. Only if both networks agree should be user be allowed to access the APN in the visited network.

We conclude that in this case, both the 3GPP AAA Server in the Home Network and the 3GPP AAA Proxy in the visited network should be involved in the decision, with the Home Network processing the subscription information and the visited network handling its own local policy.

3. Conclusion

The above analysis concluded as follows:

· In the non-roaming case the authorisation decision is made by the 3GPP AAA server in the Home Network

· In the roaming case, accessing Home Network services, the authorisation decision is made by the 3GPP AAA server in the Home Network

· In the roaming case, accessing Visited Network services, the subscription-based aspects of the authorisation decision are made by the 3GPP AAA Server in the Home Network. However, the 3GPP AAA Proxy in the visited network may also influence the decision on the basis of visited network policy.

4. Proposal

The following changes to the TS are proposed:

Section 5.2, “Access Control Principles”

Additional access control principle for scenario 3:

Service Selection and authorisation
The solution shall include means for delivering encrypted service selection information from the UE to the 3GPP AAA server. The service selection information shall contain an indication of the W-APN to which access is requested . The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the WLAN subscriber profile retrieved from HSS. 
The results of the authorisation decision shall be communicated to the Visited Network. The users subscription information itself shall not be comminicated to the Visited network – all subscription-based authorisation decisions are made in the Home network.
In the case of a request for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also authorise access based on local policy.
Section 6.2.2, “3GPP AAA Proxy”

6.2.2  3GPP AAA Proxy

· the 3GPP proxy AAA  represents a Diameter proxying and filtering function that  resides in the visited 3GPP network.  The 3GPP proxy AAA functions include:

For Scenario 2:

· Relay the AAA information between WLAN and the 3GPP AAA Server. 

· Enforce policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator

· Report charging/accounting information to local CCF/CGw for roaming users

· Service termination (O&M initiated termination from visited network operator)

For Scenario 3: 

· Receives authorization information related to subscriber requestes for services in the Home or Visited networks
· 
· Authorization of access to Visited network services according to local policy
The 3GPP proxy AAA  functionality can reside in a separate physical network node, it may reside in the 3GPP AAA server or any other physical network node.

































































































